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Abstract: Non-Technical Losses (NTL) represent a critical challenge for 

power utilities, particularly in developing countries. This paper proposes an 

unsupervised deep learning approach based on an autoencoder to detect 

abnormal electricity consumption patterns in the Cameroonian distribution 

network. The model learns normal customer behavior using historical 

consumption data and identifies anomalies through reconstruction error 

analysis. Statistical thresholds are applied to classify customers as normal, 

suspicious, or fraudulent. Experimental results show that the proposed 
method achieves high detection reliability while reducing inspection costs. 

The approach provides a scalable and practical solution for utility companies 

seeking to enhance revenue protection and energy security. 
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Introduction 

In electrical distribution systems, Non-Technical Losses (NTL) represent a major challenge for utilities. Unlike 

technical losses, which arise from physical properties of the network, NTL are primarily caused by fraudulent activities, 

administrative failures, or metering errors. These losses are particularly critical because they are invisible, unpredictable, 

and difficult to quantify, making their detection a highly complex and costlay process. 

In Cameroon, this issue has reached alarming proportions. According to Lekini et al. (2017), NTL accounts for 
approximately 30% of the energy injected into the grid, resulting in annual financial losses exceeding 60 billion FCFA. 

Such losses undermine the economic sustainability of utilities, reduce the ability to invest in modern infrastructures, and 

negatively impact service quality and energy security. 

The main causes of NTL include: 

 

 Fraudulent activities: Illegal connections, meter tampering, and technical sabotage 

 Administrative failures: Incorrect billing, post-termination consumption, and inaccurate meter index recording 

 Lack of systematic monitoring: Absence of regular inspections of customer installations and metering equipment 

 Rapid and uncontrolled urbanization: Development of informal settlements complicating network supervision 

 

These irregularities not only create significant financial losses but also erode customer trust, hinder social equity, and 
compromise national energy transition goals. 

Traditional detection methods, such as physical audits and manual meter inspections, have proven inefficient, costly, 

and limited in scope. This situation calls for innovative solutions capable of processing large-scale data and identifying 

abnormal consumption patterns with high accuracy. Artificial Intelligence (AI), particularly Artificial Neural Networks 

(ANNs), provides a promising alternative by enabling predictive and proactive detection of NTL. 

Artificial Neural Networks originate from the pioneering work of McCulloch and Pitts (1943), later formalized through 

the perceptron model proposed by Rosenblatt (1958), and significantly improved with the backpropagation algorithm 

introduced by Rumelhart et al. (1986). 

https://thescipub.com/as/report.php?journal=all_2811
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Therefore, the key research question can be formulated as:  

How can an Artificial Neural Network-based approach be designed and implemented to effectively detect Non-
Technical Losses in Cameroon’s power distribution networks, while considering local technical, economic, and social 

constraints? 

The general objective is to develop and evaluate an intelligent ANN-based model for the detection and reduction of 

Non-Technical Losses in Cameroon’s power distribution system, with the ultimate goal of improving operational 

efficiency, financial performance, and energy security. 

Specific Objectives ARE 
 

1. Analyze the root causes and characteristics of Non-Technical Losses within the Cameroonian power sector using 

historical consumption and billing data 
2. Design a predictive ANN-based model capable of learning normal consumption patterns and detecting anomalies 

indicative of fraud or operational errors 

3. Evaluate model performance using key metrics such as accuracy, precision, recall, and F1-score, and compare the 

results with conventional detection approaches 

4. Propose an operational integration framework for the ANN model within existing utility systems, considering 

infrastructure, cost, and social acceptance constraints 

5. Provide strategic and technical recommendations to optimize NTL detection in Cameroon’s electricity 

distribution network 

 

This research addresses a critical challenge for energy sustainability and financial viability in Cameroon’s electricity 

sector. With NTL accounting for nearly 30% of distributed energy, utilities face substantial revenue losses, which limit 

their capacity to invest in network modernization, smart metering, and grid reliability improvements. 
Current detection strategies, such as manual inspections and periodic audits, suffer from multiple drawbacks:  

 
 High operational costs and limited coverage 

 Delayed detection of fraudulent activities, leading to prolonged revenue leakage 

 Inability to process large-scale, high-dimensional data generated by millions of customers 
 

Conversely, Artificial Neural Networks offer significant advantages: 

 

 Ability to process massive and heterogeneous datasets (billing history, meter readings, geolocation data) in near 

real-time 

 Capability to identify complex, nonlinear anomalies that traditional statistical methods fail to capture 

 Cost reduction and efficiency improvement in fraud detection and revenue assurance 

 

Furthermore, this research aligns with national priorities for modernizing the power sector, promoting digital 
transformation, and supporting energy transition goals in sub-Saharan Africa. 

Related Work and Literature Review 

Over the past decade, the detection and mitigation of Non-Technical Losses (NTL), particularly electricity theft, has 

gained significant attention due to its economic and operational impact on power distribution systems. This section 

reviews major contributions from 2016 to 2025, highlighting methodologies, trends, and research gaps. 

Carr and Thomson (2022) presented a comprehensive scope review of non-technical losses, clarifying the definitions, 

causes, and socio-economic implications of electricity theft. Their work stressed that technical solutions, such as machine 

learning, must be complemented by regulatory frameworks and consumer awareness programs, particularly in developing 

countries where theft is prevalent. 

Saeed et al. (2020) conducted a systematic review of NTL detection techniques, cataloging machine learning and deep 
learning algorithms (e.g., decision trees, SVMs, neural networks) and discussing persistent challenges like data imbalance 

and cross-country model transferability. They also provided recommendations for deployment-ready detection systems, 

making their study a cornerstone for utility applications. Earlier studies by Depuru et al. (2011); Monedero et al. (2006); 

Leite and Mantovani (2018); Buzau et al. (2019) demonstrated the effectiveness of machine learning techniques for 

electricity theft detection using smart meter data and distribution network analytics. 

Earlier, Viegas et al. (2017) focused on data analytics solutions for fraud detection in power systems, proposing 

effective feature engineering methods and hybrid models that combine rule-based systems with machine learning. Their 



Lekini Nkodo Claude Bernard et al. / American Journal of Engineering and Applied Sciences 2026, Volume 19: 117.132 

DOI: 10.3844/ajeassp.2026.117.132 

 

119 

findings suggested that such hybridization can significantly reduce false positives, a common issue in large-scale NTL 

detection. 

In recent years, the integration of smart meters has transformed theft detection methodologies. Xia et al. (2022) 

reviewed smart meter-based techniques, emphasizing deep learning architectures, multi-sensor data fusion, and 

cybersecurity against adversarial attacks. Similarly, Althobaiti et al. (2021) offered a data-driven survey linking detection 

techniques to smart grid functional layers and fraud strategies. They discussed supervised, semi-supervised, and 

unsupervised approaches while introducing concerns regarding data poisoning and privacy. 

The evolution toward deep learning solutions is further reflected in Guarda et al. (2023), who explored non-hardware-

based methods, primarily using historical consumption data. They evaluated rule-based, statistical, and AI-driven 

strategies, emphasizing data preprocessing, class balancing, and advanced performance metrics (AUC, F1-score). 

Another study by Badr et al. (2023) systematically reviewed feature extraction methods and neural network models, 

highlighting challenges such as model generalization across utilities and lack of open datasets. 

Beyond technical factors, Stracqualursi et al. (2023) examined the socio-economic dimension of electricity theft 

and how these factors influence AI-based detection systems. They proposed cost-benefit frameworks to guide 

decision-making for distribution system operators (DSOs), particularly relevant for resource-constrained 

environments like Africa. 

Recent advances (2019–2024) have also focused on addressing data imbalance and enhancing generalization through 

data augmentation and generative models (GANs, VAEs). A notable Gong et al. (2020) documented the application of 

these models for representation learning and robust fraud detection. Similarly, Kgaphola et al. (2024) provided a practical 

perspective, detailing AMI analytics, embedded AI systems, and field inspection optimization while identifying gaps in 

interoperability and ethical considerations. 

Materials and Methods 

Materials 

The database provides a monthly overview of individual electricity consumption, combining technical, administrative, 

and behavioral variables, thus offering a robust analytical framework for studying irregularities and consumption patterns 

within the distribution network. The quality and representativeness of the data are fundamental to the effectiveness of an 

autoencoder. Given the unsupervised nature of the model, the data used for training must accurately reflect the normal 

behaviour of the system under study. Any excessive noise, outliers, or unrepresentative data can affect the learning of the 

latent structure and degrade reconstruction performance. The data must be sufficiently large and diverse to capture the 

natural variability of the phenomenon being analysed. Rigorous pre-processing is essential, including cleaning missing 

values, removing or processing outliers, and normalising or standardising variables. This step ensures stable convergence 

of the model and prevents a dominant variable from unduly influencing learning. 

Concerning our model, we have a database of 61,782 customers as presented in Fig. 1. Data comes from electricity 

consumption records provided by Cameroon's national electricity distribution company, ENEO Cameroon S.A. It was 

extracted from the company's commercial and technical information system, which records periodic meter readings from 

subscribers. The database covers a period of 24 consecutive months, allowing for a longitudinal analysis of consumption 

patterns. The data concerns active customers of the distribution network, belonging to different socio-economic segments 

(administrative, commercial, residential, etc.), which guarantees a diversity of energy profiles studied. The extraction was 

carried out in accordance with the operator's internal data management procedures, and the information was anonymized 

to preserve the confidentiality of subscribers. 

Methods 

Neural networks are machine learning models that mimic the complex functioning of the human brain. These 

models consist of interconnected nodes or neurons that process data, learn patterns, and enable tasks such as pattern 

recognition and decision-making (Goodfellow et al., 2016). Neural networks are capable of learning and identifying 

patterns directly from data without pre-defined rules. Classical neural network theory has been extensively 

described by Haykin (1999), while Goodfellow et al. (2016); Chollet (2017) provide modern deep learning 

implementations. 

Our methodology will be based on the autoencoder, which is an unsupervised neural network that learns to 

reconstruct its input data after compressing it into a lower-dimensional latent space. It consists of an encoder, which 

reduces the dimension of the data, and a decoder, which reconstructs it. Learning consists of minimising the 
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reconstruction error between the input and the output. Autoencoders are used for dimension reduction, denoising, 

data compression, and anomaly detection (fraud, defects, non-technical losses). Deep learning architectures have 

evolved through recurrent neural networks (Elman, 1990), Long Short-Term Memory networks (Hochreiter and 

Schmidhuber, 1997), convolutional neural networks (LeCun et al., 1998), and more recently Transformer 

architectures (Vaswani et al., 2017). Although these architectures are powerful, autoencoders remain particularly 

suitable for unsupervised anomaly detection. 

 

 

 
Fig. 1: Customer consumption data from ENEO 

 

In our case, fraud detection is treated as an unsupervised anomaly detection problem. The methodology follow a 
‘compression-reconstruction’ process:  

 

 Learning normal behaviour: The model is trained to compress the input data into a reduced latent space (bottleneck), 

then to reconstruct it as faithfully as possible 

 Bottleneck: By forcing the data through a small number of neurons (8 latent neurons), the model learns only the 

essential characteristics of normal consumption 

 Reconstruction error (MSE): Detection reliability is based on Mean Square Error (MSE). A ‘normal’ customer will 

have a low error because the model knows their profile. A “fraudulent” or ‘suspicious’ customer will have a high 

MSE because their atypical behaviour cannot be accurately reconstructed by the model 
  Adaptive thresholds: Classification is not based on pre-existing labels but on statistical percentiles of the error 

distribution (93rd percentile for suspects and 97th for fraudsters) 

 

Implementation of Neural Network  

Implementation starts with problem definition and data collection, followed by data preprocessing, including cleaning 

and normalization. An autoencoder architecture composed of an encoder, a latent space, and a decoder is then designed. 

Appropriate activation functions and a reconstruction loss function are selected before training the model in an 

unsupervised manner. Model performance is evaluated using the reconstruction error. Finally, the learned latent 

representation is exploited for downstream tasks such as dimensionality reduction, clustering, or anomaly detection, and 

the model is optimized and deployed as follows: The steps are presented in Fig. 2. 
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Fig. 2: Implémentation diagram 

Data Loading 

The dataset MA BD.xlsx, comprising 24 months of customer consumption data, was imported and preprocessed for analysis. 

Key variables included customer identifiers, consumption, activity type, and contractual status, which are critical for detecting 

anomalies such as sudden drops in consumption or atypical behavioral patterns. Data manipulation was performed using pandas 

and numpy, with openpyxl employed for specific Excel formats. Consumption values were cast as numeric types, and date 

fields were standardized as datetime objects to ensure computational accuracy and temporal consistency. 

Data Cleaning and Preprocessing 

Data cleaning and preprocessing were conducted using a rigorous approach to ensure the reliability of the analysis. 

Redundant observations were removed, as well as customers with no consumption over the entire study period and those 
whose presence was not consistent throughout the 24 months, in order to preserve temporal homogeneity. Missing values 

were handled according to their nature: Median imputation was applied to numerical variables, interpolation was used 

for isolated gaps in consumption, and zero values were assigned in cases of confirmed non-consumption. Finally, an 

overall quality check was performed to correct inconsistencies and eliminate any remaining duplicates, thereby ensuring 

the integrity of the dataset. 

Feature Engineering 

Feature engineering was performed to enhance the dataset for modeling customer behavior. Derived variables included 

six-month rolling means to identify high-consumption customers, standard deviation and coefficient of variation to 

quantify stability and relative variability, and maximum/minimum values to capture consumption peaks. Temporal 
features such as consumption trends, number of zero-consumption months, and timing of abrupt increases or decreases 

were incorporated. Peak detection was applied to identify anomalies indicative of potential fraud, for example, sharp 

sequential drops in consumption that may suggest meter bypass or tampering. 

Encoding and Normalization 

Categorical variables were encoded to enable integration into the deep learning model, e.g., activite_terrain → 0, 1, 

2… and status → ACTIVE = 0, SUSPENDED =1. Numerical features were normalized using Robust Scaler, which 

centers values around the median and scales by the interquartile range, providing robustness against outliers. 
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Error Calculation 

After training, all customers were passed through the autoencoder to obtain reconstructed consumption values. The 

reconstruction error was computed as the difference between actual and reconstructed consumption according to 

Equation (1): 

 

𝑀𝑆𝐸 =
1

𝑛
 ∑ (𝑋𝑖 −𝑋′

𝑖)
𝑛
𝑖=1  (1) 

 

Low errors indicate normal behavior, whereas high errors suggest anomalous or potentially fraudulent activity. 

Threshold Determination 

To categorize customers based on reconstruction error, the distribution of Mean Squared Errors (MSE) was analyzed. 

Thresholds were defined as follows: Errors ≤ 85th percentile indicate normal behavior, errors between the 85th and 95th 

percentiles indicate suspicious activity, and errors ≥ 95th percentile indicate likely fraudulent behavior. This percentile-

based approach is robust, as it adapts automatically to the characteristics of the dataset. 

Analysis and Visualization 

Interactive dashboards were developed using charts such as pie, bar, line, and scatter plots to analyze customer 

behavior. Visualizations included the distribution of customers by category (normal, suspicious, fraudulent), six-month 

consumption trends, MSE error histograms, comparisons across activity types (e.g., barbershop, household, bar), and 

heatmaps of anomalous behavior. Data filtering was enabled by activity type, contractual status, geographic zone, and 

consumption level, facilitating targeted interventions by field and anti-fraud teams. 

Hyperparameter Table 

Hyperparameters play a decisive role in the performance and generalisation capacity of autoencoders. In our case, we 

will use the following hyperparameters in Table 1. 

 
Table 1: Hyperparameter 

Parameter Specification 

Number of layers 7 (Input, 3 Encoder, 2 Decoder, Output) 
Nomber neurons 32 → 16 → 8 (Latent) → 16 → 32 
Activation function ReLU (hidden layers) et Linear (output layer) 
Optimizer Adam with a learning rate (LR) of 0.0005 
Epochs 100 (with Early Stopping at a patience of 10) 
Loss Function MSE (Mean Squared Error) 
Regularisation L2 (0.01) et Dropout (0.4) 

Batch size 512 

 

Development Environment 

According to the execution traces and system warnings present in the sources we have: 

 

 Language: Python 3.10 (identified via the system paths \Python310\) 

 Main libraries: TensorFlow and Keras 

 Pre-processing tools: Scikit-learn (for RobustScaler, LabelEncoder, train_test_split) 

 

                                           pandas==2.1.1             # DataFrame management 
                                            numpy==1.24.3             # Numerical and vector calculations 

                                           scikit-learn==1.3.1       # Scalers and encoders 

                                          tensorflow==2.15.0        # For the Autoencoder model, the Keras models come from  

 

TensorFlow 

 

 Visualisation: Matplotlib and Seaborn, regardless of version 
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Key Features of Our Model 

Objectives 

The main objectives are to develop a model based on unsupervised deep learning (autoencoder) to automatically detect 

anomalies in customer electricity consumption: 

 

 Clean and transform monthly consumption data 

 Extract characteristics describing each customer's energy behavior 

 Build an Autoencoder capable of learning “normal” behavior from fraudulent or suspicious behavior 

 Detect customers whose profiles show abnormal deviations 

 Classify customers as: Normal – Suspicious – Fraudulent 

 Generate analytical reports by activity or by area 

 

Key Features 

Advanced preprocessing of 24 months of consumption data: 

 

 Calculation of descriptive statistics for each customer: mean, standard deviation, maximum, minimum, median, and 

coefficient of variation 
 Detection of months with zero consumption or missing data, and identification of extreme variations and temporal 

trends 

 Robust data cleaning and normalization to prepare the model 

 

Deep Learning Autoencoder 
 

 Symmetric neural network designed to reconstruct normal consumption profiles 

 Data compression in a latent layer to extract meaningful representations 

 Application of regularization and dropout to avoid overfitting 
 Calculation of the Mean Square Error (MSE) between actual and reconstructed consumption 

 Profiles with errors exceeding a certain statistical threshold are considered suspicious or fraudulent 

 

Automatic Classification 
 
 Assignment of a status to each customer according to the extent of the anomaly 

  Normal: Consumption consistent with historical profile 

 Suspicious: Moderate anomalies, to be monitored 

 Fraudulent: Significant anomalies, intervention required 
 
Detailed Analysis by Activity 
 
 Segmentation of customers according to their type of activity (industries, shops, households, administrations, etc.) 

 Assessment of the fraud rate by category to identify sectors at risk 
 Fraud score out of 100 

 Assign a fraud score to each customer based on the reconstruction error and statistical indicators 

 Enables direct ranking of customers from safest to riskiest 
 
Top 20 Potentially Fraudulent Customers 
 
 List of highest-risk customers with details: Score, type of activity, status 

 Facilitates rapid decision-making for control teams 

 

Interactive Visualizations 
 

 Error distribution: Visual identification of anomalies and thresholds 

 Autoencoder learning curves: Monitoring of model convergence and performance 

 Consumption vs. fraud score: Correlation between actual consumption and estimated risk 

 Distribution by activity: Comparison of the number of fraud cases and the average score according to activity type 
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Results and Discussion 

Results 

Graphics Interface 

Web Dashboard For Visualization 

The graphical interface implemented as part of our research is as follows in Fig. 3. This result indicates that the 

customer exhibits atypical consumption behaviour, which the autoencoder detects as difficult to reconstruct accurately. 

Although the anomalies observed are not significant enough to conclude that fraud has definitely occurred, they justify 

increased monitoring or even a targeted inspection to confirm or rule out a possible non-technical loss. The overall 

distribution shows that: The majority of customers are classified as normal (≈ 95%), a limited proportion are suspicious 

(≈ 4%), and a marginal fraction are fraudulent (≈ 1%). The customer under review, therefore, belongs to an intermediate 

zone, requiring special attention without being immediately considered fraudulent. 

The monthly consumption profile Analysis shows that: Significant variations between months, high peaks 

(particularly around May and October), and sharp drops (February, March and August). 
Statistical indicators confirm this variability: Average consumption: 185.3 kWh, Standard deviation: 51.1 kWh, 

indicating significant dispersion, Min: 100.7 kWh / Max: 280.7 kWh, reflecting a wide range of consumption. This high 

dispersion is atypical compared to normal profiles, which are generally more regular. 

Automatic Classification 

Here we can search by name, i.e., the user enters a customer's name, and the system displays their detailed information, 

a graph showing their monthly consumption, and the AI's decision: Normal, Suspicious, or Fraudulent. The user can also 

perform a random search by status, i.e., they select a status (Normal, Suspicious, or Fraudulent), and the system returns 

a customer matching that profile, along with their information and consumption graph, as presented in Fig. 4. 
 

 
 

Fig. 3: Web dashboard for visualization 
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Fig. 4: Detailed information of the Customer's 

 

Top 20 Potentially Fraudulent Customers 

As part of our research, an in-depth analysis of the data by our application identified a set of anomalies characteristic 
of potentially fraudulent behavior. The ranking below in Fig. 5 highlights the twenty customers most likely to be involved 

in irregular activities. This identification is an essential step in refining detection strategies and strengthening monitoring 

mechanisms. 

Detailed Analysis By Activity 

Here, the user selects a type of activity, and the system displays the detailed analysis corresponding to that activity, as 

shown in Figs. 6 and 7. 
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Fig. 5: Top 20 Potentially fraudulent customers 

 
Here, the user selects a type of activity, and the system displays the detailed analysis corresponding to that activity, as 

shown in Figs. 6 and 7. Fig. 7: Distribution of missing values before and after by customer. 

Exploratory Data Analysis 

Exploratory Data Analysis, which is an approach that uses visual and statistical methods to explore a dataset in order 

to summarize its main characteristics, discover patterns, identify anomalies, test hypotheses, and better understand the 

relationships between variables, prior to any formal modeling, while evaluating the quality of the data to determine the 

appropriate techniques, gave us the following result in Fig. 8. 

Abnormal values were detected using IQR and Z-Score, and customers with zero consumption or ≥6 months at zero 

were identified. Abnormal values must be corrected or excluded if they result from technical errors (data entry, sensor), 
using methods such as Z-score or IQR. However, if they represent useful abnormal behavior (fraud, failure), they must 

be retained and processed using robust transformations or specialized models such as an Autoencoder, among others, as 

follows in Fig. 9. 

 

 
 

Fig. 6: Processing of missing values before and after 
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Fig. 7: Distribution of missing values before and after by customer 

 

 
 

Fig. 8: Exploratory Data Analysis 

 

 
 

Fig. 9: Outlier distribution graph 
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The activity analysis of average consumption and standard deviations for the top 10 activities was analyzed and 

visualized as shown in the following Fig. 10. 
Anomalies include extreme variations, high CV, suspended accounts with high consumption, and sudden drops in 

consumption, as shown in the following Fig. 11. 

The correlation matrix between the numerical variables presented in Fig. 12 was explored to identify significant 

correlations, and this matrix confirms that a feature selection step is necessary to eliminate redundancy in the volume 

measurements. For the Autoencoder, the objective is to provide it with variables that capture unique aspects of customer 

behavior. 

Model Reliability 

The fraud detection model is considered reliable because its methodology is rigorously aligned with the principles of 

unsupervised anomaly detection, based on the Measurement of Reconstruction Error (MSE). 
Here are the detailed justifications for reliability. 

Ability to Reconstruct Normal Behavior 

Reliability is based on the intrinsic function of the Autoencoder, which is to Minimize Error (MSE) for training data 

considered “normal.” Therefore, when the model attempts to reconstruct an atypical (potentially fraudulent) consumption 

profile, it fails and produces a significantly higher reconstruction error. This error is the key metric for the anomaly. For 

example, the at-risk customer CUSTOMER1 has a reconstruction error of 189617.114606 and a fraud score of 100.0, 

demonstrating the model's ability to isolate extreme behaviors. 

 

 

 

 
 

Fig. 10: Graph of activity analysis 
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Fig. 11: Anomalies include extreme variations 

 

 
 

Fig. 12: Correlation matrix between the numerical variables 
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Statistical and Justified Determination of Thresholds 

To transform the MSE error into a relevant risk classification (Suspicious or Fraudulent), thresholds were established 

statistically by analyzing percentiles, which limits false positives by targeting only the most extreme deviations in the 

error distribution. The adaptive thresholds chosen are: 

 

 Suspicious threshold: Set at the 93rd percentile of the MSE error, i.e., 10.634911 

 Fraudulent threshold: Set at the 97th percentile of the MSE error, i.e., 37.583787 

 

Applying these thresholds enabled clear classification, identifying 93.0% of customers as Normal, 4.0% as Suspicious, 

and 3.0% as Fraudulent out of a total of 61,790 customers, confirming the clear separation of risk profiles. 

Model Stability and Robustness 

The stability of the model has been demonstrated through rigorous experimentation over different periods (training, 

validation, and test sets), ensuring that the results are not the result of overfitting or sensitivity to outliers: 

 

 Overfitting Management: The model was optimized by increasing L2 regularization (to 0.01), increasing dropout (to 

0.4), and simplifying the architecture (8 latent neurons). The validation/training performance ratio is 1.690, which is 

considered “slight overfitting” but remains acceptable 

 Outlier Resistance: Using RobustScaler for normalization and clipping outliers at the 99th percentile ensures that the 

model has not been skewed by extreme data when learning normal profiles 

 Built-in Anomaly Indicators: Reliability is enhanced by the inclusion of strong engineering features, such as missing 

value flags (e.g., high_missing_flag for $\geq 6$ missing months) and extreme variation indicators, which act as 

behavioral evidence and reinforce the anomaly signal captured by the reconstruction error 

 

All these optimizations confirm the relevance of the model as a fraud detection tool, as it has been designed to be both 

sensitive to anomalies and statistically robust. 

Discussion 

Model Performance 

The results obtained show that the autoencoder performs better overall than the other artificial neural network 

architectures considered, particularly in terms of its ability to represent and detect the underlying structures of the data. 

Thanks to its unsupervised learning, the autoencoder is able to efficiently extract relevant features from raw data without 

requiring prior annotations, as presented in Table 2. 

Comparison With Existing Literature 

Compared to traditional supervised neural networks such as the Multilayer Perceptron (MLP), the autoencoder 

demonstrates a greater ability to model the normal behaviour of the system, resulting in lower reconstruction error for 

normal data and increased sensitivity to atypical observations. This property is particularly advantageous in contexts 

where labelled data is scarce or costly to obtain. Furthermore, the use of the latent space learned by the autoencoder 

allows for effective dimensionality reduction while preserving essential information. When this latent space is used as 

input for other ANNs (MLPs, classification networks), a notable improvement in performance is observed, particularly 

in terms of learning stability and reduced overfitting. These findings are consistent with the comprehensive review of 

deep learning presented by LeCun et al. (2015); Schmidhuber (2015), which highlight the superior capability of deep 

neural networks to extract hierarchical representations from complex datasets. 

Practical Implications for Cameroon 

The high predictive performance suggests that ANN-based detection systems can significantly reduce financial losses 

for the Cameroonian electricity distribution network. By automating fraud detection, utilities such as the National 

Electricity Company ENEO Cameroon can allocate field inspections more efficiently, targeting customers with the 

highest likelihood of irregularities. This reduces operational costs while improving revenue collection. 

However, the implementation of such models must consider data privacy, cybersecurity, and adaptation to local 

consumption patterns, which may differ from patterns in other regions. Future research could incorporate temporal 

consumption trends, geospatial data, and smart meter readings to enhance model robustness. 
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Table 2: Numerical comparison with other methods 

Method Detection 
Accuracy 

Sensitivity to 
Subtle Anomalies 

Robustness to 
Outliers 

Computational 
Complexity 

Notes 

Autoencoder 
(Deep 

Learning) 

High (precision 
& recall often 

>85% in 
benchmark 
datasets) 

Excellent – 
captures non-

linear and 
temporal patterns 

High – robust to 
extreme values 

due to 
reconstruction 
learning 

High – requires 
GPU for large 

datasets and 
careful tuning 

Performs best for complex, 
high-dimensional, or 

sequential data; 
reconstruction error 
provides an interpretable 
anomaly score 

Rule-Based / 
Threshold 
Methods 

Moderate – 
depends heavily 
on rules 

Poor – cannot 
detect anomalies 
outside predefined 
thresholds 

Low – extreme 
values may 
trigger false 
positives 

Low – very fast 
and simple to 
implement 

Works for obvious or 
known fraud patterns; fails 
on evolving or subtle 
anomalies. 

Statistical 

Methods (z-
score, 
Mahalanobis) 

Moderate – 

effective if data 
follow assumed 
distributions 

Moderate – may 

detect strong 
deviations but 
misses subtle non-
linear patterns 

Low to moderate 

– sensitive to 
outliers, unless 
robust statistics 
are used 

Low- 

computationally 
efficient 

Better for small datasets or 

when assumptions hold; 
less effective on high-
dimensional or skewed 
data 

Classical ML 
(Isolation 
Forest, One-
Class SVM, 

kNN) 

High in 
structured data 
(~75–85%) 

Good – can detect 
non-linear outliers 
with appropriate 
features 

Moderate – some 
sensitivity to 
extreme outliers 

Medium – 
depends on 
dataset size and 
model complexity 

Effective for unsupervised 
anomaly detection; 
performance improves 
with feature engineering, 

but may miss temporal 
trends 

 

Conclusion 

The application of neural networks in detecting and reducing non-technical losses within electrical distribution 

networks represents a significant advance in the field of smart energy management. By leveraging machine learning and 

big data analytics capabilities, these models can identify consumption irregularities, locate fraud, and anticipate losses 

with greater accuracy. This approach helps improve the operational efficiency of network managers while enhancing the 

transparency and reliability of the distribution system. In a context marked by growing energy demand and major 

economic and environmental challenges, the integration of artificial intelligence appears to be an essential strategic 

solution for optimizing the performance of electrical infrastructures. In the specific case of our study, this application of 

artificial intelligence provided us with the information we needed to take action for the customers of the National 

Electricity Company of Cameroon with a high degree of accuracy. 
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