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Abstract: Problem statement: The main goal guiding the design of any encrypttgorithm needs to
be secured against unauthorized attacks. For aliegpapplications, performance and the cost of
implementations are also important concerns. A datayption algorithm would not be of much use if
it is secure enough but slow in performance becéuisea common repetition to embed encryption
algorithms in other applications such as e-commebamking and online transaction processing
applications. Inserting of encryption algorithms dather applications also prevents a hardware
implementation and is thus a major cause of taiotestall performance of the systeApproach: In

this study, the performance of the two of the papskcret key encryption algorithms (Blowfish and
Skipjack) was comparedResults. Blowfish and Skipjack, had been implemented andirth
performance was compared by encrypting input bliegarying contents and sizes. The algorithms had
been implemented in a uniform language C#, usirgrthtandard specifications to allow a fair
comparison of execution spee@onclusion: The performance results have been summarized and a
conclusion has been presented. Based on the exp#gmwve can conclude that the Blowfish is the
best performing algorithm for implementation.

Key words: Cryptography algorithms, blowfish algorithm, skipka algorithm, encryption,
decryption, feistel network, S-boxesrivate key algorithm, Data Encryption Standard
(DES), public key

INTRODUCTION own schemes, but also of our adversaries. Cryppbgra
usually uses a lot of mathematical formulae andchig
Privacy is a sensitive subject that touches everyo meanings. The science is quite novel for the putiiat
Common techniques to safe guard privacy are: wheis why it is a very difficult subject, but now more
writing a private letter an envelope is used taiserwhen ~ People are interested in it and a lot of books idgal
using a credit card a secret code number is ustavaen  With the subject have been written and it is nosyea

speaking to someone in private. In case ofind good cryptography information. It seems thae t

e : : strongest cryptography algorithms now exist to the
computers, sensitive data is public (e.g., assedsme ublic even if it is very difficult to understantiem.

grades, financial accpunts). With the_ Intern_et, th ertainly, the best way to know if a cryptography
computer can be used like a telephone or like 8aibse,  5gorithm is strong is to make its source code and

with the disadvantage that everybody connectechéo t gocumentation available to the public. If no one ca
network could have access to the data. This is whypreak it, then it is safe to use it.
especially with computers, privacy is important.

Different levels of security (computer security, Algorithmstypes:
network security) have to be measured. Cryptograph{’rivate key algorithm: A private key algorithm uses
can be compared to an electronic safe where privatene password (or one private key) to encrypt a
data have been hidden. The cryptographer need alwaynessage, to decrypt it the same password is used.
think about the intruder. Cryptography can be camgpa The same algorithm or a different one can be ueed t
to the chess game, in that we must think not ohlyuo  crypt and decrypt.
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Public key algorithm: A public key algorithm consists knowledge and understanding. It is only used fad ba
of a public key (B) used to encrypt a message and eryptography algorithms, but as with everything
private key (A) used to decrypt the message, f@& onrelating to computer science; it is very difficuth
public key there is one private key (A l, B I) aodly  totally avoid making errors, so this attack is ahwahe
the private key that belongs to the public key carfst one attempted. If no weak points are found th
decrypt a message encrypted by the public key.Bue oy attack that can be done is the "brute fordeick.
this, everyone can use the public key. If someoaBt® 15 attack is based on the cipher text generaged b
to send mesbslﬁgg theyd entlzry%t the r_nessaghe \)’Z'th %y ptography algorithm. If the attacker can gebitite
[ﬁger;\r/i?/;eplgeylccaﬁy dgzrygtnt%i; riergggalsr’ whows password database and even if all the passworids in
This algori’thm can also be used to sign a messag? € (_encrypted, software exists that simply try gver
ossible passwords, encrypts them and compares the

to prove that it is really the sender who is segdin \ )
message, to do so the sender encrypts the messtge vfipher text generated with the one held in the wass

his private key that can be decrypted only with thedatabase. Of course, it would take too long taathyhe

public key. possible passwords. Present computers are not fast
There are a lot of cryptography algorithms have€nough and there are too many possibilities. Kegepin

been created; it is not the aim of this researangd  these in mind, cryptographers need to provide toedv

into great detail about cryptography, so only tighe ~ With @ new encryption standard. Many of the unbroke

cryptography algorithms are going to be quickly &€ protected by patents. If the world is to have a

explained to give a general idea of how to enceypt s?curter; unpatentedd art1d ;reel;l/- ava|IabIe| encr()j/%tmt)n
decrypt a messages or files. algorithm, we need to develop several candidate

encryption algorithms now. These algorithms camthe
Blowfish: Symmetric block cipher, designed by Brucebe subjected to years of public scrutiny and
Schneier and included in a large number of ciphefryptanalysis. Then, the hope is that one or more
suites and encryption products. Blowfish provides acandidate algorithms will survive this process @ad
cryptanalysis of it has been found to date. Blowfigs thesis is to discuss the requirements for a standar
a 64-bit block size and a variable key length fregrup ~ €NCryption algorithm.

to 448 bits. It is a 16-round Feistel cipher anesuisrge | iterature review: Some cryptography  algorithms
key-dependent S-boxes. have been designed in the past. Discussing aterht

is outside the scope of this study. However thenmai

Skipjack: Is a block cipher-an algorithm for ' ; ,
encryption-developed by the U.S. National Securityones have been listed according to their category.

Agency (NSA). Initially classified. It was origirgl
intended for use in the controversial Clipper chip.
Subsequently, the algorithm was declassified and no
provides a unique insight into the cipher desighs o
government intelligence agency. Skipjack uses an 8
bit key to encrypt or decrypt 64-bit data blocksislan

Message digest algorithms. As an Internet standard
(RFC 1321), message digest algorithms have been
active in a wide variety of security applicationsdas
0also usually used to check the integrity of filés.
message digest hash is typically a 32- characters

unbalanced Feistel network with 32 rounds. It wad'€¥adeécimal numbers. Recently, a number of projects

specially designed to replace the Data Encryptiorr""“_’e been_created message FjigeSt ‘rainbow  tables”
Standard (DES). which are simply accessible online and can be tsed

In this study we have been discuss in detansop_positg many hashes into strings that collide it
Blowfish algorithm and Skipjack algorithm becauseUnidue input.

these two algorithms have not been cracked yet. MD5: Designer by Ron Rivest and Digest length: 16
There are different ways to attack a cryptographyyies, Block size: 64 bytes, Max.final block sif&
algorithm. If the algorithm security is only based its  pytes, State size:16 bytes. (Rivest, 1992; Schneier
secret, once someone finds the algorithm source tod 1996; Berson, 1992; RSA Laboratories Security

will be very easy to break it. Sometimes cryptogsap Dobbertinet al., 1996).

algorithms can have weak points. For example, with
algorithms that just consist of adding the samemem Ripemed-320: Designers by Dobbertiet al., 1996,
to all the password letters they are easier tokorBais ~ Alias: "RIPEMD", Digest length: 40 bytes, Block siz
is because it is simple; all that is to be dorte find the 64 bytes, Maximum Final block size: 55 bytes, State
number used. This attack needs strong cryptographsize: 20 bytes. (Dobbertigt al., 1996; Menezest
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al.,, 1997). This message digest is not claimed to MATERIALSAND METHODS
rovide a ity level higher than RIPEMD-160. . .
P secunty fevel migher than There are a lot of algorithms for block ciphers

SHA-384, SHA-512 or Eddy is used instead. cryptography such as DES, AES, Blowfish, Skipjack,
Symmetric  key  algorithms.  Symmetric-key Safer and Tiger. In this study we have been disauss

; ; details Blowfish algorithm and Skipjack algorithm
algorithms are a class of algorithms for cryptogsap 9 : Pl 9
that use pettily related cryptographic keys for hbot because these two algorithms have not been cracked

. : . o et. Blowfish: In 1993, Schneier (1993) publishbe t
decryption and encryption. The encryption key iige élowﬁsh block cipher. At that tim(e, thg gurrent tBa

related to the decryption key, in that they mayeb@al  gperyption Standard (DES) was known to be weak to
or there is a simple convert to go between thekeys.  cryptanalysis and  brute-force  attacks.  Other
The keys, in training, represent a shared sectetde®  cryptographic algorithms were available to subgitu
two or more gatherings that can be used to mairgtain DES, but many of the cryptographic algorithms were
private information link. Other terms for symmetkiey = either safe by patents or considered proprietary.
encryption are single-key, one-key and private keySchneier developing Blowfish to be a publicly
encryption. Using the latter term can sometimedlimon ~ accessible cryptographic algorithm with the posstol

with the term private key in public key cryptograph replace DES. Schneier alsc_) fortified ofchers to wate
the performance and security of Blowfish. To déte,

AES256:  (Advanced Encryption  Standard): security of Blowfish has not been cooperated. Bishwf
designers: Joan Daemen, Vincent Rijmen and Aliasis a 64-bits symmetric block cipher that uses sale-
AES256 is defined as Rijndael with a 128-bits blocklength key from 32-448-bits (14 bytes). The aldorit
size and 14 rounds, Key length: 256 hits, Blockesif was developed to encrypt 64-bits of plaintext i6é
bytes (Savard, 2000; Biham, 1999; Baudrenal., bits of cipher text powerfully and securely. The
1999; Carteret al., 1999; Messerges, 2000; Courtois operations carefully chosen for the algorithm wietge
and Pieprzyk, 2002). There are some claims that theokup, modulus, addition and bitwise exclusivetor
Extended Sparse Linearization (XSL) (Surhael., minimize the time necessary to encrypt and decrypt
2011) attack can break the AES algorithm. Since AESlata on 32-bit mainframes. An aware attempt wasemad
is already usually used in commerce and governmerit planning the algorithm to keep the operatiomspée
for the transmission of secret information, findiag and relaxed to code while not cooperating secufiy.
technique that can shorten the total of time iesako  with DES, Blowfish includes a 16 round Feistel
recover the secret message without having the kegetwork for encryption and decryption. But durirarlke
would have wide effects. Opinions vary on whetlher t round of Blowfish, the left and right 32-bits oftdeare
attack works because the process is experientidl arimproved unlike DES which only changes the right 32
very technical and so it has been proved diffigutd  bits to become the next round’s left 32-bits. Blisf
evaluate its complexity. In addition, the process i combined a bitwise exclusive-or process to be aekie
expected to have a high work-factor, which unleson the left 32-bits before being changed by the F
lessened, means the technique would not reduce tHenction or propagated to the right 32-bits for tiext
energy to break AES very much in comparison toman i round. Blowfish also combined two exclusive-or
depth search. Then, even if the attack has bedyzaa operations to be performed after the 16 roundsand
correctly, it is unlikely to affects the real-wordgcurity ~ exchange operation. This operation is differentrftbe
of block ciphers in the close future. However, dttack  variation function performed in DES. Schneier (1993
has been caused some experts to express greatseunedid not include a permutation because from hisyesisl
at the algebraic simplicity of the current AES the variation did not provide any further encryptiéor
algorithm. the F function, Blowfish combined table lookup,
modular addition and exclusive-or to reduce theetim
DES (Data Encryption Standard): Designers: Don required to perform the operations. Other more
Coppersmith, Horst Feistel and Walt Tuchmann, U.Scomplicated and simpler designs were consideret], bu
National Security Agency and Published: 1976, Blockthe operations selected were determined to be an
size: 8 bytes, (NBS, 1981; Schneier, 1996; Menetes effective method to provide the appropriate levél o
al., 1997; Biham and Shamir, 1991a, 1991b; Biham anéncryption. The major differences between DES and
Shamir, 1993; Matsui, 1994a, 1994b; 1995; Biham an®lowfish are that Blowfish uses a variable-lengty k
Biryukov, 1997; Knudsen, 1995; Knudsen andand that the S-boxes are derived from the key.Kenli
Mathiassen, 2001; Surhoeeal., 2011). The fixed 56- the 56-bit key for DES, Blowfish can have a keyttha
bits operative key length is too short to stop @ifarce  choices from 32 to 448-bits. This variable lengdly ks
attacks (Wiener, 1994), DES is also weak to difiée2  then used in the sub-key generation and S-boxes. A
and linear cryptanalysis. variable-length key would make cryptanalysis more
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difficult for possible attackers. One of the main using the encryption routine of Blowfish. First,a\82-
disadvantages of Blowfish is the time requireddset  bits values consisting of zeros are encrypted. Othe
the algorithm with the key. Once the algorithm haen  original values could be selected but these vatest
initialized although, it can encrypt and decryptada be fixed to stop an attacker from making the same
efficiently; therefore, Blowfish would be more cipher text with two different keys (Schneier, 1993
applicable for applications that change the keyueal The cipher text from the encryption of the zerauesl is
rarely and encrypt or decrypt large streams of .dataused to substitute the P-array values P1 and P&. Th
Storing the P-array and S-boxes could be an issue fcipher text is also used as the input for the foiiy
small devices with limited memory, but with the encryption round. The cipher text from this rouhert
increases in memory technology, this should be déss substitutes P3 and P4 and the encryption routine is
an issue. Blowfish was initially designed to end¢rgpd  implemented again with the cipher text as inputisTh
decrypt 64-bits to be compatible to DES, but Blahfi process is continued until all 18 values in therfya
can be climbed to use 128-bits for input. Manylted t and all 256 values for each of the 4 S-boxes is
Blowfish applications have combined this changee Th substituted with cipher text. A total of 521 endigps
Blowfish algorithm uses a key, which can be up48 4 are preformed to find all the P-array and S-boxuesl
bits in length, to compute sub-keys, which are used Now that the P-array and S-boxes values have been
the actual encryption and decryption. The sub kesgsl  established, plaintext can now be encrypted. For
in Blowfish are the P-array and S-boxes. The Pyarraencryption, the 64-bits plaintext is parted intkefh and
involves of 18 32-bits values while the 4 S-boxesright half each consisting of 32-bits. The encrypti
consist of 256 32-bits values. The original valoéthe  routine consists of a 16 rounds Feistel networkthin
P-array and the 4 S-boxes are initialized with thefirst round, an exclusive-or operation is achieved
hexadecimal segment of pi. The P-array is primest fi between the left 32-bits (LE-0) and the 32-bit Pihe
and then followed by the S-boxes. The hexadecimalP-array. This value changes the next 32-bits nglhie
fraction of pi was selected because it produced 4RE-1) and this value is also introduced into the F
random number for the initialization. Another typé  function. The F function takes the 32-bits inpudan
initialization might be used but the initializatiealues  separates it into 4 bytes (8-bits each). Thesevalues
must be random. According to Schneier (1993), assig are then used for table lookup in their own S-Boxes
in the initialization values can result in a weagiggher.  Blowfish only uses four 8-bits values for plottitgythe
After initialization, the values of the P-array agd  S-box values. The 32-bit values of the S-boxedlar
boxes are changed using the key. The key, which camanipulated giving to the following formula: 32-bit
contain up to 448-bits, is segmented into 32-bites.  Output = ((((S[1][a] +S[2][b]) mod 2732 )

If the key is less than 448-bits, the key is reicgrrFor O S[3][c])+S[4][d])mod 2"32. The 32-bit value of S-
example, if the key was “1234” and each numberbox 1 is additional to the 32-bits value of S-boxThe
represented 8 bytes, the first 32-bit value woudl b modulus of this result by 2732 is taken as the frfpu
“1234" and the next 32- bit value would H234.” the exclusive-or operation to achieved with theb&2-
This operation would be repeated to obtain theiredq  value of S-box 3. The result of the exclusive-or
448-bit key. For a 448-bit key, there would be 4 3 operation is then added to the 32- bits value f&box
bits values, which mean the key-array (K) has 482- 4 and the modulus 2732 are then performed. A bitwis
values less than the P-array. The key is then tsed exclusive-or operation is achieved on the finalb#2-
reset the P-array. An exclusive-or operation isoutput from the F function and the right half oé thata
performed between each of the 18 32-bits P-arrayRE-0). The result of this operation becomes tie le
values and a 32-bits value of the key. P1 is XOR-ethalf 32-bits input for the next round (LE-1). Thesults

with the first 32-bits of the Key (K1) and then B2  of round 1 can be explained by the following ecprai
XOR-ed with the next 32- bits of the Key (K2). This

process is continued until P15 because the key-arra LE-1 = F(LE- 00 P1J RE |

has only 14 32-bits. Giving to Stallings [2003], an

exclusive-or operation would be lead with P15 amel t RE-1=LE-00 P:

first 32-bit key value (K1), which is improper. &key

value is actually the next value of the key rejmstit Round 2 is then achieved with inputs LE-1 and

which would basically be K15. For example, if the RE-1. This process is repetitive for a total of 16
original key was “123”, where each number signiles rounds. The universal equations to describe the
bits and K14 equaled “1231”, the next 32-bit keyuea rounds are as follows:
for the exclusive-or operation with P15 would be _ S .
“2312” (K15) and not “1231” (K1) as requested by LEi = F(LEi-10P)REi-1 where 1<i<16
Stallings. After the P-array has been initializeithwhe
key, the P-array and S-boxes values are then reddifi REi = LEi-10 Pi where 1<i< 16
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After finishing the 16 rounds, LE-16 and RE-16 rounds of Rule B, followed by another eight rounds
values are changed. An exclusive-or operation & th Rule A and followed by another eight rounds of Riile
achieved between the swapped LE-16 and P18 and also The original meanings of Rule A and Rule B are
with the swapped RE-16 and P17 to obtain LE-17 an@jiven in Fig. 1, where counter is the round nunirer
RE-17, singly. The 32-bits values of LE-17 and RE-1 the range 1-32) and where G is a four rounds Reiste
are combined to obtain the 64-bits cipher text. permutation whose F function is defined as aBifits

The decryption process for Blowfish is nearly 5 ox (called the F table) and each round of Gejsel
identical to the encryption process except the rRyar by eight bits of the key.

values are upturned. For decryption process, thada Step Rule A does the following:

exclusive or operation is achieved between thé &fs

32-bit value (LE’-0) of the cipher text and P18.the « G permutes wl

encryption, this process would have been achievéid w * The new wl is the XOR or of the G output, the

P1. The decryption process has been repeatededréth counter and w4 _ _ _
rounds. LE-16 and RE’-16 are then exchanged and & Words w2 and w3 shift one register to the right,
bitwise exclusive-or operation is achieved with & that is they become w3 and w4 respectively

LE™-16 and also with P2 and RE™-16 to obtain LE-17° Thenew w2 is the G output
and RE-17, individually. LE-17 and RE-17 are then® The counter is incremented by one

joint to obtain the original plaintext. . o _
Rule B workings similarly: To encrypt, the algorithm

Skipjack: Skipjack is the secret (symmetric) key starts the counter at 1. The algorithm phases Rutr
algorithm encrypts and decrypts data in 64-bit kdpc 8 steps, then changes to Rule B for 8 more timés. T
using an 80-bit key called crypto variable. It talee64- algorithm again changes to Rule A for next 8 simpd
bits block of plaintext as input and outputs a ®&4-b finishes the encryption with 8 steps in Rule B. The
block of cipher text. The change involves perforgnin counter is incremented by one after each step. To
32 steps or iterations of a complex, nonlinear fiemc ~ decrypt, the algorithm starts the counter at 32e Th
As the number of rounds growths, the security @ th algorithm steps into Rule Bfor 8 steps, Rule Afor 8
algorithm growths exponentially. The algorithm da  steps, Rule hfor 8 more steps and lastly steps Rulé A
used in any one of the four streaming styles (Ebit  for another 8 steps. The counter is decrementeanby
Code Book, Output Feedback, Cipher feedback andfter each step.
Cipher Chaining). Skipjack is an algorithm that was G-Permutation uses the 10-bytes cryptovariable. G-
advanced in 1987 and put into service in 1993slai function is a four-rounds Feistel structure. Thena
previously secret NSA encryption algorithm. Skigjac function is a fixed byte-substitution table calldne F-
is a typical of a family of encryption algorithms table. For the Cryptovariable schedule. It is 1@eby
developed in 1980 as part of the NSA suite of "Ti¥pe long and used in natural order. The key schedule is
algorithms, which are suitable for keeping all levef  repeated in the sense that the same set of foas ot
classified data. Type | algorithms are typicallyrywe the sub keys (entering a single G permutation) are
secure and are usually classified as secret. $kipj@as repeated every five rounds and there are onlydivh
used to encrypt complex, but not classified, gor@ant  sets. In addition, the key bytes are separated timto
data. It was implemented in two government encoypti  sets: the even bytes and the odd bytes. The eves by
devices: the Clipper chip and Fortezza PC cards&he continuously enter the even rounds of the G
devices have many uses and are usually employed tpermutation, although the odd bytes always enter th
agencies such as the FBI and NSA. They delivegh hi odd round of the G permutation. To analysis this
level of security for sensitive communications whil algorithm. Brute Force Attack: this attacker efoetvery
allowing the capture of telecommunications by lawpossible key on a piece of cipher text until an
enforcement officials for such things as criminal comprehensible translation into plaintext is oledinOn
surveys. Skipjack is an iterated block cipher wth  an average, half of all possible keys must be tteed
rounds of two kinds, called Rule A and Rule B. Eachcomplete success. It is also called comprehensaeks.
round is defined in the form of a linear feedbabifts The resources required to achieve an exhaustivehsea
register with additional non-linear keyed G depend on the distance of the keys. A key of lemgth
permutation. Rule B is fundamentally the opposite obits has 3 possibilities. Skipjack uses 80-bits keys,
Rule A with minor positioning differences. Skipjack which means there aré®daround 16f) or more than 1
applies eight rounds of Rule A, followed by eight trillion possible keys.
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We feat the advantages object-oriented languages -
to implement Blowfish and Skipjack algorithms
because both of them easy to keep and modify egisti
code, they afford a suitable execution time anaesin
large files may be involved in encryption procetss
.NET Framework's compost collector manage the 2
allocation and release of memory for the applicato 1 4 -/
avoid “out of memory” state to occur during the 0 T r . ; .
encryption process. ° : T{memc',z ! .

SkipJack and Blowfish are implemented using
Microsoft Visual C# 2008 Express Edition and Fig. 3: Skipjack and Blowfish decryption
Microsoft .NET Framework 3.5. The main function of
this software is to encrypt and decrypt files using As we seen here at Fig. 2 and 3 to compare
Skipjack and Blowfish algorithm with 64-bits block between the encryption and decryption time for
size. SkipJack and Blowfish cipher deals with aypet  Skipjack and Blowfish algorithms. Based on the
of files such as .txt, .doc and .jpg. Firstly, Skipk experiments that we have been implemented, we can
cipher reads the plain file stream and pads it tconclude that the Blowfish is the best performing
complement of 64. Secondly, chop the file streatn in algorithm than the Skipjack.
16-bits blocks, each 4 blocks is inserted into the

/ —4— SJdeception time

4

[
] / —s—BF decryptiontime
[
i

File size (MB)

algorithm as plaintext to be encrypted. Finallye th CONCLUSION
output decrypted text is saved into an output file. _ _ . o
Blowfish for encryption, the 64-bits plaintext is/idled In this study, the algorithms Blowfish and Skigjac

into a left and right half each containing of 3%sbiThe ~ were executed and their performance was compared by
encryption routine consists of a 16 rounds FeisteEncrypting input files of changing contents aneésizrhe
network. In the first round, an exclusive-or openatis  algorithms were implemented in a uniform language C
achieved between the left 32-bits (LE-0) and thé® 2008, using their standard qualifications. In the,ehe
P1 of the P-array. This value becomes the nexti32-b results were presented which conclude that the ibw
right value (RE-1) and this value is also inseriteto is faster than Skipjack. However, security was not
the F function. The F function takes the 32-bitguin  catered for, in practice and one would consider the
and divides it into 4 bytes (8-bits each). Theserfo security first. A proposed direction for the futur®rk
values are then used for table lookup in theircould be to analyze the performance/security taitia:
respective S-Boxes. Blowfish only uses four 8-bitsbetter complexity. For case, an algorithm with more
values for plotting to the S-box values. After rimn  complex rounds and a larger number of rounds iallysu
the program many times on different type of files w careful more secure. The impact of these and i
observe that the time needed to encrypt a filehés t factors on the overall performance of an algoritherds
same time of decrypt it. to be measured.
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