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ABSTRACT

A primary concern in Mobile Ad Hoc Networks (MANE)Ts security. Secret sharing is an effective way
to distribute a secret among n parties, where @acty holds one piece of the secret. A number gf ke
management schemes have been proposed for MANEGwewter the secret sharing to control key
hierarchy needs larger message transmission costsiany techniques. Existing research in key
management can only handle very limited numberooles and are inefficient, insecure, or unreliakienv

the nodes increases. Here this study modifies Autmus key management scheme is proposed to address
both for security and efficiency for key managemeantobile Ad hoc Network (MANET). It also reduces
communication and computational cost in Ad-Hoc Natwand works for large number of nodes.

Keywords: Mobile Adhoc Network, Key Management, AutonomousyKdanagement, IDentity-Based
(ID-Based) Public Key System, Trusted Authority

1.INTRODUCTION be a difficult task. Maintaining the security fouhicast
routing in MANETSs is equally vital. There are sealer
In wireless networking MANET could be a security protocols under the practicality of must has
distinctive kind consisting of a group of nodesaialp to  been designed. However these protocols are atofisk
communicate with one another while not facilitatenf a numerous sorts of attacks on MANETSs like ﬂooding,
network infrastructure. Applications of MANETS pjack hole, wormhole. There has been several works
embody the battlefield applications, rescue works, i reyealed within the literature concerning theineks and
addition as civilian applications like an out ofal® 454 the answer for the attacks. With the increpsariety

meeting, or a billboard hoc classroom. Providing ¢ ohjications to harness the benefits of ad hetvrks,
security services to MANETS, has been a d|ff!caBl¢ additional considerations arise for security proigein
for several years and has been under analysis. &nsw MANETS (Rafat and Haque, 2009)

for numerous sorts of attacks in MANETs has been a To ensure communication between network devices,

exhortation am_ong_st researchers as a result OfMANETs use the radio link. This enables a malicious
MANETs applications are extended for the ,,4e tg infiltrate easily to disrupt the networlo Stop
employment in military applications, emergency g,ch behavior, a cryptographic authentificationtesys
rescue operations, in confidential video conferagci ought to be established. However, the authentifioat
A MANET is an automated network that is totally system ought to include a trustworthy entity whieit

dynamic and distributed in nature. The functiomeditof manage the cryptographic keys. Efficient managergént
each node are alike wherever in identification of a keys, or digital certificates holding the keyspi®e in all
attacker or malicious nodes amongst the networkdcou the key factors for the productive wide-spread

Corresponding Author: M. Devi, Departmen of MCA, Selvam College of Technology, N&ka® Tamilnadu, India

////A Science Publications 1260 JCS



M. Devi and S. Chenthur Pandian / Journal of Compbitéznce 9 (10): 1260-1266, 2013

deployment of cryptographic keys. Public Key way to making the public key without losing the
Infrastructure (PKI), an infrastructure for managin capability of making the certificates.
digital certificates, was introduced for this puspo Franciset al. (2013) MANET is a self-configuring
Hybrid approach for key management is a promising network of mobile nodes connected by wireless littks
research direction for scalable MANETS. In this tigh  form an arbitrary topology without the use of eixigt
key management approach through using the zonenfrastructure. Because of the nature of Unreliable
concept instead of using the clustering. Findingq@e  Wireless medium Data Transfer is a major Problem in
efficient way for creating the public key withoutsing MANET and it lacks Security and Reliability of Data
the ability of creating certificates in a distribdtmanner ~ For secure Data transmission wireless networks
is considered one way to improve their schema (kKihdo Cryptographic techniques are commonly used. Most
and Aref, 2012). cryptographic techniques, such as symmetric and
asymmetric cryptography it is often involved in thse
1.1. Related Works of cryptographic keys. Though all the techniques in

The number of applications that utilizes the AdeHo cryptographic will be useless if the key management
Networks has magnified step by step over the yearsWeak. central component in MANET security is theyKe
Hence, it's necessary to contemplate the secisitys of ~ Management. Numerous key management schemes have
Ad-Hoc Networks. Numbers of research have been proposed for MANET.
contributed several security systems to certify the  Raghavendranet al. (2013) MANETs have
MANETSs. This section of the survey primarily focasmn revolutionized the field of networking with increag
earlier contributed research works within the fiedél number of their commercial and military applicagon
security to MANETs through cryptographic techniques For this security is now an essential requirement f
like Distributed Key generation, Pair-wise key gatien. these applications. Thopugh there are some liraitatof

Blakley (1997) and Shamir (1997) invented twon(k, the dynamic and infrastructure-less nature of MANET
threshold-based Secret Sharing Schemes (SSS)dar.k impose major difficulties in establishing a secure
The overall idea behind a “secret sharing” is &iriiute a  framework suitable for such services. MANETS saguri
secret (e.g., encryption/decryption key) to totalifferent is a dynamic area of research. Majority traditional
participants so any k participants will reconstrilée routing protocols proposed for MANETSs are focused o
secret and any (k-1) or fewer participants canetal the  routing only not on the security aspects. Wiredvoeks
key. In different words, there’s a delicate disime  and wireless networks also required for securityppse.
between unqualified groups cannot obtain any infioma  Unlike the wired networksthere are some dedicated
regarding the key and unqualified group cannotrouters are serverd for control the network in MANSE
reconstruct the key. For instance, although knowingnodes act both as terminals and also as routersttier
information regarding the key is an excellent Mg1i@'s ~ npodes. One of the famous mechanism to satisfy the
still quite troublesome to see the precise valu:e_key. security requirements is the Group Key Management i

Wu et al. (2008) Group key management is one of \yhich the group key is to be shared by each group
the basic building blocks in collaborative and grou  cmmynication participant. To establish and martage

oriented applications in Mobile Ad Hoc Networks - ; :
(MANETS). Group key establishment involves creating group key efficiently imposes new challenges espigci
in infrastructure less MANETS.

and distributing a common secret for all group mersb
Though key management for a large and dynamic groupl.2. Existing Method

is a difficult problem because of scalability anduséy. .

Slide changes in the membership requires the gkeyp Autonomous Key Management (AKM) is planned
to be refreshed to ensure backward and forwarcesger for the Mobile Adhoc Network (MANET) with an
(Khdour and Aref, 2012) uses Zone Routing Protocol Oversized variety of nodes, supported a data streido
(ZRP). In this model for each mobile node zone is Supply flexibility and adaptively. In AKM, It tendt
defined. Some pre-defined number is allocated thea assume that every real node joins and leaves theorie
mobile node which depends on the distance in hopsWilly-nilly. Therefore, thanks to the ranked natuoé
Symmetric key management is used by mobile nodg onl AKM, for a virtual node, the upper level it belongs
for intra or inside r zone (zone radius). Withoaepdnds  the lower is that the likelihood of occurrencesetgion-
on clustering mobile node uses asymmetric keybased operations (e.g., “Merge” and “Partition”)
management for inter-zone security. Provides effici  involving this virtual node. In different words,ehupper
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levels of the data structure stay comparativelyicstan « All leaves in the hierarchy of AKM are Real nodes.

spite of the very fact that in painter rock botttavel of Each real node i has its own secret key & PK=
AKM (i.e., those real nodes) is very dynamic. g* (mod p)

Additionally, another main advantage of AKM isthe « The non-leaf nodes are Virtual nodes and their
flexibility of its structure. Each region can detene its secret keys are generated directly/indirectly from
own size and the threshold of secret sharing, i@ & it real nodes through some region-based operations
obeys the following rule: its RTC should be no l#sn  « A tree with node A as root is called Region A. For
GTC. The flexibility of the threshold parametervisry example, region A has virtual nodes B1, B2 and real
desirable, since in some cases different regionthef nodes C1,1, C1,2, C1,3, C2,1, C2,2, C2,3 and C2,4.
MANET may face risks of different intensities. Thtise The number of the nodes that know the secret of the
threshold should not be set to be globally uniform. region is Overall Region Size (ORS). Finally, this
Moreover, such property is very useful in balandihg study computes the Regional Trust Coefficient
security and efficiency requirements. Together whtis (RTC) - the ratio of the threshold to ORS
property, it can set appropriate RTCs so that éggon- evaluating how secure the region is. The AKM sets
based operations are limited in lower levels.AKM a Global Trust Coefficient (GTC) as a lower bound
includes six node-based/region-based operations fro of all the RTC
node joining, region partitioning, to node leaviddM
runs dynamically with continuous node joining/leave The six operations are update, join, leave, merge,

~Inthe earlier system of AKM which is based on the partition and expansion. The operations are destrib
hierarchical structure and secret sharing to tiste below.

cryptographic keys and provide certification seegicln )

order to be employed in MANET, AKM is designed 1.4. Update Operation

with several characteristics which are differendnfr

previous hierarchical key management schemes., First

the hierarchical structure of AKM is a logical traa

which all the leaf nodes represent real wireless

devices, while all the branch nodes only exist

logically. Once AKM is in operation, each real node . -

holds a secret share which is used cooperativelly wi K Each node i generates update §hare Sisj £h) of
T ey 0. It selects random numbers xgj(¥n) and rd (¥d

other nodes to maintain distributed key management<._1 i i fficients ad = (rd | 0)<d <t-1)-

services, such as assigning a secret share or a ) to compute coefficients ad = (rd | 0)d <t-1):

certificate to a newly-joined node. At the algonith 1

level, proposed system of two algorithms, which are S, =ax ):Z a (x) (modp), forx § 1

based on threshold cryptography and are independent r=0

from AKM. Both algorithms can resist active attacks o o )

Given that there is no communication error, oustfir Distributes Si, j to node [J {1... n}. When node |

algorithm can assign a certificate within one rowvith receives the update shares distributed from othedes

help from a group of 2k-1 nodes, in spite of acittacks. ~ IN the region, it computes a new share:

In contrast, the second algorithm need help frohy &n [

nodes, although it may need more than one round to S=5>'S (modq

assign a certificate. Here, one round is definebedhe =)

whole procedure that begins from a node requebirmp

Operation “update” prevents any intruders from
compromising the secret and the AKM updates keys
periodically. First, the region with (n, t)-threstichas
to select t nodes and each node is indicated as hod
0{1, ...t

assigned a new certificate or renew its certifidatehe “The previous section mentions that AKM with six-
combination and validation process of the certiica region based Operations can manage its secrenghari
assigned or renewed (Zitial., 2005). hierarchical structure. The operations cover algiue

region changes from node joining to leaving.
1.3. Proposed AKM

. _ _ 1.5. “Join” Operation
AKM includes six node-based/region-based

operations from node joining, region partitoning, ~  Operation “Join” is used when a node i want to joi
node leaving. AKM runs dynamically with continuous into a (t, n) threshold region. It sends a reqtestode j
node joining/leaves: 0{1, ...t} in the region. Receiving the request, node
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checks its Certificate Revoking List (CRL) first.rlode j
accepts the request, it computes a partial shpod 18de i:

S =S| ()+A4 (mod q)
v 1D -

WhereL () =[] ..., ID,

ID
—" (mod
D, ( a)

A= o(i-n.s,

t
r=1,r#j

That S |, r is a number which pairs of nodes(j, r
O{l<j<tl<r<t}

After receiving all partial shares, node i genesats
secret share Si:

S :22:13 =ZE:1 S (D )+ Z;:A (mod q

1.6. “Leave” Operation

of Compitéence 9 (10): 1260-1266, 2013

Where:

! IDs;
1,0)= [ 155 —5g (Moda)
: 4 Lps -ibs

Thus:
S =224 Sk ()} (ID, )(mod g)

1.9. “Expansion” Operation

Operation “Expansion” is used when RTC of a
region is under the GTC. But when the RTC is edoal
GTC in all AKM regions, it has to perform expansion
operation to extend the hierarchy. Ashig. 3, AKM
extends region Si from one level to two levelsdlects t
nodes in region Si and executes Operation joirréate
a new node Si, (n+1). It then moves Si,1, ..., Stprhe
Si,(n+1)’'s children, Si,(n+1),1, ..., Si, (n+1),m twit

Operation “Leave” is used when a node leaves ashares Si,(n+1),j, £ j<m, that:

region. Any node j removes node i from its CRL when
receiving Leave request from node i or detecting th
node leaves.

1.7. “Merge” Operation

Operation “Merge” is used when the number of
nodes in a region is under the threshold. It sindilydes
the region into many parts and they join to theeoth
region respectively. It is shown kig. 1.

1.8. “Partition” Operation

Operation “Partition” is used when RTC of a region
is under the GTCFigure 2 shows that AKM patrtitions
share Si into Si and S(m+1). It first selects tiaag from
S1 to Sm and chooses t nodes {Sj, 1...Sj, t} fromheBic
region. Second, it creates a new node S(m+1) and jo
into AKM. Furthermore, it partitions 2n nodes frosn
into two nodes, Si and S(m+1):

5 =).5| (D, ) (moda)
=1

t

IDg, -
r=1,r¢j ID .
s

Where,(ID, ) =] %(mod )

sr

By Lagrange interpolation and:
S =>.S.]. (0) (modq
v=1
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t
L (n+1),] — a(ll:)l,(n+l),j): Z g X (modg
r=1
where, ar = rr | sr (£ r<t), Si,(n+1) = stst-1...s1 and all
rrs are the same used in region Si. Region Si,(n+1)
continues (n, t)- threshold as in region Si
The six-region-based operations form YeHLL's
secret sharing scheme on MANET of AKM handle key
management. The scheme does need Trusted Authority
(TA) to start up, neither any central authorities t
compute and distribute shares.

1.10. Performance Analysis

Computation cost on the MANET environment is a
very important issue. Certain mobile ad-hoc devitage
restricted power and cannot support jobs requinegvy
computation cost. In this section, it gives scheme’
evaluation of communication, computation cost and
large mobile nodes with existing schemes. The iexgjst
method given by (Lin and Lee 2018an handle large
number of nodes in MANET. But there is no such
improvement for reducing communication and
computational cost. Computational cost of our pemab
method is less when compared with existing method.
Almost all operands in modified AKM reduce, resutfi
from each modified AKM share as 1/t faster than AKM
Furthermore, the computation cost of all operatioas
be reduced to 1/.
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Fig. 2. Operation partition-partition Si intg &nd S(m+1)
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Fig. 3. Operation expansion

Proposed AKM inherits the AKM structure and costly for efficient operation. In such cases, §t i
transmissions between each node are (update) sharepossible to relax the security policy slightly teduce
Thus the single message discussion needs to behe secret sharing overhead.
transmitted showing significant improvement. The On the other hand, proposed scheme has a lower
length of secret key k, protected by the secretisha  communication overhead. Comparsion between AKM

scheme, must be long enough, such as 2048 bits 0gng proposed AKM for Message length comparsion is
more for some security issues. In Shamir's secretgiven inTable 1

sharing scheme, k is the constant in a(x) equaiide. By considering the networks with 2000 nodes, the

length of all the sharea(x )= g+ ki< isn is  performance of the proposed approach is evaluated
bounded by |k|. based on the communication overhead. The

For example, if |k| = 2048 bits long, the length 0 communication overhead of the existing scheme is
each share is at least 2048 bits. However, modsiéetlet 6995, where as the communication overhead of the
sharing scheme reduces share length to 1/t W'thoubroposed secured technique is very less (i.e., 48%)

security loss. The secret key is divided in each o . )
coefficient aj = rk | kj and k = k1k2....kt with thength ;’r‘:hf;bfgrznpared to the existing technique and is show

[a(xi)] as 1/t of |k| on appropriate prime numbeT lpis _ o o
lets to reduce the computational cost. FromFig. 4, it is revealed that the communication

cost of the proposed system of AKM technique hayg ve
low overhead when compared with approaches.

In addition, the overhead associated with the Thus Computational Cost, Communication cost is
secret sharing communication may be seen as todgeduced along with large number of nodes.

1.11. Communication Cost
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Fig. 4. Comparison of communication cost

Table 1. Message length comparison

Approaches Length of message (share) size
AKM il = [Kl< |p|
Proposed AKM ly, I=L|(|SI kKiElp

t

Table 2. Communication cost comparison

Approaches Communication cost (%)
AKM 69
Proposed AKM 48

2. CONCLUSION

This study proposes the modified AKM to reduce
the communication cost/computation cost to 1/t ke t
original cost without security loss. The scheme is
security, efficient, independent of the infrastiwet
tolerance to node compromise and easy to be deploym
and also efficient for large number of nodes when
compared with existing. From the comparison, the
modified AKM is more practical because it can handl
large number of dynamic nodes in MANET and provide
sufficient security requirements.
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