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ABSTRACT

While watching a video human visual system givesremattention on the foreground objects than
background objects. That is, human vision systeys paore attention to the region of interest, suziha
human faces in the video content. Most of the visteganography algorithms embed secret information
video by considering every part of the video framwath equal importance. So the capacity of the
steganography could not be increased to maintairvisual distortion. The proposed system will detbe
foreground and it will allocate different bit ratés different regions. By doing this the visuaktdirtion
will be maintained and the capacity can be incréageto 33%.
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1. INTRODUCTION 2008; Chen and Ngan, 2007). Steganalysis is a metho
of extracting information from the stego media.
Steganography is an art of hiding secret Steganalysis is simply opposite to Steganography.

information in transmission components like temiage, The volume of digital video has fully grown
audio, video and animation (Saravanan and Neerajagnormously in recent years and has become a serious
2013; Saravanaret al., 2013; Solankiet al., 2006). information storage and exchange media. Transnmissio

Generally, all the transmission components aresdtan plays an awfully necessary role in computing and
the storage devices as binary values. The binagesa communication environments, with varied applicasion
can be altered to cover secret information. Algrew in recreation, advertising, distance learning, iwuar
bits may not amend originality of the transmission distributed CAD/CAM, GIS, sports (Abburu, 2010).\An
components in wide quantity, however if the charres  video is formed from frames and every frame is fedm
too high then, originality of the transmission campnts  from pixels. Every constituent represents a colalue
will get spoil. Thus to cover few kilobytes of datee and depends upon the video the pixel sizes may vary
need few mega bytes of transmission componentsfrom one bit to four bytes. These pixels are tcstuged
Combining Steganography and cryptography canin computer hardware in binary type.
improve the security dramatically. Let us think about a five second video with twenty
Generally video Steganography can enter secrefive frames per second and every frame containisteig
information into the video content by consideriraple  thousand pixels (40@00) with pixel size 8 bits for
part of the video frames with equal importance. discussion. The constituent with eight bit sizeised to
Therefore the capacity of the steganography can bgepresent 256 completely different colors, varynfro
restricted to keep up low visual distortion. 00000000 to 11111111. The entire range of bitsiwith
The media with secret information is named as the video content (That is Size) will be calculagesd

stego media and without hidden information is namgd
cover media (Ma and Zhang, 2002; Battiet@l., 2007; Size = VL XFRXFS X BF
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Fig. 1. Basic steganography

where, VL is that the video length, FR is that fleame
rate, FS is that the frame size and BR is bit rate.the
on top of same video, Length is five Second, fravate
is twenty five, frame size is eighty thousand aitdrdte
is 8. So, Size of the video will be calculated as:

Size= 5x< 25 80008 & 80000000 B

Unremarkably for human eyes the color 11110000
and 11110001 can seem like similar, since the
distinction is just too low. Which suggests thae th
amendment in least vital bitSB) might not be noticed
by human eyes. If we tend to altét1110000 as
01110000, then the color of a pixel can amendneat t
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different color. That's the amendment within the d¢lo
Significant Bit {MSB), can amendment the color
dramatically. This will be simply notified by evdrgdy
and also the originality of the image is going te b
spoiled. Thus it's clear that the key informatidrosld
be kept within the LSBs and not in MSBs of the gove
media to cut back the detectable distortion.

Let us think about a scenario (Saravanan and Jdeera
2013) that someone “A” needs to send secret infiioméo
a different person “B” and also the secret inforamats
“Bring Files on Sunday”. This information mustn'e b
identified by “C” who is knowledgeable in hackirfduring
this scenario A should take a video of size eighnies
bigger than secret information as shownFig. 1. He
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should convert the key information into binary tythen should be low, that is, the stego video mustn’tehhigh
he should store the key information within the LSBs  visual artifacts (That is that the amendment wittiie
every constituent one by one. The resultant vid#®gb  video content mustn’t be notified simply by the fams).
video) is going to be sending to B via network. i€atly In this study, we tend our focusing on capacitg an
C can catch the packets using varied hacking toolsDD of the steganography method. The flexibility for
accessible within the market and he will constri®  human vision system to notice alterations in video
video send by A to B (This is feasible as saidhagter  sequences should be thought-about for correct bits
2). Currently C will simply see the video and heyma embedding throughout steganography method. The
think that there’s no secret in their communicati®his capacity and DD will be controlled by charactedstie
is how one can cheat the hackers using Steganograph regions with varied distortion levels and by embadd
The performance of a Steganography is measureddditional bits within the unwanted regions.
by 3 factors. They're security, capacity and Dedbtg This study is organized as follows. In section 2,
Distortion (DD). The security should be high, s@th the security issues in computer networks are aealyz
active attacks and passive attacks mustn't reachand also the need for security mechanism is idietif
finding secret information. Security will be achégll  |n section 3, the foreground objects within theeod
by ever-changing approach of storing the bits, for are identified by the motion attention index. The
instance rather than storing first bit, second did  variation ranges are calculated in section 4, the
third bit of secret information into LSB of 1st,cemnd proposed method of allocating bits is delineate in
and third pixels, it will be keep in second, foughd  section 3. Section 6 analyzes the proposed scheme.
sixth pixels. By doing such variation within thetbi Finally conclusions are given in section 7.
alteration might confuse the steganalyst.

The capacity of the steganography will be 2. SECURITY ISSUESIN COMPUTER
calculated as: NETWORKS

Capacity=( VS/BR X NL As discussed by (Saravanan and Neeraja, 2013),
nowadays everybody use computer networks and
where, VS is that the Video Size, BR is that ther&ie Internet to share resources and to exchange datedre
and NL is that the range of LSBs altered to repreiee  the connected nodes. This network will be clagsifieo
key information (This will be from one to threey fow many sorts by supporting the properties like prokoc

distortion one will be used). topology and design. Primarily based upon the regui
So, capacity of the on top of same video will be security level, price issue, performance and
calculated for 1LSB alteration as: implementation limits anyone of this sort will beedl.
Topology defines the physical arrangements of theen
Capacity= ( 80000000/)8 X< 10000000 E of a network. Wide better-known topologies are bus,

ring, star, mesh and hybrid. In topology all thele® can

Similarly, for 2LSBs alteration the capacity wile ~ connected employing a single cable (this cableararas
calculated as: a backbone). Damaging the cable can cause network
failure. The information will be simply hacked by
hackers by recording the cable anyplace within the
network. This is often a straightforward and lowstco
topology to implement. In ring topology the noddsao

Normally capacity of the Steganography (Saravananpetwork can connect via a hoop like cable and dioisd
and Neeraja, 2013) will be enhanced by sterilizing jn speed and information can be hacked easily pinga
additional LSBs of a constituent. For instanceeathan  the cable, comparing bus topology.
ever-changing just 1 LSB of a constituent, if wadeo In star, the network devices like hub or switck ar
alter 2 LSBs then the capacity can become doublegaccustomed by connecting all the nodes of a network
However increasing the capacity on the far sidendou Taping of single cable might not be helpful to hadk
level can produce detectable distortion within shego  the information of all the nodes if the network sise
video. While maintain the low detectable distortithe switches, as a result of switch merely forward ftiaene
capacity should be relaxed. The DD of a Stegandgrap to a particular port, which is connected to speaifode

Capacity=( 80000000/)8 X2 20000000 B
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of the network. Just in case if a network uses ltun is used to detect the moving object in a videohwit
recording one cable is enough to watch or hack theconsidering the overall motion. This model usesehr
information of a network. Several hacking, network different values namely intensity inductor (Used to
observance and packet capturing tools are obta@nablgetect moving object in a video without considering
within the market. This may break the protectioath  g5hal motion), spatial coherence inductor and temp
wired and wireless networks. Mesh network topology coherence inductor (Considers camera motion). The

conneTtts_taLII th? nodelstof]:al ne_tvx;orkfto el;/Iery ﬁmi Intensity Inductor Value (11V) for a macroblockj)iof
a result, it desires a lot of variety of cables aetwor a frame is calculated as:

adapters. Here the advantage is failure of singlaec
might not have an effect on the network performaamo 2
also the networks are highly stable. Throughout the = A MVXG; + mvyg
information exchange the data can travel in mutipl "
path, thus hacking is hard than previous topologies
Using architectures we are able to classify thewhere, maxiis the maximum motion vector intensity in
networks. Wide better-known architectures are peer- p" frame, m\/)%nij and mv)?mj are the motion vectors in
peer and client-server. In peer-to-peer all nodés w the d" frame. This 11\ is not sufficient because the
communicate with one another without any specific camera movement can cause large intensities thabta
server node to regulate. It's appropriate fordifirms or  be calculated by this. To avoid such negative éfiee
establishments wherever the quantity of nodes is inmust go for spatial inductor and temporal coherence
smaller amount. Usually this sort of design acawed  inductor. The Spatial Coherence Index Value (SQ&f)

to share resources like storage capacity, intepnigiters, be calculated for a macroblock (i,j) df frame as:
scanners and different things. Most of the lititens and

DTP centers use this sort of network for simple ng

installation. In client-server design a particutexde will SCIV,; =-3_ pd, (b)Log(pg (b);
act as a Domain Controller that controls all theewof bt
a network. All the nodes will login to the serverurge a
particular service. Through the login method thele®
should send the user name, password and diffeegat d
like text by captcha for correct authentication.eTh
client-server design is nice just in case of séguri ne
comparing peer-to-peer. Due to security reasonsrakv TCIV,; =-> pd, (b)Log(pd, (b),

massive firms uses this sort of design. Also, the b=1

protection risk is extremely high in wireless netk

than wired networks, since the signal spreads awer Where, pd(b) is a probability distribution function and nt
(Saravanan and Sumathi, 2012a; 2012b), the haaldrs is the number of bin for motion direction histogram
sit anyplace within the coverage space to hack theNow we have both the values which is required to
information. So, it's clear that providing securttythe ~ compute the Motion Attention Index Value (MAIV) for
information may be a terribly massive difficult ka;y ~ the macroblock (i,j). The MAIV values are used for
computer networks and also the need for developing detecting foreground and background in a video.
security mechanism is must.

maxl,

where, pg(b) is a probability function, yis the number
of histogram bin. Similarly the temporal Coherence
Inductor Value (TCIV) can be calculated by:

MAIV ; = IV X TCIV X { -IIV X SCIV ;)

3.MOTION ATTENTION INDEX The MAIV,; will be in between 0 and 1

Normally human attention on an object is directed
by brain to complete a task. But in some situatios
object can attract the humans and make them tnlist In section 3, the detection of foreground and
statically or dynamically. The static attractiorsisitable  packground in a video has been done. Based on this
for images and the dynamic attraction is more bléta detection we can embed more number of bits byiagjer
for videos. So we can use the dynamic model disclss more number of LSBs in background than foreground.
in (Ma and Zhang, 2002). This is a simple modelokhi By doing this the capacity of the steganographycess

4. REGIONSWITH VARIATIONS
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will be improved without increasing VD. But, stithore 3 and variation range can be calculated using e
bits can be embedded and VD can be improved furtherrhe Human vision system’s Region of Interest (HROI)
by adding the idea proposed by (Saravanan andajéeer value can be calculated by using both motion aitent
2013), with this existing idea. The proposed idedoi  index and Variation Range (VR) values. Then based
examine the blocks in each frame of the video. Eachgp this value the steganography algorithm can take
block can be compared with neighbor pixels for the gecision on, how much bits of secret informatiorbéo

variations. If the variation is too high, then thiock  gmpedded for a particular block. The HROI valud wil
can be marked to embed more bits. Similarly if the pa c5iculated as:

variation is too low then the block can be marked t
allocate fewer bits. This variation can be calcedain

such a way that the maximum value should be 1 and L= N\I/A;Ym“ Ifif \I\;IQ'IV ?
minimum value should be 0. mij nij ™
The pixels in the macroblock (i,j) will be compdre Fv otherwise
with each other as follows to calculate the vaviagi s .
(Saravanan and Neeraja, 2013): where, 1 anq t are thresholds for |nd|cat|n_g. visual
attended regions (value between 0 and 1), FV i$ixbd
VR,; = VR, + VR, value. MAIV,; is motion attention index of a macroblock

at location (i,j) and VRj is variation range of a
macroblock at location (i.j).

For each macroblock the HROI will be calculated
using the above equations. These values of HRObwil
given as an input for steganography algorithm,hsd it

where, VR is the variation range value, VRland
VR2,; will be calculated as follows:

maxymaxx-1 maxx

_ . will decide the amount of LSB’s to be altered for
VR ; ;1 XJ;H(PHIJ Gy (). embedding secret information in a particular malacb
If the HROI is too high then less number of LSBeust
mavxmaxy-1 maxy be altered for hiding secret information, elsehi# HROI
VRZy =2 3 > Ry (x¥)-B (x.y1) is too low then more number of LSBs should be att¢p

Xy vy hide secret information. The decided number of LSBs

will be always less than the maximum number of LSBs
allowed or it will be equal, never greater than the
maximum number of LSBs allowed. Hence the VD will
get reduced dramatically in the stego video.

where, maxx is the maximum number of pixels in isax
and maxy is the maximum number of pixels in y-afis
a macroblock respectively,ffx,y) is the pixel value at
location (x,y). Using the VR value the smoothness or

randomness of the macroblock will be detected. For 6. PERFORMANCE ANALYSIS

smooth macroblock the V{Rvalue will be less and for

highly variation macroblock the \fRvalue will be large In this section, we have analyzed the capacity, DD
(Saravanan and Neeraja, 2013). This range of valaes and Security improvement between the existing fixed
be converted to VR;j, the range between 0 and 1. LSBs method with our proposed method. Let us camsid
a video of length 15 min with the frame rate of @tb?9
5. PROPOSED SCHEME frames per second, frame size of about 84480 pixels

(352x240 = 84480), bit rate of about 8 bit per pixel for
To develop a good steganography algorithm thediscussion. The video size can be calculates as:
ability of human eyes to detect the variationshie ¥ideo _
should be considered. The basic idea of the prapose Size= 15« 2%« 84488 8 97996800 B

scheme is to embed less number of bits for forqgiou The capacity of the 1LSB method can be calculased
objects and to embed more number of bits for

background objects. The video can be split into imem Capacity I ( 97996800)8 X4 12249600 E

of macroblocks and then we have to find whether the

macroblock contains foreground object or a backgdou The capacity of the 2LSB method can be calculased
object by motion attention index and variation mang

The motion attention index can be calculated byisec Capacity 2=( 97996800)8 X2 24499200 E
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Similarly, the capacity of the 3LSB method can be DD3< PDD< DD1
calculated as:
where, DD3 and DDL1 is the detectable distortiorll®f 3
Capacity 3=( 97996800)8 X=3 2351923200 LSBs and 1 LSB methods respectively, PDD is the
detectable distortion level of our proposed method.

) Generally, no video comes with 100% foreground aibje
From the above values we can say that Capacity 1 propaply the amount of region attended by humaiorvis

Capacity 2 < Capacity 3 is true. That is by inciegshe  gystem will be lesser than the region not atteritedhe

capacity. Also, we know that by increasing the c#fya  give optimal result in capacity and excellent regulDD
the DD will also get increased. That is DD of 3 LsSB Comparing existing methods perceptua”y_

method will be greater than the DD of the 2 LSBs

method and 2 LSBs method will be greater than DI of 7. CONCLUSION
LSB method.
So, we can say: In this study we have proposed a VDSI based
steganography. This scheme makes the steganography
DD3> DD2> DD1 is true process to embed less number of bits for foreground

where the viewers can easily identify the distortand

where, DD3, DD2 and DD1 represent the detectablemore number of bits for background, where the viewe
distortion level of 3LSB, 2LSB and 1LSB methods cannot easily identify the distortion. Thus theagify gets
respectively. improved without affecting the perceptual qualithat is

Our proposed scheme uses different number ofwithout affecting the VD. In future, the face detec
LSBs for different macroblocks based on HROI vadge  algorithms can be added along with this to embed le
discussed in section V. Different number of LSRs i Number of bits where the human faces are available
different regions of the image makes better segurit frames. This will further improve the VD.
since the information like block size, total numlur
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