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ABSTRACT

A considerable amount of time will be needed befeaeh system in the Internet can convert from
Internet Protocol version 4 (IPv4) to Internet Pl version 6 (IPv6). Three strategies have been
proposed by the Internet Engineer Task Force (IEfBF)elp the transition from IPv4 to IPv6 which
are dual stack, header translation and tunnelinmn€&ling is used when two computers using IPv6
want to communicate with each other and the paukkttravel through a region that uses IPv4. To
pass through this region, IPv6 packet must be endated in IPv4 packet to have an IPv4 address in
order to make it IPv4 routing compatible. Interiebtocol security (IPsec) in transport mode carries
the payload of the encapsulating packet as a mlata without any mean of protection. That is, two
nodes using IPsec in transport mode to secureutieet can spoof the inner payload; the packet will
be de-capsulated successfully and accepted. IETHRiomed this problem in many RFCs. According to
RFC 3964 there is no simple way to prevent spooféittgck in IPv6 over IPv4 tunnel and longer term
solutions would have to be deployed in both IPvd #v6 networks to help identify the source of the
attack, a total prevention is likely impossible.igbtudy proposed a new spoofing defense mechanism
based on IPsec’s protocol Encapsulated SecurityoBdyESP). ESP’s padding area had been used to
write the IPv6 source address of the encapsulatakgi. Simulation is conducted based on two
scenarios, one with spoofing attack and one withdtie outcome proved that proposed mechanism
has managed to eliminate spoofing threat in IPvér dRv4 tunnel.
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1. INTRODUCTION i.e., IPv6 packets are encapsulated in IPv4 packads
then are transmitted over IPv4 networks like ordina
Until a full deployment of IPv6 done, IPv4 and IPv6 IPv4 packets (Raicu and Zeadally, 2003).
will co-exist and interacts together under many  Since commonly that IPv6 hosts/networks are
circumstances (Bourast al., 2003). IPv6 over IPv4 separated by IPv4 network, IPv6 over IPv4 Tunnekiy
Tunnel is applied when IPv6 hosts inside nativedlPv important for IPv6 transition. In IPv6 over IPvanhel,
network need to communicate with native IPv6 when a tunnel end point receives an encapsulated da
network, but there is no direct IPv6 link betwebar. packet, it de-capsulate the packet and sendslietother
Tunneling IPv6-in-IPv4 has become common at thelocal forwarding scheme. Because IPv6-in-IPv4 tlsine
early stage of IPv6 deployment. The general ide is do not use any form of authentication, a tunneticiason
make the IPv6 packet as the payload of IPv4 packetwill accept an encapsulated packet sent by any agde
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long as the source IPv4 address of the packeeisFid
address of the tunnel source (Codéttal., 2004).

to another destinatiorfzigure 1 shows the location of
IPv4 in the TCP/IP suite. IPv4 is a connectionlasd a

The security threats in IPv6 over IPv4 tunnel are non-reliable datagram protocol which did not previd
caused by the spoofed encapsulated packet setieby t any means for error control or flow control (excémt

attackers in IPv4 networks. The target of attacks c

the header’s error detection). Because IPv4 asstimees

be either a normal IPv6 node or the tunnel end tpoin unreliability of the underlying layers it does iedt-
(Bi et al., 2007). When IPv6 packet is encapsulated in effort to get a transmission through to its degtorg

IPv4 payload then there is no means for administsat
to know about IPv6 traffic that has tunneled inteit

but with no guarantees. If reliability is importat®v4
must be paired with a reliable protocol such as TCP

networks (Sabnis and Tech, 2013). Unfortunately The best-effort delivery service could be explained

tunneling introduces security threats in which udigrs

clearly through the post office example. The post

may spoof the address of the packet origin andoffice does its best to deliver the mail but somets

potentially inject the packet at the tunnel endpoin
(Taib and Budiarto, 2010). Spoofing in IPv6 ovev4P
tunnel still represents a serious problem todag, afrthe
solutions that been proposed is to use IPsec wijtess
filtering. In order to do ingress filtering, the tne@rk
needs to know which IP addresses each of the nkgwor
it is connected to may send. This is not alwayssindes.
For instance, a network that has a single connedtio
the Internet has no way to know if a packet confingn
that connection is spoofed or not.

2. BACKGROUND
2.1. Spoofing

A crucial element enabling numerous different types
Internet Protocol (IP) attacks is the ability for adversary
to modify their source IP address and the portg tre
communicating on to appear as though traffic itgtia
from another location or another application. This
called “spoofing” attack is prevalent despite tmesgnce
of best practices to mitigate the usefulness ofatteck
(Sharma, 2010). IP spoofing is one of the majowaek
spoofing techniques. It consists of SYN floodingarisfer
Control Protocol (TCP) hijacking and Address Resoiu
Protocol (ARP) spoofing (Wang, 2009). IP spoofisgai
technique used to gain unauthorized access to denspu
by which the attacker acts as a trusted computeereby
using an internal IP address within the range @& th
network or alternatively by using an authorizeceaxal 1P
address. The first step that attacker must dodetermine
a valid IP address of a trusted host and then mdbdd
packet header to make it appear that it come friomt t
trusted host (Bidgoli, 2009). Spoofing could be axed
at DNS, Web and email level (Kamal and Issac, 2007)

2.2. IPv4Verses|Pv6e

it fail to deliver a particular letter. If an unristered
letter is lost, it is up to the sender or would+keeipt

to discover the loss and rectify the problem. Tlstp
office itself does not keep track of every lettarda
cannot notify a sender of loss or damage. IPv4se a

a connection less protocol for a packet-switching
network that uses the datagram approach. This means
that each datagram is handled independently anld eac
datagram travel through a different route to the
destination. This implies that datagram sent by the
same source to the same destination could arrite ou
of order. Also, some could be lost or corruptedimiyr
transmission. Again, IPv4 relies on a higher-level
protocol to take care of all these problems. Beeaus
IPv4 has some deficiencies, listed below, that make
unsuitable for fast-growing internet:

*  Address limitations

« Lack of resources reservation and minimum delay
strategies

* No encryption or authentication is provided by IPv4

IPv6 also known as Internetworking Protocol next
generation (IPng) was proposed to solve these
deficiencies. IPv6 is an evolution of IPv4 and iasv
designed as an upgrade version of IPv4. In IPv6, th
Internet protocol was extensively modified to hantlie
sudden growth of the Internet. The format and ¢émgth
of the IP address were changed along with the packe
format. Related protocols, such as Internet Control
Message Protocol (ICMP), were also modified. Other
protocols in the network layer, such as ARP, Revers
Address Resolution Protocol (RARP) and Internetupro
Management Protocol (IGMP), were either deleted or
included in the ICMPv6 protocol. Routing protocols,
such as Routing Information Protocol (RIP) and Open

IPv4 is the delivery mechanism which used by Shortest Path First (OSPF), were also slightly riedi

TCP/IP protocols to deliver a packet from some seur
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Fig. 1. Transfer control protocol/internet protocol.

Communications experts predicted that IPv6 along2.3. |P Spoofing Defense M ethods
with its related protocols will soon replace thereat 1P i , . -
version. The adaption of IPv6 has been slow. This i Spoofing defense’s solutions originally can be lerok

because the original motivation behind its develeptn ~ down into three categories (Ehrenkranz and Li, 2009

limitation of IPv4 address, has been remedied lytsh 2 31, End-Host-Based Solutions

term strategies such as classless addressing afid NA ) _

But sooner or later the fast-spreading use of tiermet These types of solutions are implemented on the end
and new services such as cloud computing (TsaLand hosts; the aim of these solutions is to allow thé-kosts
2011), mobile IP (Hassan and Hassan, 2011) |pto detect the spoofed packets. These kinds of isokit
telephony and IP-capable mobile telephony, willuies do not require any chapge n the network infrastmec
the total replacement of IPv4 with IPv6. The next and they are the easiest in deployment, but they ar

generation, or IPv6, has some advantages over tiiat4 acting too late because the spoofed packets witeat
can be sun’1marized, as follow: to the end-host before they are recognized.

2.3.2. Router-Based Solutions

These types of solutions are applied by routetisereat
the core and edge of the Internet or at each siolerately.
These solutions in general face more difficulties t
implemented, but they are the most effective bex#umsy
stop spoofed packets from even reach end-hostgeiRou
. o . may apply some reactive mechanisms like tracingnfro
Still the main difference between 1Pv4 and IPvéis  \ynere a malicious packet is arrived. However, msuteay

their addressing formats and inclusion of IPsec not be perfect for the scalable attacks (Saial., 2011).
(Murugesaret al., 2009). IPv4 uses 32-bit (4-bytes) ad-

dresses to uniquely identify nodes within the globa 2.3.3. Solutions Requiring the Use of Both Routers
Inter-net. IPv6 uses 128-bit (16-bytes) addresses t and End-Hosts

uniquely identify nodes within the global Interni¥ith In order for these solutions to work routers and-en
IPV6 large address space, it is clearly can resa\eess  posts must work together. A clear difference betwee

» Better header format

» New options that allow additional functionalities
» Allowance for extension

»  Support for resource allocation

»  Support for more security

depletion problem in IPv4 (Saileet al., 2009), but still  host-based and router-based mechanisms refers enth
behave ap-proximately the same throughput as IPv4o-end argument. Host based mechanisms obviousiigre
(Ismail and Abidin, 2009). to end-to-end principles while router-based medrasi
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do not. This makes the deployment of host-basedcalled Security Association (SA). An IPsec SA dedithe
mechanisms to be much easier than router-baseéos@ut  following information as a part of the security@sation:
Host based solutions in general can be deployed eva

single host, without the need of any other hostooter. ¢ Destination IP addresses

Table 1 overviews different spoofing defense mechanism. ¢ The security protocol that will be used

. e Secret keys
2.4. 1P Security « Encapsulation mode

IPsec is mandated in the IPv6 protocol. Every e Security Parameter Index (SPI)
implementation claiming support for IPv6 is expdcte
provide IPsec as part of the protocol (Radwan, RABSec IPsec keep the security association in a special da
is originally developed by the Internet EngineeskiBorce,  base called Security Association Database (SAD) and
IETF, IPsec Working Group. IPsec was developed andas sign an index for each of them, by using segurit
design to provide several services such as acosgle association index (Black, 2000). IPsec operatesni&
connectionless integrity, origin authentication, plag of two different modes: The transport mode or the
protection and confidentiality (Dhaét al., 2012). IPsec  tunnel mode as shown Kig. 2.
provide these services by dividing its protocotesuito two In the transport mode, IPsec protects what is
traffic security protocols, the Authentication HeadAH) delivered from the transport layer to the netwayer.
and the Encapsulation Security Payload (ESP) (8hale In other words, the transport mode protects thevordt
2007). The AH protocol provides source authenticeéind ~ layer pay-load, the payload to be encapsulatedhén t
data integrity but no confidentiality. The ESP pout network layer. Note that the transport mode does no
provides authentication, data integrity and conmfiddity protect the IP header. In other words, the trarispode
(Meenakshi and Raghavan, 2006). Both AH and ESPRI cou does not protect the whole IP packet; it protealy the
be run in either transport mode or tunnel mode esvill packet from the transport layer (the IP layer paglo In
explain later in this study (Kizza, 2005). In order the this mode, the IPsec header and trailer are adu¢let
IPsec to provide security it must first get as much information coming from the transport layer. The IP
information as possible on the security arrangeroétte header is added later. IPsec in the transport moés
two communicating hosts. This information about hbe not protect the IP header; it only protects the
security will look like between two communicatingsts is ~ information coming from the transport layer.

Table 1. Spoofing defense methods

Host-based solutions Router-based solutions
Active Passive basic Distributed Combination
Cryptographic: IPsec
Probing: OS fingerprint, IP ID Martian addresssfiing, Spoofing Path Identifier (Pi),
field probing, TCP probing ingress/egress filtering ~ Prevention Method StackPi
Other: SYN cookies, IP puzzles reverse path fodinay (SPM), Passport.
Transport layer
Transport layer
payvload
Network layer i i Network layer
i i LP-H| IP payload
i i -
IPSec | [PSec-H ‘ IPSec payload I IPSec-T IPSec | IPSec-H | IPSec pavload IPSec-T
i || 1 i | i
1
New 1P pavioad New =
PH payloa R IP payload
a. Transport mode b. Tunnel mode

Fig. 2. IP security modes
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Fig. 3. E-ESP’s Packet

The transport mode is normally used when we need Set V1

host-to-host (end-to-end) protection of data. The Set V2

sending host uses IPsec to authenticate and/oyncr Set up the tunnel

the payload delivered from the transport layer. Encapsulate IPv6 frame into IPv4 frame
The receiving host uses IPsec to check the Sending the encapsulating packet

authentication and/or decrypt the IP packet aniveleit Execute spoofing attack (V1 := V3)

to the transport layer. In the tunnel mode, |Ps@tegts IF V1=V2 Receive the packet

the entire IP packet. It takes an IP packet, indgdhe Else

header, applies IPsec security methods to the eentir
packet and then adds a new IP header. The new IP
header has different information than the origiil
header. The tunnel mode is normally used between tw Fig. 4. E-ESP’s Algorithm
routers, between a host and a router, or betweentar )

and a host. In other words, we use the tunnel mgusn ~ 3.1. Algorithm

either the sender or the receiver is not a host. diitire
original packet is protected from intrusion betweka
sender and the receiver. It's as if the whole pagkes
through an imaginary tunnel. IPsec in tunnel mode
protects the original IP header.

Drop the packet

For both scenarios we have two variables V1 and V2
which represents IPv6 source address of the enlecdpdu
packet and IPv6 source address in padding area
respectively. In addition we used a third variatédied
V3 to represent the spoofed IPv6 source addFfégare

3. EXPERIMENTAL WORKS 4 below shows the algorithm used to implement the
proposed defense mechanism.

Simulation is conducted based on two scenarios. Th
first scenario represents the first case implentientaf our 3.2. Process Flow Chart
proposed defense mechanism, in which the IPv6 sourc  Following is the process flow chart of the proposed
address of the encapsulated packet is left infhet.second  defense mechanism as [ég. 5.
scenario represents the second case implementrdtimur . .
proposed defense mechanism, in which we execute>-3- Simulation Results
spoofing attack to change the IPv6 source addresiseo The results of the first scenario shown that packet
encapsulated packet. Both scenarios are run basesl 0 which have IPv6 source address of the encapsulated
customized packet which we call it Enhanced Endafili  packet match the IPv6 source address in padding are
Security Payload (E-ESP) packet akiig. 3. were successfully delivered as feig 6. On the other
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hand, the results of the second scenario shown thaaddress of encapsulated packet and IPv6 sourcessddr
packets which have mismatch between IPv6 sourcen the padding area were dropped as [peég. 7.

v

Setup the tunnel and write IPv6
source address in padding area

v

Encapsulate IPvé
packet in IPv4 packet

v

Transmit

Execute spoofing attack

Receive packet

Drop packet

Fig. 5. Mechanism’s process flow chart
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Fig. 6. First scenario’s results

Fig. 7. Second scenario’s results
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4. DISCUSSION e The authentication data is added to the end of the
ESP trailer

IPsec suite could be run either in transport mode o * The IP header is added after the protocol value is
tunnel mode to secure communication between two  changed to 50
nodes. In case of transport mode IPsec protects the . ]
pay-load of the network layer, but did not protéue Referring to the ESP'’s procedure steps &gl 8,
original IP header. As we mentioned earlier in this thé payload and the trailer are encrypted and by
article, in order to send IPv6 packet (inner) thgou referring to theFig. 9 and see the location of the
IPv4 region, we have to encapsulate it into IPv4 proposed area to write the IPv6 source addresst on i
packet (outer). When using IPsec in transport mode (Padding area) we can sense the level of the dgcuri
secure IPv6 over IPv4 tunnel IPsec carries IPveadded to defend against IP spoofing in IPv6 overIP
packet (which includes IPv6 source address) asiplai tunnel. We have the IPv6 source address writtetien
data with no mean of protection. That is any two ESP’s trailer and the whole trailer is encryptedeT
nodes share the tunnel can de-capsulate the pack-é&nly one have the key to decrypt the ESP trailehes
easily and using IPv6 source address to executdlode of the receiving end point of the tunnel. e t
spoofing attack. The mechanism proposed in thisreceiving end, the receiver will de-capsulate tRe6l
article is working based on runs IPsec’s ESP andframe and before forward the packet will match the
using an empty space in ESP frame (padding area) tdPVv6 source address in the encapsulated packetthéth
write the IPv6 source address of the inner packetone written to the padding area in IPsec’s ESP dram
before encapsulate it into IPv4 packet to transipit and only forward the packet if they matched. If the
ESP adds a header and trailer. Note that ESP’'geceiver detect a difference between IPv6 source
authentication data are added at the end of thkgpac address of the encapsulated packet with the one in
which makes its calculation easidfigure 8 shows  ESP’s padding area this will imply that an intruder
the location of ESP’s header and trailer dfig. 9 spoof the IPv6 source address of the encapsulated
shows the proposed area (padding). packet and accordingly will drop the packet. Altgbu

When an IP datagram carries an ESP header anthe proposed mechanism has solved the problem still
trailer, the value of the protocol field in the hBader is it has limitation in a circumstance of networks i
50. A filed inside the ESP trailer holds the or@in have large number of mobile nodes. In such
value of the protocol field. The ESP working progetl  circumstance the padding area may be fully used for

follows these steps: other network purposes. We involved a proposed
«  AnESP trailer is added to the payload solution for this limitation in the conclusion and
«  The payload and the trailer are encrypted future works sectionFigure 10 represents a logical
e The ESP header is added diagram of how E-ESP works. The proposed defense
+ The ESP header, payload and ESP trailer are used toechanism shown a good performance and eliminate
create the authentication data the spoofing threat in IPv6 over IPv4 tunnel.
Authenticated
Enecrypted

IP header |ESP header | Transport layer payload | ESP trajler | AUthentication data
(variable length)

32 bit e
~ D118 3 ===
/ B 32 bits _‘-*"‘——....,__

Security parameter index

Padding 8 bits 8 bits
Sequence number Pad 1eng[h Nt

Fig. 8. Encapsulated Security Payload (ESP) protocobinsyport mode
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% Payload data (variable)
5 <
"P Padding (0-255) bytes
\ I Pad length I Next header

Authentication data (variable)

Fig. 9. Encapsulated security payload frame

IPv6 packet

Source
IPv4 region

Encrypted padding
area holds source IPv6
of encapsulated frame

y 2
ESP header IIP\-6 header| ESP trailer

Encrypted

TPv4 header| ESP header |IPv6 header|] ESP trailer

Encrypted

IPv4 region

v

ESP header |IP\'6 header| ESP trailer

Encrvpted
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Fig. 10. Logical diagram of E-ESP
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5. CONCLUSION Bouras, C., A. Karaliotas and P. Ganos, 2003. The
deployment of IPv6 in an IPv4 world and transition
In this article we introduced a new spoofing degens strategies. Internet Res., 13: 86-93. DOI: 10.

mechanism to eliminate spoofing threat that happen 1108/10662240310469033

when using IPsec in transport mode to secure IRe8 0 Colitti, L., D.G. Battista and M. Patrignani, 2008v6-
IPv4 tunnel. The new mechanism work based on IPsec  in-IPv4 tunnel discovery: Methods and experimental
protocol ESP, it uses the padding area of ESP it wr results. IEEE Trans. Network Service Manage., 1:

the IPv6 source address of the packet that willefra 30-38. DOI: 10.1109/TNSM.2004.4623692
across IPv4 region. Simulation is done based on tWopha H. D. Dhall. S. Batra and P. Rani. 2012.

scenarios. The outcome of the collected resultsvsho Implementation of IPSec protocol. Proceedings of
that the proposed defense mechanism works withod go the 2nd International Conference on Advanced

perform_anc_e rate. Because the verification and Computing and Communication Technologies, Jan.
authentication are done per packet the proposezhsef 7.8. IEEE Xpolre Press. Rohtak Harvana ; 176-
mechanism can detect spoofed packets whatever the 181’ DOI: 10p1109/ACC:|' 2012 6,4 yana, pp:

number of hops does it cross in the IPv4 region. WeEhrenkranz, T. and J. Li, 2009. On the state of IP

introduced the proposed mechanism in (Ahneedil., '
2012) as a theoretical concept. After which we go f spoofing defense. ACM Trans. Internet Technol.,

algorithms formulation in (Hassan and Ahmed, 2013)  University of Oregon. DO
and finally shift to the implementation and expezirtal 10.1145/1516539.1516541 o )
works to evaluate the results. There are many fiaten Hassan, R. and A.S. Ahmed, 2013. Avoiding spoofing
directions for future research that can be donedas threat in IPv6 tunnel by enhancing IPSec. Int. J.

this article. As future works we should give a good  Adv. Comput. Technol., 5: 1241-1250. DOL:
concern about networks which have large number of  10.4156/jjact.vol5.issue5.148

mobile nodes, under such circumstance the paddam a Hassan, S.S. and R. Hassan, 2011. IPv6 network
sometimes is almost fully utilized. A study about mobility route optimization survey. Am. J. Applied
gueuing mechanism to manage the padding area é cas  Sci., 8: 579. DOI: 10.3844/ajassp.2011.579.583

of fully used should be carried out. Also we should Ismail, M.N. and Z.Z. Abidin, 2009. Implementing of

consider the possibility of adding new field in the IPv6 protocol environment at university of kuala
original ESP frame to carry the IPv6 source addodss lumpur: Measurement of IPv6 and IPv4
the encapsulated packet instead of using the pgddin  performance. Proceedings of the International
area. By restructuring the ESP frame padding ameédc Conference on Future Computer and
be saved for other network usage purposes. A resear Communication, Apr. 3-5, IEEE Xplore Press,
about enhancing the encryption algorithm that uted Kuala Lumpar, pp: 443-449. DOI:
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