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ABSTRACT

The SCADA system connectivity with several openwwoeks using internet facility brought SCADA
platform more vulnerable from attacks/threads. &fae, the detail security review has been condicte
find the potential security issues which are regjdand warming the SCADA communication and also
existing potential security solutions that are usegdrotect the SCADA communication. However, Sagur
deployments are the future tread of this studysHeicurity review is divided into four main secto(il)
Security Analysis for SCADA System, (2) SCADA Satwrusing Cryptography Solution, (3) Key
Management and Distribution Protocols for SCADA t8ys and (4) SCADA Communication using
Security Patterns. In this study; the SCADA seguritview has been conducted and generic security
solution using cryptography will implement in fugur
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1. INTRODUCTION devices or PLCs through several types of netwouch s
as LAN/WAN, protocols, transmission media such as
1.1. Security Analysisfor SCADA System wire/wireless. The enhancement within SCADA

] ] o . connectivity with several advance networks and wfes
In this section, SCADA/Protocols connectivity with gqvance ~ I.T  infrastructures brought SCADA

open networks or protocols and their security a8ialy communication more demandable for end users.
has reviewed in detail from eXiSting solutions or SCADA uses centralized station and controller
Implementations. This study is based on SCADA thousand of remote terminal stations at the same ti
security issues such as SCADA/Protocols vulnett#@sli - without limitation of networks and protocols. Ateth
potential thread/attacks and other issues and alsmther side, highly/many interconnectivity of open
specifies recommendations for SCADA security standards networks, protocols and uses of open |.T
enhancement such as intrusion detection systeewdit infrastructure within SCADA system, made SCADA
and DMZs implementation, security policies and platform more vulnerable from several types of Hu®
thread/attacks analysis. and attacks (Stouffer and Kent, 2006; NCSTIB, 2004)
_— SCADA system has several security weaknesses,
1.2. Technology Enhancement within SCADA  \jhenever connected with open standard networks

System (protocols) that potential damage the communication

“Supervisory Control and Data Acquisiion (Fink and Wells, 2006). The most common
(SCADA) Systems” have been geographica| distributedVUlnerab”itieS present within Communication (SCADA
across different locations over the world usingwitle  including uses of Weak protocols, OS in-securitgaw
Area Network (WAN) technology. SCADA systems hetwork setup, no viruses' protection, absent of
have been connected with numbers of remote terminafryptography protocol, weak password protection and
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others are reviewed and basis on these vulneiabilit System security , implement the existing secuidtytson
potential steps/requirements are specify to addtless as part of vendor devices, strong authenticatiantrob
security and secure the SCADA communication Over — network,  intrusion  detection  system
including security policies for maintain securitises of ~ implementation, perform audits related with SCADA
demilitarized zones or DMZs and firewalls, Intrusio Components, review physical devices access and
detection and prevention system, security awarenessS€CUrty, technique uses for attacks and vulnetasil

security assessments and risk management (2010). evaluation, assessments for potential vulnerasliti
expert security information system and security

1.3. Intrusion Detection within SCADA System management system. Current work specifies the numbe
. . . of security awareness that significantly enhandes t

Pattern matching technique is uses to deteClgecyrity of SCADA system and “energy management

anomalies within SCADA communication. Network system or EMS” and overcomes the attacks by
traffic using vector approach has been created anthroviding secure platform for communication (INL,

deviations method is uses to detect the anomaliesp008; Goetzt al., 2002; Amanullah and Zayegh, 2005).
Several anomalies are detected with communication

based on system abnormal behaviors. Current workl.4. SCADA Vulnerabilities, Potential
review the several instruction detection approaches Thread/Attacks and Recommendation
and proposed two intrusion detect solutions such as
intrusion detection using signature and anomaly.
o > se
Research is implemented in nuclear plant and
intrusion detection solution is uses for intrusion
detection during abnormal communication. The “Auto
Associative Kernel Regression (AAKR) model” is
uses for traffic observation by compare currentesta
observation with previous state and the sequential

probability ratio test or SPRT is hypothesis testses ;
for testing AAKR model observations based on addresses the aftacks related with SCADA

L ; communication. Simulink platform from Mathworks

abnormal communication. Current work review the .

) . . (Matlab) is uses to complete developed the testbed
several intrusion detection approaches and ;
) : ystem such as master/remote stations data exchange
implementation has been successfully detect severa . s
. ; o e data collection from sensors, communication netviork
intrusions within SCADA communication. Usually .
o Lo e data exchange and model for attack detection and
inside communication; attacks are difficult to dete

and the solution to check the behavior and p.revent_ion. This type of testbed is. also knownsisgﬂe
performance impacts (in the case of intrusions) On5|mulat|on—based. Federated simulation-based” suse

SCADA system consider as future implementation g]égys St'cr)m::l;iet::tg gztgjéénsfofuggvsglogrnét OJ; ;r s?ggn
(Jyothsna and Prasad, 2011; Singh, 2006). P M

Three major misconceptions are usually exist for architecture. High-Level Architecture or HLA spscif
SCADA  security issues including = SCADA the platform for solving the coordination, session

implementation as standalone network, SCADA systemp_mblen_1S and ~data/information exchar!ge within
is secure while connecting with other open networks §|mulat|pns_ (several) “tOOIS' ~ While the
SCADA communication system has power to resist from €mulation/implementation  “uses original ~ vendors
attacks/threads and the vulnerabilities exist inAB&  devices with their software implementations in real
including larger availability. For public users, pooper ~ €nvironment. T_hese squtllons generate accura_tétsesu
detection and prevention system and in securitylevhi as compare with other simulation based solutiors an
connect with open networks. After detail review on attacks within SCADA stations are analyzed and itest
SCADA security misconceptions and vulnerabilities, real (laboratory) environment (Giangt al., 2008).
several terms/solution have been specify for SCADA Several attacks scenarios such as “denial of wervic
security enhancement and resistance form attacksittacks, integrity attacks, phishing attacks” are
including connectivity awareness with other netveprk implemented to check the integrity and availabilitfy
communication with known stations, security evdbiat SCADA communication between field devices and
for other networks, service access to authorizegtsus performance impacts on entire system (NSTB, 2009;
don’t depend on vendors or proprietary protocols fo Mooreet al., 2001).

Potential cyber vulnerabilities have been review an

curity terms including data/information integrity

authentication and master/remote station security
policies are specify to secure SCADA protocols
communication and also uses of specific SCADA
protocol based on system requirements (JNI, 2010;
Kang and Robles, 2009) A testbed environment has
been created for SCADA vulnerabilities testing atgb
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The “defense-in-depth” solution has been used toauthenticity and authorization between devices, log
review the SCADA security issues, while SCADA access to ESP, tools to protection from malicidtechs,
connectivity with open network and protocols within mechanism to handle critical events, security tools
electrical industry. Using of advance information updating and upgrading, stronger password (lengyid)
technology with SCADA system is considered and availability of resources on access. SCADA IEC 6235
provides solutions to minimized threads/attacksidss standard specify the end-to-end authentication and
within communication (Beavest al., 2002). The “client  integrity mechanisms using of hash function. Data
puzzles” technique has been uses to detect “SYbddflo /information are exchange securely between thel fiel
TCP DOS” within SCADA communication (when devices and in case of attacks/thread message are
attacker again control on master controller reseg)rc discarded and response will reply back to sender
and also managed the session requirement within(Farkhod and Kim, 2010). The IEC 62351 authenticati
electrical industry uses QOS technique. Currentkwor mechanism uses cryptography keys such as asymmetric
investigates the security (threads/attacks) wii@ADA and symmetric and PKI and digital signature uses
electrical industry communication and detects “SYN asymmetric for computation. Transport Layer Segurit
flood” DOS attack between master station and remote(TLS) provides strong security mechanism for TCP/IP
station (Bowen and Thomas, 2005; Coutiehal., 2009). protocol and running below then application level

A simulation environment has been implemented to protocols. SCADA protocol provides end-to-end
analyze the thread/attack scenario with SCADA encryption for applications running over Transgayer
communication. Simulation environment has been Security (TLS), while IPSec provides encryption and
implementing to detect the attacks and their other security mechanisms between connected routers
effectiveness on SCADA communication (Waetcal., SCADA uses cryptography solutions to provide “ségur
2010; Fovino and Masera, 2010). SCADA system hasservices such as authentication, integrity, non-
several differences as comparison with traditional repudiation and confidentiality” to secure SCADA
network (system) in the terms design and protocols communication end-to-end.  Without
communication. SCADA system uses real time implementation of these security services SCADA
transmission devices, OS and protocols within /protocols communication is unsecure. Cryptograigtey
communication, which are quite, differ from tradial stronger security solution for SCADA system andeoth
networks such as LAN/WAN. The security parameters security mechanisms such as DMZ, firewall, IP sed a
such data authentication, data integrity, dataintrusion detection systems are also commonly fses
confidentiality, ~data availability and session SCADA security. A current paper reviews the SCADA
management are more critical in real time cyber security issues in detail and then speci#mseral
infrastructure, rather than traditional networksith security solutions for SCADA security enhancement
DTTM technology” addresses the cyber security of (Cleveland, 2006; Farkhod and Kim, 2010).

SCADA system over internet. The current technology  some progress has done to resolve the issuesdrelate
reviews the existing solutions and quantum wjth SCADA security. Several international or
cryptography uses to perform cryptographic oper&tio ,rganization s such as “Instrumentation, Systents an
and avoid the uses of c_ryptography solution such asy 1o mation society (ISA)/International Electrotedtal
RSA, AES and D.ES. algorl_thms (TUZZ‘,O’ 2008). Commission (IEC), Institute of Electrical and Ehectic
Many organizations included “NERC, Federal : . )
o . Engineers (IEEE), Government Accountability Office
égﬁggi)llit R%grulgati)zrgtigon;:mslzs%g KIrIS_IIZ_E’ERaCr:],d Iil;cet:lsc (GAO), National Institute of Standards and Techgglo
y g ; A(NIST), System Protection Profile for Industrial i@l

provide standards and solutions to secure SCAD . .
system and address the cyber threads related witrpystems - (SPPICS), Federal Information Processing

communication and some of SCADA vendors also try to Standards, National Infrastructure ~ Security ~ Co-
putting security mechanism within protocols. “North Ordination Centre (NISCC) and Cisco System” and
American Electric Reliability Corporation or NERC, Protocol organization such as “DNP3, modbus/TCP and
Critical Infrastructure Protection or CIP” specifie field bus”, are try to designing the solutions for
standards frameworks for cyber security detection o protecting/securely the SCADA communication. Cutren
identification and security protection and somentin paper review the SCADA security issues in detad an
requirement such as intrusion detection, user mgs$  then gives some solutions/treads for SCADA protecti
security issues, audits for data fetching and gmra such as “Artificial Immune Algorithm” for intrusion
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detection and prevention,” tree model “ for cybiaeks, Basis on above misconception and vulnerabilities;
security model for field devices, Model for current work also specify the several major
vulnerabilities evaluation. Papa briefly discusdse t recommendation for SCADA security such as time to
security issues detail with SCADA communication and time security Assessments, implementation of filtsva
difference related with corporate/traditional netkeo ~ and DMZs, security policies, strong information teys
and SCADA networks. Also give some research Security and strong intrusion detection and prewent
directions for SCADA security (Met al., 2012; Cagt al., system. “RIPTECH” provides several security Service
2008; Cristinaet al., 2012). SCADA system vendors and for réal time infrastructure (SCADA) (Hong and Lee,

developer have been only focusing on functionalspai ~ 2010). “RIPTECH” platform is able to handle larger
SCADA System (SCADA and protocols) such amount of data/information from number of field tes

and provide security on identifying the threadsirdyr
transmission and provides services such as security
assessment, security auditing and policies for rigcu
management and security (threads) testing toolser8e
SCADA system (within networks and protocols)

scalability, reliability, performance and accesshaut
security consideration in mind. There is no solutibat
fulfills the requirements of SCADA system securigyfl
SACAD functional performances are depending on
security issues, i SCADA system Is fully securerth vulnerabilities are review and threads scenariceHaaen
functionalities automatically achieved (Rautmar@lz _ created, which are mostly commonly found within
INL, 2008). Current work also analysis some segurit gcapa communication such as buffer overflow, SQL
treads such as connectivity with _other_ mtgrfaced @ |njection, UDP port (attack), data spoofing, Chiairop
open protocols and open connection with internet an agtack, SYN flood, DNS forgery and also specifyaaks
vulnerabilities such as insecure information, insec  present within protocols such as TCP/IP, ICCP andSv
control station, insecure SCADA architecture, inBec  protocol (Fovino and Masera, 2010; Zdwl., 2011).
network communication and insecure SCADA platform

(Stamp and Young, 2003). Paper gives detail conakpt 2. SCADA SECURITY USING

SCADA architecture and configuration such as pugpos CRYPTOGRAPHY SOLUTION

of SCADA system, SCADA main parts (master station,

remote station and Human Machine Interface or (HMI) This section is sub divided into five main part$) (
SCADA architecture and SCADA communication Cryptography approach Analysis for SCADA systen), (2
network and most important the security issues @ind Cryptography implementations for SCADA system, (3)
the end, gives some recommendation for securityCryptography implementations for SCADA Protocols,
enhancement such as Criteria for SCADA securitgt be (4) Cryptography Implementation and SCADA Cyber
approach to handle vulnerabilities, limited network Security and (5) Cryptography implementation for
connectivity, security audit, security policies,ug@mn wireless SCADA System.

for cqnfiguration and managem_ent , secu_rity Awassne 91 Cryptography Approach Analysis for
solution (program) and solution for disaster event SCADA System

(Stampet al., 2003; Rautmare, 2011).

Several vulnerabilities have been review for SCADA ~ American Gas Association (AGA) has been review
protection from cyber attacks/thread. The Papeviges detail literature related with American securityr fo
major misconceptions within SCADA communication, critical systems Industrial Control System or (IGSEh
which creates vulnerable platform for SCADA as electrical industry, water/wastes water manageme
communication (RIPTECH Inc., 2001; Hadbah al., and controlling industry, gas association and ot
2008). Most common misconceptions such as SCADAalso included attack/threads and hacker interaction
standalone network (physical network), SCADA networ Wwithin communication, which were demobilizing theg
become secure with corporative networks and attackecommunication infrastructure.  During ~ SCADA
impossible to access SCADA communication and communication between networks (field devices)
vulnerabilities such as open access and Availgbihb minimized the operational session for handler (ajmes)
protection/security mechanism, no proper configonat and based on comprehensive review related with
open Network wusers, no firewalls and DMZs SCADA threads and vulnerabilities and solution/roeth
implementation, no enhance audit(information) syste to secure SCADA communication infrastructure
and lack of intrusion detection and prevention egst  included uses of security requirements and polities
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communication (request/response) and ways/procedureoperations. The implementation of “cryptography
for field devices testing. Several approaches wereretrofit solutions” within SCADA communication

indentify for SCADA protection from cyber become “bump in the wire” that has developed
attacks/threads and also test SCADA security uEing) without distributing the SCADA infrastructure and

Date 5 Asymmetric key algorithms such as RSA andperformance or operations. These solution are ysual
Digital Signature Algorithm (DSA) have been uses to developed between master station and remote sgation
securing SCADA  communication  (End-to-End) or/and remote stations and master station as fdart o
connected over internet (LAN/WAN). The proposed SCADA communication. Usage of cryptography
algorithms are very famous asymmetric algorithmhwit Slutions within SCADA communication, the feature
secure implementation results within communication, SUCh as Data/message authentication, confidentially
Implementation results concluded that , impossfbte integrity and non repudiation are successfully
attacker to gain access over SCADA communication2chi€ved ~and = significant  increases — the
connected with internet and security feature sush asecunty/protectlon from attacks/thread (cyber)ttha

authentication and confidentiality of data have rbee mitigating SCADA communication. Current article
. X o y . also provides review, based on SCADA configuration,
achieve during communication between master statio

n !
. R development and operations, SCADA protocols
cryptography, this approach is difficult to deveddp  gpecifications and operations, key management and

but bases results are more accurate than othefisyripution between field devices, cyber risk and
appropriate techniques (AGA, 2006). AGA seriesdart «Rgle Based Access Control (RBAC)” solution,
specify the solution (cryptography) to protect the (Honget al., 2010).

SCADA system, connected with high speed networks )

with field devices intercommunication. While, AGA 2.2. Cryptography Implementations for SCADA

series (part4) specify the solution to protect/secu System

SCADA system at the time of developing  the master station initials the communication with
(manufacturing). Cost factor will decrease and 88CU  remote station within SCADA network. The master
protection (performance) will significantly enhance station calculates the hash digest of required
during SCADA parts/components manufacturing. More message/data that being transmitted to remotestatid
advances, intrusion detection system, policies forwhen hashing process will complete and then hagdstli
communication security enhancement, large SCADAIs encrypted using private key “authentication @cte
system operations support and information/data“solution. At the other end; remote station useblipu
protection will AGA series future considerations key of master station and decrypt the hash digaistev
(Hadley and Edgar, 2007). American Gas AssociationMessage hashing function is perform again at remote
(AGA) series define solutions for SCADA security, Station and hash digest value is compare betwestema
specifically to secure SCADA system communication Station hash digest and remote station hash digésen
from cyber threads/attacks and specify requirerfient ~ Nash digest values are match then remote statierifgp
end user system integration with AGA series ancecyb that message is coming from secure authentication

: . . .~ source and message is not change during
security protection related with them. AGA SEMeS ommunication. Same results will achieved whentdigi
successfully test the end user communication need

) . %ignature will perform from remoter station to neast
include hard ware, software and other and providegaiion and successfully data/message authenticatid
secure platform protection from security (cyber integrity ~ function  performed.  During  master
security) (Ruslet al., 2006). station/remote stations communication; messageots n
The implementation of “retrofit solutions” that encrypted to save the session related with
addresses the SCADA cyber security become majorencryption/decryption process. Two security sohsio
concerned for critical infrastructure such as such as “Wrap SCADA protocols” base on SSL/TSL
“American Gas Association (AGA-12) standard, and IP security and “Cryptography solutions for
North American Electric Reliability Council (NERC), enhance SCADA protocols” have been specified with
Gas Technology Institute (GTI) and the limitation of cryptography solution such as SSL/TSL
Instrumentation Systems and Automation Society protocols are based on TCP for communication
(ISA). These solutions perform main roles in SCADA (reliable protocol) and cryptography for security
communication included minimize security (cyber purposes (Patedt al., 2009). Patel and Graham (2006),
security) and make field devices always availalle f new cryptography solution has been implemented for
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internet base SCADA system and formal methodssge u When hash digest is calculated successfully then
to verify the proposed implementation. private key is uses to encrypt the hash digestigisatl
Asymmetric key algorithms such as RSA and Digital signature (Shahzaat al., 2014). At the other end; remote
Signature Algorithm (DSA) have been uses to segurin station received the digital signature and decryyt
SCADA communication (End-to-End) connected over digital signature using master station public.
internet using LAN/WAN. The proposed algorithms are  On successful decryption; remote station again
very famous asymmetric algorithm with secure calculate the hash value for message and compare
implementation  results  within ~ communication. with master hash digest value. If the values match
Implementation results concluded that , impossfole ~ with each other, than remote station specify that
attacker to gain access over SCADA communicationmessage is authentic and during transmission messag
connected with internet and security feature sush a bytes are not change. If the attacker, get pubdiy &f
authentication and confidentiality of data have rbee Master station than he uses same key to decrypt the
achieve during communication between master statiorhash digest because message was not encrypted it's
remote stations or/and remote station and masiépist self, to save time (sessmn). . .
(Ko, 2008). Message/data has been encrypted by usin However, this IS not possible for attacker to gain
symmetric algorithm Advance Encryption Standard or access on communication because he only get pujic

(AES) and symmetric key encrypted by public key of of master station. When he try to encrypted thehhas

. . . ) - digest to change the information before sending to
receiver using asymmetric algorithm Elliptic Curve remote station but this could not possible for ckita

Cryptography or (ECC) and then data integrity filo®et  pecause he has no proper(authentic) private kefe If
has been achieved by MD5 hashing algorithm. Currentsend the message without using of master privage ke
solution successfully implemented and addresses thgpon receiving , when remote station try to deasipthe
“security services such as data confidentialitytada message than impossible to decrypt because message
authentication, data integrity and non-repudiation need master station public and private key to dedhe
function” between SCADA communication between desire message. Remote station verifies that medsag
master controller and remote stations/field devieper  not authentic. RTU also conclude that transmissime
also review the weakness related with asymmetrit an of master station is not same as receiving time. In
symmetric solutions and propose a hybrid solution t a@nother solution; message authentication is perform
secure SCADA communication (Drahansky and secretly and only know by sender/recewer. Eacletim
Balitanas, 2011). A hybrid solution, which has been challenge is change but must be unique. Upon respon

based on “Extensible Authentication Protocol (EARY message (having unique identifier) is passing tehha

Kerberos protocol” (Aboba and Eronen, 2008) and function with a}dded secret key. This is not possitolr _
. L — 4 attacker to gain access on message because ewvery ti
provides authentication and authorization mechasiatn

challenge (request) is unique. This type of autbation

each end of system communication or between mastes sed for reply attack prevention (Patel and 2007).
station and remote station or/and remote statioth an

master station and protect/secure the Control 8yste 2.3. Cryptography Implementations for SCADA
(CS) without any performance impacts (Maezal., Protocols

2010). The security model has been implementediwith Cryptography solution has been implemented within

SCADA communlcathn .network, gfter detail review on gcApA/DNP3 communication using AES (symmetric
threads and vulnerabilities analysis. The majoeals algorithm) and SHA-1 algorithm and successfullyhared
found within SCADA communication are open IDSs, the “security services such as authentication,idenfiality
mOdiﬁcation, SpOOﬁng, man'in'the'middle, non- and integrity”_ In second phase’ Hybnd Cryptogwph
repudiation, replay attack and eavesdropping adtackl  solution using AES, RSA and SHA-1 algorithm hasrbee
major vulnerabilities are no IDSs, security poli®o  implemented within “application layer and data liaker”
audits system, no backup on disaster and open retwo of DNP3 protocol and the “security services such as
connections. Basis on above threads and vulnetiabili  authentication, confidentiality, integrity and non-
two solutions are implemented to resolve the SCADA repudiation”, have been also successfully archiMeninber
security issues. In first solution, hash value is of attacks such as authentication attacks, cortfaligy
calculated for message being sent to remote stationattacks, integrity attacks and non-repudiationchkstaare
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lunched using built-in tools as attacker and pemforce ~ SCADA protocols security including distributed netk
results are measured within normal and abnorméfictra protocol or DNP3 and modbus. The proposed solution
(Musaet al., 2013a; 2013b). will implement/integrated within and as externalide
Several cryptography solutions have been analysissolution to secure SCADA communication and also
and specified for SCADA/DNP3 communication. These know as called “bump-in-the-wire”. Based on extérna
all solution is based on SCADA/DNP3 security solution, security has been develop in existing S8A
enhancement during communication between maste€0mmunication and key algorithm is uses for message
station and remote station. Another research, Hybri €ncryption as part of SCM and keys are shared tegtwe
cryptography has been implementing within cloud GOmmunication stations. A layer called “wrappereldy
computing environment. First entire SCADA/DNP3 IS Provided by SCM and also manage the SCADA
system is deployed within cloud computing environme ~c0mmunication time and keys distribution betweeiffi
and then security has been tested using hybridignlu devices. Secret keys are uses to prQV|de auth_annca_
(AES, RSA and hashing algorithms) (Shahzdal., between devices communication, while dynamic key is

2013; DNP3, 2011). Authentication solution has been Y¢S to mange time during encryption. When session
S eci,fyin fo'r SCADNDNP 3 protocol using Message expire then new session key will generated and fmes
A?Jthenticgation Code or HMAC F()allgorithm Pagper reviegw encryption and signature processes (West, 2008jhet

. ) ) end, remote station uses SCM to open cipher text of
the security related with SCADA/DNP3 protocol ahé t P P

- ted . ; .~ . message and calculated signature (sender or master
associated processes (operations) for communlcatlonstation) from “wrapper layer protocol” because reast

HMAC algorithm has been uses to calculate the hashipher text and signature (sender or master statien
value (same as CRC technique) of message beingncapsulated within “wrapper layer protocol”. Reenot
transmitted to receiver (challenger) (CSE-SemaRhorestation again calculates the signature value am th
2012; Kang and Robles, 2009). Hash value succéssful compare with sender signature. If the signatureies|
calculated and sent to receiver from stationshAatdther match then cipher message is decrypted using sessio
end, receiver (challenger) uses again the HMACt&miu  key and plain text is found (recover from ciphextje

to perform hashing on message and when hashing wilSeveral characteristics include master/remote cstati
complete the values are comparing from sender andarchitecture, each field device security within
receiver. If message is critical then dummy bytes network, security implementation over low embedded
(message) will response and if several times receiv device, bandwidth uses (low), CA non accessible,
receives critical messages then challenger receghat  problem to sent lager amount of data, insecure
attacker is intercepting the communication. In non network (venerable), session management and system
critical state, challengers specify that messagwising ~ upgrading, are consider by SCM for addressing
from secure source and message (bytes) is not ehangSCADA security issues As conclusion, proposed Emiut
during transmission and attacker is not intercgptine IS implemented between SCADA communications
communication between stations. The threads such afsender/receiver) and  significantly  secures  the
spoofing, data modification, data replay, Eavesgirapand communication and also addresses the attacks/thtkatl
non-repudiation function are successfully addresses Provide vulnerable —platform for SCADA  system
current proposed work and principles/ways are dendor (Bhattacharyya, 2008; West, 2008). . .
SCADA/DNP3 security including authentication witthou be(;rnher:? ggézsiﬁer%url';{:rt;:ﬁttug? ?}a\(lzll?cg Igef(ljilgjamis
encryption, Application layer security, communioati Check%r FECRC) byteps within data ﬁnk layer CRCy
solution between master to remote station or/anubte to :

. : have 34 bytes within data link layer of DNP3 anésis
master station, challenge/response solution, Shiseys for error detection during communication between

solution, Tolerance solution, updating and broadcas gcapa master and remote stations. Current work has
solution (Gilchrist, 2008). Many SCADA vendors have peen reviewed the existing security/research smhsti
been implementing security standards/solutions togng major attacks that creates vulnerable platffam
secure/protect SCADA/DNP3 and other SCADA protocols SCADA communication. Several attacks scenarios
communication (Evans and Bement, 2008; UCI, 2012). have been discussed related with communication,
Another research, “SCADA Cryptographic module or when attacker attack and cryptography solutionsshav
SCM” as part of “American Gas Association AGA 12-2 peen proposed for SCADA security without uses of
Standard”; uses as encryption/decryption solution f specific algorithms (Asymmetric or symmetric).
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SCADA security review from existing researches and algorithm as part of symmetric cryptography andnthe
conceptual solutions (uses of cryptography) for the AES key is encrypted by using ECC algorithm as pért
purposes of security services have been propostéd wi asymmetric cryptography. When encryption process is
real implementation as future research treads (vork completed than encrypted message and encrypted key
(Majdalawiehet al., 2006). Chandiat al. (2007), two  sent to SCADA remote station along with messagé has
solutions are specified and implemented in Modbusdigest. At the receiving end, message hash digest i
protocol. First solution; uses security services to calculated again to compare with mater hash didgést.
decrease the time (performance) according to reahash digests values match successfully then remote
infrastructure standard and second solution; ugste® station verify that message is coming from autloaiton
(forensic) to collect the data (traffic) within SOA source and message value not change during trasismis
network then made analysis and provides security fo Data/message authentication, confidentially, intggmd
SCADA system and increase performance by monitoringnon repudiation security services also have behiewaed
SCADA communication. to meet the SCADA security requirements. Paper also
. highlights the SCADA web security issues and
2.4. Cryptography Im_plementatlon and cryptography using asymmetric and symmetric
SCADA Cyber Security advantages/disadvantages over web (Gervas, 2010;
SCADA connectivity with several Networks Subasree and Sakthivel, 2010; Chahaf., 2007).

(LAN/WAN) using internet facility brought SCADA 5 g Cryptography Implementation for Wireless
platform more vulnerable from communication attacks SCADA System

(cyber attacks). Several existing solutions havenbe
developed for securing SCADA communication but  Hybrid cryptography using AES and RSA algorithms
current solution uses encryption method to securehas been implemented for SCADA communication
SCADA communication. SCADA network traffic is between field devices within wireless environment.
increase while applying encryption solution but SCADA nodes are connected with each other using
significance security will achieve within SCADA wireless router. Message encryption/decryption
communication and performance issues (traffic hvétd performances results have been measured during
session) are consider during encryption processaliQu  communication and security services are also ‘eefifi
of Service (QOS) method has been used to balanc&ipon receiving message c. A symmetric cryptography
SCADA network traffic load with the calculation kéy solution has been proposed to secure the SCAD/ASyst
distribution session between nodes and encryptionconnected with wireless networks. Using wireless
techniques using Symmetric and Asymmetric have networks, SCADA system significantly decrease thst ¢
generally discusses to protect SCADA communicationfactor as compare with wire networks but brought
from cyber attacks (Kang and Kim, 2007a). several security issues for SCADA communication, So
Web security is one of the major issues relateth wit RC4 algorithm has been developed to overcome these
SCADA system. Traditional SCADA system has been security issues related with SCADA with wireless
connected with limited networks “such as Local Area network (James and Patel, 2004). Symmetric solution
Network (LAN)” and small private networks but a part of cryptography algorithm and uses sameftey
currently SCADA systems are connected with severalmessage/data encryption/decryption process. Syritmetr
open standards networks (protocols). SCADA key is shared between master and remote statiow usi
connectivity with several open network brought S@AD secure link/channel. Symmetric cryptography aldonit
communication more vulnerable from cyber/web atack is based on stream cipher and block cipher and RC4
After detail review related with web SCADA system algorithm is also a stream cipher with variable length
“Crossed Cryptography solution” has been proposed t for encryption/decryption process. RC4 algorithm is
secure  SCADA  communication.  Cryptography based on random permutation and mostly developed in
algorithms such asymmetric and symmetric have beerSSL and WEP. RC4 has number of advantages including
analysis in detail and a solution has been proptssds simple implementation and fast speed and disadgasta
based on both asymmetric and symmetric cryptographyincluding not specify for new applications (syst¢masd
algorithms for better performance. SCADA master security flaws within WEP, RC4 avoid the used athr
station initial the communication with remote tati register and focus on message (bytes) interpratatio
The message/data being transmitted from mastéorstat Proposed work successful deployed between SCADA
is encrypted with Advance Encryption Standard (AES) master station and remote station or/and remoteista
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and master station using wireless communicationPWE communication between master station and remotes

uses RC4 algorithm data/message confidentiality andnodes (stations). After conducting detail review

CRC for data/message integrity (Robles and Chdi9R0 related with SCADA security and the existing key
management and distribution solutions or/and

3. KEY MANAGEMENT AND protocols, two solution have been proposed. First
DISTRIBUTION PROTOCOL FOR solution is based on SCADA communication security
SCADA SYSTEM (master/remote stations) by implementing new

architecture for key management between nodes or

Cryptography (Symmetric and Asymmetric) key Message broadcast from master station to remote
management solution has been implemented withinStations within SCADA networks and second is based
SCADA communication between master and remote®" S?A;PA psrftormancesérx:llguﬁed tgtal SSSS.'On
stations, before detail review on SCADA securityuiss computation etween nodes uring
and related vulnerabilities. The proposed solutién commumcat;]on between lmastherhstalmc;]n aﬂd rEmote

o stations. The paper also hig ight the basic
Key Management Architecture for SCADA Systems : .
(SIXMA)" h%s been developed between mas)t/er andrequ[reme_nt_ for SCADA security ._suc.h as_data
remote communication and in the case of multiplstara Confidentiality, data integrity, Demilitarized Zone

) i X . firewall, data Availability, Access Control, Sectyri
stations connected with single remote station; k&S f5r Networks Policies for communication Security.

manually installed and configured. The implemeotati Securely key broadcasting and key management
is twofold, “A Key Management Architecture for (session expire and update key) (letal., 2009). An
SCADA Systems (SKMA)”" specify the detail solution advance key management solution is implemented
for keys distributions and configuration process fo pased on multicast communication to improve the
secure SCADA communication based on cryptographycomputation performance between remote stations or
(symmetric and Asymmetric) and other solution “Secu field devices connected with SCADA master
Key Management Protocol (SKMP)” provide controller. Current solution has been develop based
mechanism/methods to secure SCADA (keys distributio number of drawbacks within existing research done
to/from key distribution center or KDS) communicati  such “Advanced Key Management Architecture for
based on existing security methods and ISO standard Secure SCADA Communication, Key establishment
uses for long key session generation process batweefor SCADA Systems (SKE) and Key management
SCADA Stations. The keys distribution processes scheme for SCADA systems (SKMA)” (Chet al.,
between stations are securely distributed and ggcur 2009; Xiaoet al., 2010).

terms included data integrity, availability and Message_aut_henticatipn_cod_e has been_used to secure
confidentiality for SCADA system are also highligt e communication (or distribution automation systr
generally (Dawsoret al., 2006). Master station initial DAS) between field devices after conducting detail
the communication with remote station using of FEViEW on cyber attack/threads and avoid the ericnyp

symmetric key algorithm. Symmetric key has beersuse 20|mu2?entfi;c bz;:a:)tjrﬁre]n:)f fg(r)mkpélex d(i:gt:?tlaojttiztrllonénglsg\s/gi?je
secure channel for key distribution process between y 9 y

stations without using of Key Distribution Center asymmetric algorithm because the public key enasypt

. use multiple keys for message/data security. Thielar
(KDS),' Symmetric method has been. uses to c.h(.eck th€highlighted the requirements that have been uses fo
security performance and also specify the polid¢as

Y PR . SCADA communication and conduction detail review on
key distribution between node_s, Formal mathematicalgcapa security issues related with cryptography key
methods for SCADA security and the uses of management from existing works done by researchers
symmetric algorithms are future topic of current jhcluded Key-server based, Point-to-point
research (Kang and Kim, 2007b). Multicasting architectures, Standard PKI, “Customized” PKI,
approach for key distribution and management is newTC57WG15 work and choices-IEC62351, “DNP3
approach within SCADA systems, which significantly User Group-Secure DNP3 v1.0”, The IEEE P1689
reduces the cost and provides better performarra fr draft, Smart meters initiatives and also discuss
existing solutions (Chait al., 2010). Challenges, issues, technical perspectives andtsesu

A new key management solution has beenbased on existing key management implementations
implemented for purposes of securing SCADA (NSTB, 2009; Mooreet al., 2001).
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4. SCADA COMMUNICATION USING pattern message is during communication between
master and remote or field station (Fernandez and
SECURITY PATTERNS Larrondo-Petrie, 2010). Several security patterns a

Security pattern is a tools uses for SCADA specify for SCADA security or secure SCADA

communication security and addresses the potentiafrchitecture and deployed in different parts of SX2A

attacks/threads which warm the SCADA system. SéveraSyStém to address the attack/threads which warm the
patterns are specified and uses with other pattern communication. The proposed work review the SCADA

secure SCADA architecture included master station@rchitecture and threads related with SCADA system

security, remote station and SCADA network or components including master station attacks, remote
commur'1ication. At controller stations side; the sibgl station attacks and network communication attacks.

attack is overcome by uses of “role-based accessato ~ S€CUrity pattern solution is uses as tool to adues
or RBAC pattern with combination of authenticatada ~ these threads and secure SCADA communication long
logger patterns and authorization pattern” with fun and uses Unified Modeling Language (UML)
combination of authenticator and logger patteresder ~ Solution including class diagram and sequence diagr
attacks such as malicious attack, wrong commandsfOr implementation. Security pattern are also ui®s
malicious attack with runtime parameters and “fialw Secure system analysis and construction and ei@uat
pattern with an intrusion detection system or IDS for system security (Fernandezal., 2009).

attern” are used for denial of service attacksreftote
gtations side; the physical attack is overcome ¢BsLof 5. METHODOLOGY
“role-based access control or RBAC pattern with
combination of authenticator and logger patternstl a

authorization pattern with combination of authemtic ~ P€€n conducted, to find the potential vulnerakifi
and logger patterns used for attacks such as maici threads/attacks and other security issues thatirdeed

attack field stations, wrong commands, maliciodackt ~ With SCADA system communication. After conducting
with runtime parameters and “firewall pattern wah  the security analysis; generic security solutionngis
intrusion detection system or IDS pattern” are uked  Cryptography algorithms is suggest, that securing t
denial of service attacks. Communication network communication of SCADA system as a part of Indastri
attacks such as sniffing is handle by using crygply Control System (ICS). The main steps that are edlat
solutions, spoofing and DOS by using authenticationWith research methodology are illustrated Fing. 1.

In this research; detail SCADA security review has

Step 1: SCADA security survey analysis for
SCADA system

Step 2: SCADA security: SCADA security
using Cryptography solution

Step 3: SCADA security survey: Key
management and distributed protocols for
SCADA system

Step 4: SCADA security survey: SCADA
communication using security patterns

Step 5: Future work: Propose and
implementation of Cryptography mechanism

Fig.1. Proposed Research methodology
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6. CONCLUSION Chahar, R.K., G. Datta and N. Rajpal, 2007. Desifjn
a new security protocol. Proceedings of the
The detail literature has been conducted which is International Conference on Computational
based on SCADA existing implementations or Intelligence and Multimedia Applications, Dec. 13-
security implementations and security issues such a 15, IEEE Xplore Press, Sivakasi, Tamil Nadu, pp:
SCADA/protocols system vulnerabilities, potential 132-136. DOI: 10.1109/ICCIMA.2007.147

thread/attacks and other issues. Severa:f,handia, R., J. Gonzalez, T. Kilpatrick, M. Papd &n

recommendations and security methods are specifie . . .
for SCADA security enhancement. However, the Shenoet al., 2007. Securlty Strategies for SCA.DA
Networks. Proceedings of the IFIP International

overall study scope is limited to SCADA system and Federation for Information Processing, (FIP’ 07),

its protocols security analysis. In future work;sbd _ ) i
on current review, security using cryptography  SPringer US, pp: 117-131. DOI: 10.1007/978-0-

methods will deploy within SCADA multicasting and 387-75462-8_9 .
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7. ACKNOWLEDGMENT communications. IEEE Tran. Power Delivery, 24:

1154-1163. DOI: 10.1109/TPWRD.2008.2005683
I would like to thank to my parents and my friei, Choi, D., S. Lee, D. Won and S. Kim, 2010. Effidien
Ifan boosted me morally and provided me great  secure group communications for SCADA. IEEE
information resources. Trans. Power Delivery, 25: 714-722. DOI:
10.1109/TPWRD.2009.2036181
8. REFERENCES Cleveland, F., 2006. IEC TC57 Security Standards fo
Aboba, D. and P. Eronen, 2008. Extensible the power system's _information _infrastructure-
Authentication Protocol (EAP) key management beyond simple encryption. Proceedings of the EEE

framework. Network Working Group. PES Transmission and Distribution Conference and

AGA, 2006. Cryptographic Protection of SCADA Exhibition, May 21-24, IEEE Xplore Press, Dallas,
communications. Partl: Backgroud Policies and  TX, pp: 1079-1087. DOl
Test Plan. 10.1109/TDC.2006.1668652

Amanullah, M. and A. Zayegh, 2005. Network Coutinho, M., D. Silva, L.E.B, Martins, H.G. Laz#are
Security Vulnerabilities in SCADA and EMS. and H. Netoet al., 2009. Anomaly detection in
Proceedings of the Asia and Pacific Transmission power system control center critical infrastructure
and Distribution Conference and Exhibition, using rough classification algorithm. Proceedings
(bCE  ‘05), Dalian, pp: 1-6. DOL of the 3rd IEEE International Conference on
10.1109/TDC.2005.1546981 Digital Ecosystems and Technologies, Jun. 1-3,

Beaver, D., W.D. NeuMann and M.D. Torgerson, 2002. IEEE Xplore Press, Istanbul, pp: 733-738. DOI:
Key management for SCADA. Sandia National 10.1109/DEST.2009.5276789
Laboratories, Sand Report. Cristina, A., G. Fernandez and F. Carvajal, 2012.

Bhattacharyya, D., 2008. The taxonomy of advanced Security aspects of SCADA and DCS
SCADA communication protocols. J. Security Eng.,
5:517-526.

Bowen, T. and R.W. Thomas, 2005. A Plan for SCADA . ) ] )
security to deter dos attacks. Proceedings of the ir)o;%%tl;;g,m éCéZZ 2;3)2'0 Opp7. 120-149. DO
R&D Partnering Conference Department of ' ToThmer T ,

Homeland Security, (DHS ‘05). CSE-SemaPhore, 2012. Implementation of DNP3

Cai,N., J. Wang and X. Yu, 2008. SCADA system secure authentication, case. Copyright SemaPhore.

developments. Proceedings of the 6th IEEE  SKMA: A key management architecture for

environments. Proceedings of the Lecture Notes in
Computer  Science Critical Infrastructure

International Conference on Industrial Informatics, SCADA systems. Proceedings of the Australasian
Jul. 13-16, IEEE Xplore Press, Daejeon, pp: 569- Workshops on Grid Computing and E-Research,
574. DOI: 10.1109/INDIN.2008.4618165 (CER’ 06), ACM, Inc. Darlinghurst, pp: 183-192.

’///4 Science Publications 2016 ics



Drahansky and M. Balitanas,

Shahzad, Aet al. / Journal of Computer Science 10 (10): 2006-2Q034

(SAV5).

2011. Cipher for
internet-based supervisory control and data
acquisition architecture. J. Sec. Eng., 8: 337-337.

DNP3, 2011. DNP3 Secure authentication version 5Goetz, G., E. Byres, T. Gannon, R. Gray and D.

Stempfleyet al., 2002. Cyber security of the electric
power industry, Investigative Research for
Infrastructure Assurance (IRIA) group- institute fo

security technology studies.

Evans, P. and A.L. Bement, 2008. The keyed-HashHadbah, A., A. Kalam and H. Al-Khalidi, 2008. The
Message Authentication Code (HMAC). 1st Edn., subsequent security problems attributable to
FIPS Publication, pp: 198. increasing interconnectivity of SCADA systems.

Farkhod, A. and T. Kim, 2010. Research trend on Proceedings of the Australasian Universities Power
secure SCADA network technology and methods. ~ Engineering Conference, Dec. 14-17, IEEE Xplore
Tran. Syst. Control, 5: 635-645. Press, Sydney, NSW., pp: 1-4.

Fernandez, E.B. and M.M. Larrondo-Petrie, 2010. Hadley, K. and T.W. Edgar, 2007. AGA-12, Part 2
Designing secure SCADA systems using security ~ Performance Test Results.
patterns. Proceedings of the 43rd Hawaii Hong, S. and M. Lee, 2010, Challenges and direction
International Conference on, System Sciences, foward secure communication in the SCADA
Jan. 5-8, IEEE Xplore Press, Honolulu, HI, pp: 1-  System.  Proceedings of the 8th Annual
8. DOI: 10.1109/HICSS.2010.139 Communication Networks and Services Research

Fernandez, E.B., J. Wu, M.M. Larrondo-Petrie and Y. Conference, May 11-14, IEEE Xplore Press,
Shao, 2009. On building secure SCADA systems  Montreal, QC, Canada, pp: 381-386. DO

using security patterns. Proceedings of the 5th 10.1109/CNSR.2010.52 ) i

Annual Workshop on Cyber Security and Hong, S., M. Lee and DY Shlr_1, 2010. Experiments f
Information Intelligence Research: Cyber Security embedde_d _protchon de_V|ce for secure SCAPA
and Information Intelligence Challenges and communication. Proceedings of the Asia-Pacific

Strategies, Apr. 13-15, New York. DOI: Power and Enelrgy Engineerring (a‘,onfer.ence, Mar..
10.1145/1558607.1558627 28-31, IEEE Xplore Press, Chengdu, pp: 1-4. DOI:

Fink, D. and R.A. Wells, 2006. Lessons learned from INL 102.(1)(1)?39/'0(\:Po|?nEnE(():n.Zocly%eSersgfrity vulnerabilities
cyber security assessments of SCADA and energy observed in control system assessments by the INL

management systems. NSTB.
Fovino, A. and M. Masera, 2010. Taxonomy of NSTB Program, U.S Department of Energy, ldaho
Security Solutions for the SCADA Sector National Laboratory.
Y ' JNI, 2010. Architecture for secure SCADA and

Security of Critical Networked Infrastructures distributed control system networks. White Paper.
(SCNI) Action, JRC-Joint Research Centre of the jonec HG. and S.C. Patel 2004, Security

European Commission, Version 1.1. considerations in SCADA communication protocols.
Gervas, O., 2010. Encryption scheme for secured |ptelligent Syst. Res. Laboratory Technical Report
communication of web based control systems. J. TR-ISRL-04-01.
Security Eng., 6: 609-618. Jyothsna, V., R.V.V. Prasad and K.M. Prasad, 2@11.
Giani, G., T. Roosta, A. Shah, B. Sinopoli and J. ~ review of anomaly based intrusion detection
Wiley et al., 2008. A testbed for secure and robust systems. Int. J. Comput. Applic., 28: 26-35. DOI:
scada systems. Proceedings of the 14th IEEE 10.5120/3399-4730
Real-Time and Embedded Technology and Kang, D.J. and R. J. Robles, 2009. Compartmentiiza
Applications Symposium, (RTAS ‘08), New of protocols in SCADA communication. Int. J.
York. DOI: 10.1145/1399583.1399587 Advanced Sci. Technol., 8: 27-36
Gilchrist, G., 2008. Secure authentication for DNP3 Kang, D.J. and H.M. Kim, 2007a. A method for
Proceedings of the 21st CentuPpwer and Energy determination of key distribution period using
Society General Meeting-Conversion and Delivery QoS function. Proceedings of the Future
of Electrical Energy, Jul. 20-24, IEEE Xplore Press Generation Communication and Networking, Dec.

Pittsburgh, PA., pp: 1-3. DOI: 6-8, IEEE Xplore Press, Jeju, pp: 532-535. DOI:
10.1109/PES.2008.4596147 10.1109/FGCN.2007.17
’///4 Science Publications 2017 Jjcs



Shahzad, Aet al. / Journal of Computer Science 10 (10): 2006-2Q034

Kang, D.J. and H.M. Kim, 2007b. A proposal for key NCSTIB, 2004. Supervisory Control and Data Acqigsit

Ko,

policy of symmetric encryption application to
cyber security of KEPCO SCADA network.
Proceedings of the  Future
Communication and Networking, Dec. 6-8, IEEE

Xplore Press, Jeju, pp: 609-613. DOI:
10.1109/FGCN.2007.36
H., 2008. Application of asymmetric-key

encryption method for internet-based SCADA
security. J. Security Eng., 6: 537-544.

Lee, S., D. Choi, C. Park and S. Kim, 2009. Ancaéfit

Ma,

Majdalawieh, M., P.P. Francesco and D. Wijesekera,

key management scheme for
communication. Int. J. Comput. Sci., 4: 180-180.
Z., P. Smith and F. Skopik, 2012. Towards &ley
architectural view for security analysis in SCADA
systemsAustrian Institute of Technology.

2006. DNPSec: Distributed Network Protocol
Version 3 (DNP3) Security Framework. In:

Advances in Computer, Information and Systems

Rautmare, S.,

(SCADA) Systems. National Communications
System, Technical Information Bulletin.

Generation NSTB, 2009. Enhancing control systems security in

the energy sector. NSTB.

Patel, S.C. and J.H. Graham, 2006. Secure Internet-

Based Communication Protocol for SCADA
Networks. 1st Edn., University of Louisville,
ISBN-10: 0542826542, pp: 195.

Patel, S.C. and Y. Yu, 2007. Analysis of SCADA

security models. Int. Manage. Rev., 3: 68-76.

secure SCADAPatel, S.C., D.B. Ganesh and J.H. Graham, 2009.

Improving the cyber security of SCADA
communication networks. Commun. ACM., 52:
139-142. DOI: 10.1145/1538788.1538820

2011. SCADA system security:
Challenges and Recommendations. Proceedings
of the Annual IEEE India Conference, Dec.16-18,
IEEE Xplore Press, Hyderabad, pp: 1-4. DOI:
10.1109/INDCON.2011.6139567

Sciences and Engineering, Elleithy, K., T. Sobh RIPTECH Inc., 2001, Understanding SCADA system

and A. Mahmood (Eds.)., SpringetSBN-10:
140205260X, pp: 227-234.

Manz, D.O., T.W. Edgar and G.A. Fink, 2010. A

hybrid Authentication and authorization process
for control system networks. Proceedings of the
6th International Conference on Information
Assurance and Security, Aug. 23-25, IEEE Xplore
Press, Atlanta, GA, pp: 36-39. DO

10.1109/I1SIAS.2010.5604045

security vulnerabilities. RIPTECH Inc.

Robles, R.J. and M.K. Choi, 2009. Symmetric-key

encryption for wireless internet SCADA.
Proceedings of the International Conference, Sec
Tech, Held as Part of the Future Generation
Information Technology Conference, Dec. 10-12,
Springer Berlin Heidelberg, Jeju Island, Korea,
pp: 289-297. DOI: 10.1007/978-3-642-10847-
1_36

Moore, A.P., R.J. Ellison and R.C. Linger, 2001. Rush,_W.F., JA. Kinast, A.B. Shah, 2006. AGA 12

Attack Modeling for Information Security and
Survivability. 1st Edn., Carnegie Mellon
University, Pittsburgh, pp: 21.

Musa, S., A. Shahzad and A. Aborujilah, 2013a.

Secure security model implementation for

security services and related attacks base on end-

to-end, application layer and data link layer
security. Proceedings of the 7th International
Conference on Ubiquitous Information

Management and Communication, Jan. 17-19,

DOI: 10.1145/2448556.2448588

recommends how to protect SCADA communications
from cyber attack. Pipeline Gas J., 233: 40-40.

Shahzad, S., A. Aborujilah and M. Irfan, 2014. Awne

cloud based supervisory control and data
acquisition implementation to enhance the level
of security using testbed.

Shahzad, S., A. Aborujilah, M.N. Ismail and M. infa

2013. Conceptual model of real time
infrastructure within cloud computing
environment. Int. J. Comput. Networks, 5: 19-24.

Musa, S., A. Shahzad and A. Aborujilah, 2013b. Singh, 2006. Intrusion detection in SCADA systems.

////4 Science Publications

Simulation base implementation for placement of
security services in real time environment.

Proceedings of the 7th International Conference

on Ubiquitous Information Management and
Communication, (IMC ‘13), New York, DOI:
10.1145/2448556.2448587

Stamp, J.

2018

J. Comput. Sci. Inf. Technol.
and W. Young, 2003. Common
vulnerabilities in critical infrastructure control

systems. Proceedings of the Sandia National
Laboratories Albuquerque, NM 87185- 0785,
(SNL ‘03).

JCS



Stamp, J., W. Youn, JVilliam and J. DePoy, 2003.

Shahzad, Aet al. / Journal of Computer Science 10 (10): 2006-2Q034

Common vulnerabilities in critical infrastructure

control systems. Proceedings of the Sandia
National Laboratories Albuquerque, NM 87185-

0785, (SNL, 03).

Stouffer, J. and K. Kent, 2006. Guide to Superyisor

Control
industrial control systems security. Proceedings of
the of Standards and Technology Recommendations
of the National Institute, (RNI ‘06), pp: 2-13.

Subasree, S. and N.K. Sakthivel, 2010. Design méwa

security  protocol
algorithms. IJRRAS.

using hybrid cryptography

Tuzzo, S., 2008. A plugn'play platform independent

solution that eliminates unauthorized access withou
the wuse of passwords or encryption Kkeys.
Proceedings of the IEEE Conference on
Technologies for Homeland Security, May 12-13,
IEEE Xplore Press, Waltham, MA, pp: 79-85. DOI:

West, A., 2008. Securing DNP3 and modbus with

AGA12-2J). Proceedings of the 21st Century
Power and Energy Society General Meeting-
Conversion and Delivery of Electrical Energy,
Jul. 20-24, IEEE Xplore Press, Pittsburgh, PA,
pp: 1-4. DOI: 10.1109/PES.2008.4596340

and Data Acquisition (SCADA) and Xiao, L., I.L. Yen and F. Bastani, 2010. Scalable

Authentication and Key Management in SCADA.

Proceedings of the International Conference on
Parallel and Distributed Systems, Dec. 8-10, IEEE
Xplore Press, Shanghai, pp: 172-179. DOI:
10.1109/ICPADS.2010.66

Zhu, B., A. Joseph and S. Sastry, 2011. A taxonomy

of cyber attacks on SCADA systems. Proceedings
of the International Conference on Internet of
Things and 4th International Conference on
Cyber, Physical and Social Computing, (PST
‘11), Washington, DC, USA, pp: 380-388. DOI:

10.1109/iThings/CPSCom.2011.34

10.1109/THS.2008.4534427

UCI, 2012. Development of Security Standards foffDN
ICCP and IEC 61850, Copyright UCI.

Wang, C., F. Lan and D. Yiqi, 2010. A simulation
environment for SCADA security analysis and

assessment. Proceedings of the International
Conference on Measuring Technology and
Mechatronics AutomatiorMar. 13-14, IEEE Xplore
Press, Changsha City, pp: 342-347. DOI:
10.1109/ICMTMA.2010.603
////4 Science Publications 2019 JCS



