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ABSTRACT

Cloud storage is considered to be the most crifeetior in decision making for users as it largetples
down the infrastructure in terms of size, cost dedign. Considering factors such as local storagé c
maintenance a single server model can support pheltisers on a needed basis. This raises conaarns f
integrity verification i.e., assuring the correcteeof the data stored available in cloud. The psepo
auditing algorithm suggests and investigates digstgnature for integrity verification. A Modified
Version of Elliptic curve digital Signature Algohitn is proposed for auditing the task. The main $ocfti
this study is to address problems such as privaeygpving, public auditing. In addition, the perfamce

of the auditing task is optimized. Data dynamicgenbeen modeled through various data operatiorts suc
as block insertion, deletion and block modificatidixtensive theoretical and experimental analysis
presented in the paper shows that security, pegnom of the proposed algorithm are improved in $erm
of verification time of the auditing process.

Keywords: Cryptography, Data Security, Digital Signaturegptmation Security, Privacy

1. INTRODUCTION methods have been proposed for data correctness
verification on behalf of cloud users (Buyy al.,

Data Storage has been widely considered the2009). The verification of the outsourced data mhest
prominent snag among the services of Cloud Comgutin done periodically by the user. The cost of vertiiza
Nowadays, the number of clients for storing theatad  of the outsourced data is considered to be fornhdab
has been on the increase. Moving data into thedclou and expensive for cloud users (Ateniegeal., 2007;
helps the end users by freeing up hard disk spaddta Buyya et al., 2009; Wanget al., 2009b). Hence, the
also reduces the cost of maintenance because the dacloud users may possibly offer the auditing serviwe
center handles it. One of the biggest concernshen t the Third Party Auditor (TPA). The TPA acts as a
cloud data storage is data integrity verification. representative of cloud users who can often chbek t
Examples of data loss incidents of cloud storageicss integrity of the data stored in the cloud. The iesf
emerge from time to time (Armbrust al., 2009). As  the auditing task will be in favor of the cloud usé¢o
users do not maintain the local copy of the outsedir ~ improve their cloud based service platform.
data, there are chances for the cloud service geosito The idea of public auditability has been discusised
deceit the user about the status of the outsoutledal various papers (Wangt al., 2011; 2009a; 2010b;
Cloud service providers have the chance to hiddas®e  2009c). Public auditability allows the third party
occurred to the outsourced data from the usersodar auditor to do the auditing task. Privacy of theadst
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considered to be an important factor because the Our contribution can be summarized into three
auditing task is done by a third party auditor main points:

(Atenieseet al., 2007; Marshal, 2013; Erwast al., * An efficient modified version of digital signature
2009; Hao et al., 2011.) a_nd also the_ da_ta may be algorithm is proposed to implement the public
exposed to the TPA. This kind of complication afec verifiability scheme This algorithm efficiency is
the security of the protocols in cloud computingbkc proved through concrete implementation and
audltablllty can be done with the help of the TPA Comparisons with the state of the art

without retrieving the whole copy of the data « Ourscheme is extended to support full dynamic data
outsourced. Remote integrity protocols have been operations performed in block level

implemented in (Armbrustt al., 2009; Atenieset al., * Theoretical and experimental analysis has been done
2007; Buyyaet al., 2009) which concentrates not only to test the efficiency of the algorithm

on public auditability but also on privacy against

verifier, data dynamics and public verifiability.h@ 2. RELATED WORK

advanced features of Remote data integrity checking . i ) _
protocols are as follows: Traditional cryptographic methods for data integrit

based on hash functions cannot work on the outsdurc
» Privacy against verifier: The representative of the data. Downloading the entire content of the fils a
cloud user audits the outsourced data and repwrts tpractical solution for data validation, becauskitds to
the cloud user without acquiring any knowledge of time consumption and expensive transaction. Various
the content that has been verified traditional approaches such as challenge response
« Data dynamics: Data stored in the cloud can beprotocol have been used to check for data validaitio
accessed by the users. In addition to the accassde  cloud storage. Certain researchers have focused the
users might do other operations such as modifitatio attention on remote data possession checking schme
deletion and insertion on the outsourced data prove the data integrity through public auditapilit
- Public verifiability: This feature allows any of¢h ~Remote data possession schemes can be categarized i
clients to perform the auditing task and reportie (WO types namely Provable Data Possession (PDP)
data owner if any discrepancies are found (Wang and Ren, 2010a) and Proof Of Retrievability
(POR) (Atenieseet al., 2007; Shacham and Waters,
The features of remote data integrity checking 2013). The difference between PDP and POR is that
protocol are considered in all real time applicasioA POR can check the possession of data and recoteer da
document uploaded by the user can be accessedéry ot in case of failure and also detect the integrityhef data
clients based on the mutual trust developed betweerf it is tampered with even below a threshold level
them. In addition to the access facility, data owmay  Ateniese et al. (2007) developed a scheme for Pteva
further modify’ delete or append a portion of thetad Data Possession (PDP) model WhICh utilizes the RSA-
uploaded earlier. Hence during the design of remotebased homomorphic authenticators for —auditing
data integrity checking protocol certain factorstsas  outsourced data and the scheme involves sampliey a
data dynamics, public audit and privacy must betak random blocks of the file (Atenies al., 2007). This

into consideration. Advanced features of remoteadat Scheme does not support public auditability and the
integrity checking protocols have been focused in number of audits is limited to a bound. Xiangtaal an

protocols (Xiangtao and Yifa, 2012). Ateniese al. '@ (2012) proposed a new remote data integrity
(2007) has devised a protocol to support data diggam checking scheme for cloud storage which uses aofPro
at the block level including operations such as Of Retrievability” (POR) model to give a more

modification, insertion and deletion. The protoafdo in meticulous proof of their scheme (Xiangtao and Yifa

X X 2012). To ensure both possession and retrievalility
turn supports the block appending operation. Wetrl}.  omote data files they have used spot-Checking and

(2011) has concentrated on the special featurea“dat(ecc) error correcting codes. This scheme lacks the
dynamics”. The protocols in (Wang al., 2009a;  sypport of dynamic updates and public auditability.
2011) support privacy against third party verifidiise key  proposed the first method in the dynamic PDP scheme
factors of cloud data storage are public auditgiaind data  (Erway et al., 2009). Skip data structure has been
dynamics. An efficient algorithm has been propobgd  implemented to facilitate data possession with dyina
considering the factors like data dynamics, public support. Its efficiency is questionable becausesttach
auditability and privacy against verifier. time to insert a block and finding a particular ddds
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longer than is in trees. Warfal. (2009a) implements a tested the efficiency of the algorithm through
dynamic architecture for public checking (Waetgal., theoretical and experimental analysis.

2011). The challenge-response protocol is used for . .

determining the data correctness, hence possipteser 2-1. Datalntegrity Checking

are located. However, the performance of this palto The paper proposes a remote data integrity

greatly affects the practical application of thetheme.  cpecking protocol for cloud storage that addreskes
Zhuo Hao, Sheng Zhong and Nenghai Yu recommendronowing features:

privacy-preserving remote data integrity checking
protocol with data dynamics and public verifialyilit + Confidentiality: The confidentiality of the
(Hao et al., 2011). The drawback with this scheme is outsourced data is protected from CSP and TPA
that there is no clear mapping relationship betwihen «  Authentication: An authenticated user can access th

data and the tags. Data dynamics is supported amly document by the mutual trust maintained between
the block level. Data integrity must be verified the parties

frequently by the data owner through the auditaski .  pata dynamics: Data can be remotely updated by the
Frequent auditing task leads to time consumptiahign corresponding data owner through operations such

is expensive also. Various researchers suggesticudu
by introducing the Third Party Auditor. As a resaoft
this, the cloud storage providers and data ownars c
choose a Third Party Auditor (TPA) for the periodic
auditing of the data outsourced by the data owrser a  Small key size: Keys generated and used for
proposed by (Zhuet al., 2012). Consider a storage encryption are considered to be comparatively smail
system which consists of cloud service providert tha size. The size of a DSA public key is at least 1624,
operates cloud server, a client who uploads adiii®®o  whereas the size of an ECDSA public key would be 16
the cloud and a Third Party Auditor (TPA) who hits. At a security level of 80 bits, an attackeeds the

computes and verifies for data integrity. The den equivalent of about® signature generations to find the
store their data in the cloud server without takig private key which is very difficult.

copy of it. For any client to check for the datgeirity,

as modification, deletion, append and insertion
Privacy against verifier: Verifier can perform the
task without the knowledge of the data

it is of critical importance (Yangt al., 2012) that the 3. SYSTEM MODEL
server must ensure for data integrity. If the clsedver
modifies any piece of data, the client must be able A cloud storage system consists of three entities

discern it. Data must be kept private against thedt namely Data Owner (DO) and a Cloud Server (CS)
party Ve“f'eF- JUEIS. and Ka!'Sk' (2007) proposed anqer the control of a Cloud Service Provider (CER)
scheme Dy introducing special scheme blocks C"J‘”edillustrated inFig. 1 In this cloud computing paradigm,

sen_tlnels_ _among the data_ bloclks for_ prpof of the DO stores the data in the CS without retairang
retrievability. To ensure data integrity verificati the . N . .
sentinels have to be verified by the verifier. local copy of _'t' The critical importance in out;o;mg
Maintaining the sentinels at the data owner sidedeto data is tha.t either the data_ownqr or any qulm'%

the storage overhead when the thin clients are.used@s to verify the data for integrity verificatioWhen
Error correcting codes along with the sentinels areth® server modifies the data, the DO must be able t
stored on the server side. The drawback in thigseh ~ detect it. Data integrity verification task is doiy

is that the cost of storage is high. Sravan ancei@ax computing digital signatures (Lindell, 2010). The
(2011) encrypt only a few bits of data per datakécthus  verifier queries the server randomly to provide tiash

reducing the computational cost. value of the message. Keeping the hash value of the
They introduced a metadata verification scheme formessage, the verifier computes the digital sigmagurd
integrity verification. This may not be suitabler fall sends it to the DO. The DO then verifies the digita

applications and files of large size. Habal. (2011) signature and identifies the modifications foundhiy.
devised a new remote data integrity checking pmitoc To ensure the correctness of the user’s data,faneet
which involves data dynamics at block level and it algorithm based on digital signatures is used. tigi
supports public verifiability without the help ofthird signatures are used for revealing the identity ko t
party auditor. An efficient modified version of iic sender of the document and also ensuring that the
curve digital signature algorithm is implemented to original content of the document sent by the cloud
reduce the data integrity verification time. We @av service provider is not modified.
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Data Flow
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E5E

Data Server

TPA

Fig. 1. Architecture of the proposed protocol

Among the various digital signatures, the Elliptic
Curve Digital Signature Algorithm (ECDSA) is the
fastest signature algorithm generating
signature. But it is known widely that the verifimn

process of ECDSA is slower than that of the sigreatu

« Evaluates Signature Scheme & Compares

the short 5 ELLIPTIC CURVE CRYPTOGRAPHY

Elliptic curve can be defined over finite fieldsdan

generation process. Hence, an algorithm to proee th real numbers. An elliptic curve (Amara and Siadl 20

data integrity by using a modified Elliptic Curve over the real numbers is defined in the form of the
Digital Signature Algorithm (ECDSA) is proposed. equation as3= x*+ax+b (mod p), where x, y, a and b are
The objective of the proposed algorithm is to im@0  yeal numbers. An elliptic curve group over the real
the performance of the integrity verification and nympers and finite fields (Shanmugalakshmi and ®rab
optimize the audit schedule by reducing the time 5009 Khaliquest al., 2010) consists of the points on the

complexity of the signature verification. And, the
improvement in the digital signature is proved tigh
mathematical relationships.

4. ARCHITECTURE OF THE
PROPOSED MODEL

curve, along with a special point, called the point at
infinity which will be the identity element.

The order of the elliptic curve can be defined a6 P
E(Fqg), where g = p or g = 2 m where m is the srsille
integer r such that rP & The order of the curve, is the
number of points of E(F), donated by #E(F). In paper,
the order of the curve is determined by the blao sf the

The Data Owner (DO) is an entity who uploads a file data that the user uploads onto the cloud. Dagayrity is

or an archive onto the cloud. DO’s rely on the dlou
service provider for
computation. Cloud Server (CS) is an entity wherees
the data sent by the data owner. The cloud setwerssthe
data and the CSP controls the cloud server. Signatu
generation and verification is done with the hdlelbptic
curve digital signatures. DO preprocess the file an
generates signatures for all the blocks:

» Post request for data integrity
* Sends feedback

* Hash code

* Request for hash code
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verified by downloading the entire content of tlle br

the data maintenance andmetadata of the file. Accessing the entire file ahdcking

for integrity verification leads to I/O cost andmé
constraints. Hence, to overcome these drawbadcheame
is devised to verify data integrity by computing ttigest
value (M) for the whole data. The digest value sent by the
server to the verifier is used for computing digsignatures
and it is also verified. If both the values are sathen a
report is generated to show that the data has eeh b
modified by the server or any intruder.

In this study a remote data integrity protocol lobse
Elliptic curve digital signature is implemented. We
consider a file ‘F’ of size ‘n’ is divided into bitts ‘b’ of

JCS
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equal lengths ‘n’ where f =;bb,, bs,.... byand b = [f|/n. 5.2, Signature Generation
Data owner preprocesses the file before uploadiogto .
the cloud. Data owner computes the signaturestfer t  Data owner runs the Signgen() to generate the
blocks since the files are divided into blocks. Theta  Signatures for each block. The files are dividetb in
owner maintains a table to store the informationuab  blocks and signatures are generated for all bldeks
the uploaded files as shown ifiable 1. The table {b1, b bs....... bn}. Functions that are carried over by the
contains the following fields. three entities DO, TTP, CSP have been discuss#uefur

TPA maintains the same information maintained by . N
the DO.Table 2 is maintained by the CSP. CSP receives 5.3. Correctnessand Security Definitions
the information regarding the_operati(_)n t_hat hf_;lsbeo Definition 1: Correctness
performed on the block. This information is stoieda
lookup table along with the location of the blogktable Our protocol proves to be correct if whatever
is maintained in order to reduce the searching.time algorithms are executed honestly, the output vadegpt

DO might randomly chose the blocks for integrity correct signature (Lindell and Pinkas, 2009). Thepot
verification. When the DO needs to verify the imtgg ~ Of the function Verify ¢, (U, Vn))  will be {TRUE}
of the data, it posts a request to the TPA whictuim even after the blocks modifications.
sends the request to CSP. TPA posts the requESRo Thus our protocol is proved to be correctness under
compute the hash code for the corresponding blogle ~ computation scheme of two party protocol.
computes the hash code and se_nds to the TPA. T@A re Definition 2: Security
to the table and computes the signature with tbeived ] i _ )
hash code and compares for variation. If thereds n  Our protocol is said to secure against adversaigesi
difference, it sends the message to the data owfrtae it cannot convince the verifier to accept the wroegult.
data owner needs to do any operation on the bibbks Consider a game between the antagonist and the
to run the function update (blk no, Key, Sign, ‘Mg the  challenger. The challenger makes a query to thifierer
TPA. TPA updates the table with the received for the verification of certain blocks integrity by
information. It sends the information to the CSH ams ~ Initiating the Keygen () and Signgen ().The verifia
the function as opt2 (blkno, 'M’). When the CSPsytste 1M POStS the query to the prover for the hasleaidhe
information about the operation on the block, iesidhe corresponding block for verification. The antagoman

. . play the part of the server. The antagonist rures th
corresponding operation on that block. The speed fo function and the hash value is generated. Hashewalu
identifying the location of the block is fast sinds 1

address is maintained in the table. calculated as mentioned in the Equation 1 below:

5.1. Key Generation HComp(b, P, ) - Zﬁ @

The data owner selects a random number X <--z-- Z =0
and computes the private and public key. The domain
parameters D = (q, FR, a, b, P, n, h) and the &tsdc
public key, private key pair pp ------- > (dy)Hs used.

The goal of the antagonist is to win in the game by
cheating the verifier in trying to generate vakgponses
(B;) that are acceptable and pass the integrity eatitn.

Table 1. Table maintained by the DO

S.No Block No Key Signature Operation 6. ALGORITHM FOR

1 1 KL s1 Either of this (m, i, d) MODIFICATION OF A BLOCK
(m-modification,
I-insertion, d- deletion) Suppose the data owner wants to modify a block in a
2 2 K2 s2 Either of this (m, i, d) file, DO has to post the request to the TPA and. C&P
3 3 K3 S8 Either of this (m, i, d)  sends the corresponding block numbétdreplace with
the block number;b
Table 2. Table maintained by cloud service provider DO construct the function F (update, delete, insert
Block Starting Ending and sends it to the TPA and the server upon raugivi
S.No No Opt status address address the request, the TPA runs the function update-TPA
1 1 Either of this (m,i,d) FCO0000 FCFFFF (blkno, key, sign, ‘M’).The TPA replaces the nevotk
2 2 Either of this (m,i,d) 1A000 1ABBB  number, new key and signature with the old block
3 3 Either of this (m,i,d) 5B000 5BFFFF  number and other details.
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When the server receives the message as an ufidate,it passes on the request to the CSP. Thereforé; Sifrein
searches the block table for the correspondingkbloc turn runs the function to compute the hash value of

number and the location of the block where it hasrb
stored. After identification, the server replacks block
b! with the block band the server runs the function

block as calculated in Equation 1 and the hashevidu
the corresponding block is generated and seijto(the
TPA. Upon receiving the hash value of the bldgk the

Update_CSP (blkno, Op_status, Beg_addr, End_addr) i TPA generates the signatures for the corresporaouk

order to modify the status and address of the bifoaky
changes are done.

6.1. Algorithm for Insertion of a New Block

Data modification refers to modifying an existing
block, whereas insertion refers to the additioraafiew
block. Suppose the data owner needs to insert elomk
in the file, DO has to send a request to the TRAGSP.
DO execute the function F (update, delete, insant
sends it to the TPA and the server.

When the TPA receives a request, the TPA constituets
function insert (p b* Key, Sign,’ I). The new block
number B will be inserted after the block.tAs a result of
this function, the block table gets updated withribw key.

6.2. Algorithm for Block Deletion

for further verification:

proof (B) - a, (4)
Let:
a,=(V,-U,)G(modf) 5™ (5)

Verify (): This function is to check for the vaiians
in signatures. When the TPA computes the signafiores
the corresponding block based on the hash valuebsen
the CSP, TPA has to prove for the data integritiiak to
validate the response by executing this function.

Verify (a,(U,, V,))-{TRUE, FALSE}: If the result
is true it shows that the signatures are the straa, TPA

sends a message to the data owner that integrity is

If the data owner wants to delete a block, DO makemamtalned If the value is false then it proves data

the function F (update, delete, insert) and serds t
message to the TPA and CSP.

Upon receiving the request, the TPA executes the

function delete (blkno, key, sign, ‘D) in order temove
the details of the block. Deletion of a block witlove
the latter blocks forward.

When the server receives a request from the DO, it

checks in the block table for the location of theck. It
deletes the block from the corresponding locatiah the
block table gets updated as a result of this.

Signgen B,, K;): The data owner possesses the files

that are to be uploaded onto the cloud. DO hagdowge

this function to compute signatures for the blocks.

Before computing the signatures, the file F is dixd
into blocks {h, b, b, ,by}. For each block the data

integrity violation.
Considering Equation 4;

proof (B) - a,
From Equation 5:

=(V, -U,)G(modf) B ®)
=(pK, +U, -U,)G(modf) 5™
Cancelling Y Equation 6 becomes:
=K,G

Hence it is proved that from the Equation 5 anthé,

owner has to generate signatures by computing thesignatures computed are the same.

function given below Equation 2 and 3:

Sgngen(A.K;) .S (BxK; +U;) modn 2
Let:
Sn - (Un'vn) (3)

Proof @;): When the DO wants to verify the integrity,
it raises the query as a function cha)) (flor random
checking of the data. When the TPA receives thaasi
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7. SECURITY AND MATHEMATICAL
ANALY SIS OF THE PROPOSED
PROTOCOL

This section deals with the security analysis @& th
proposed protocol in two ways. The proposed prdtisco
proved to be secure in two ways:

» If client and server are considered to be honhst, t
server can pass the verification phase effectively
e The server must be proved as a trusted server

JCS



Sumathi, D. and Ramachandra V. Pujeri / Journ@8larhputer Science 10 (10): 2077-2087, 2014

Theorem 1 Bk Gmodf g™

The server can pass the verification phase suctigstf

. =1 _ 1.
the client and server are considered to be honest. By following a, &= 1.

7.1. Proving by theorem of contradiction 0 (k.G) modf
Assumption Hence it is proved that the server passes the

. G verification phase if the client and the serverltawaest.
Assume the negation that the server fails in the

verification phase. Theorem 2
On receiving the request from the server, the serve
runs the function HComp {tP,) and generates the hash 1 N€ server must be proved as a trusted server.
value for the corresponding block. The server sehds We can prove this theorem by the method of proof by
hash codef) to the TPA for further comparison. The Contradiction.
TPA generates the signaturgsby running the function

proof @3). Then the TPA runs the function verify() to Assumption
compare the signatures. If the function returnsefait is Assume the negation that the server is untrusted.
a proof that our assumption is false. When the client or the data owner is ready to yerif

for the data integrity, the DO sends the requesth&o
TPA which in turn sends the request to the CSP.%E

Thus it is proved to be true because it has ansifgpo  Must compute the hash code for the randomly chosen

Conclusion

truth value to the assumption. block () and sends it to the TPA for further intgg
) verification. The TPA runs the function verify() to
Analysis compare the signatures. If the function returnsefathen
it is proved that our assumption is false.
To proveverify(a (U, V,)) - {TRUE FALSE} 7 ,
Conclusion
To prove Equation 7, consider (1): Thus it is proved to be true because it has ansifgo
truth value and hence contradiction.
Songen(/4,16) = (Un o) = 2, (£K +U; ) moc 8. EXPERIMENTAL RESULTSAND
PERFORMANCE ANALYSISOF OUR
> ULV = (UV) + (U, V) + (U, V) (8) PROPOSED ALGORITHM
i=1
The auditing mechanism is carried over between the
Equation 8 implies as TPA and data owner. Our work is implemented in an

Intel Core processor running at 1.86, GHz, 2048 &iB

(B, xK,+U )modn+ (8,xK,+U,) RAM, 250 GB Serial ATA drive. Our algorithms are
modn + .+ (B, xK_ +U, )moch ©) implemented in the Java Language. The elliptic eurv
used in this algorithm is curved over prime field&
(p) and it can be among P-192, P-224, P-256, P-384
and P-521. Among the curves we have used P-256 for
showing the performance. The sample file size taken
our paper is 1 GB Using Elliptic curve digital sinore
algorithm, the signatures for the blocks has been
calculated as shown iRig. 2. A block table maintained
by the DO is shown ifig. 2.

DO and TPA maintains a block table as shown

Considering S= (u, v)

To verify the signature for a sample block,
From Equation 5:

a,=(V, -U,)G(modf ) 8™

From Equation 6: below inFig. 3. The operation field in the block table
denotes the type of block operation that is to be
(BK, +U, -U,)G(modf ) 5 performed by CSP. The block table contains sigreatur
and keys for all the blocks. The field “Operation”
Canceling pin Equation 5: shows the status of the block operation.
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Signature Generation

ECC Encryption Block Signature | | Transfer to Cloud

Signature for Blocks

decrypted_0 bd Signature is 513829422082158405015874821 203737 3070803409846006487 FEE370091
decrypted_1 td Signature is 0805638790061 19476A139792590805424A35692579279085497921 008284
decrypted_2.bd Signature is S009092587 474857 438350386254893 1237 r4928685459107 76886124067 7|
decrypted_3 bt Signature is 0¥ 369330695068 63474 GO935960903622597006518239019578331

decrypted_4.bd Signature is 24768505097 39542024081 2452367098502 7 41 60557905458352112704851 7|
decrypted 5 bt Signature is 3B077531605782601 284750850807 01 50986644361 861 776586993111 71223

4] 1] |»

Detailed File View

Information Table

E=i N L] File Mame Signature CDperation ke

a decrypted_ S513829422058215840501 587 none 200446772971 =
1 decrypted_ ... |S0205SE2279006119476132397... [none 2520425908244,

2 decrypted_ B008S0925874748874383503 none 517490445887

2 decrypted GOYIARE3IZNOEASOGETIREAZ4T nane EZZO0S024366S =
4 decrypted_ 34TESO0S09739542024951 24 none 103513031836

=] decrypted_ ... 3207 7FS21605792601284750... Inone 202212429209,

Fig. 3. Block table maintained by DO and TPA

CSP maintains the block table which stores the The improved version of ECDSA is used by the TPA
information about the location of the block stoirdhe for signature verification. Traditional ECDSA takes
space provided by the server in the provider. Tieelf much  time for signature verification. But our
“Start Addr” and “End Addr” refers to the locatiar the proposed algorithm takes lesser time when compared
block. The details are given irable 2. with the time taken by the traditional ECDSA. The

. . below Fig. 4 sh th i f time taken f
8.1. Comparison of Traditional and Proposed Siegjr?i\;\;u:gver?fié);:ison.e comparison of ime taken for
Modified Version of Ecdsa Algorithm ) _ _ _
, , 8.2. Analysis of Key Size and Computation Time
When the DO needs to check for data integrity, DO

sends the request to Third Party Auditor (TPA). On  The evaluation of our proposed algorithm is done by
receiving the request, the TPA verifies the signegu  measuring the storage size and key size and
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computational time. The. simulation of DO, TPA an8FC  various session size. From the various graphssitoean
has been done on a Windows system with an Inte cor interpreted that the computation time and memozg si
processor at 3.16 GHz CPU and with 16 GB RAM. The increases when the session size increases.

elliptic curve we used is P-256 with the file sig the

order of the curve. Coding was written in Java amad 9. DISCUSSION
tested on Windows platform. The file size startsyiray
from 10 KB. The proposed algorithm evaluation resul We compare our proposed scheme with other

are shown in terms of showing computation time a”dexisting verification schemes as shown Table 3.

memory usage for various storage sizes. They,, et gl (2011) RSA has been used for verificatio

Qomputation time incregses_ whgn_the storage size Srhe key length for RSA has increased over recent
increased. The computation time is increased fapua

storage sizes like 64 kbps, 128 kbps and 256 Kkpgs5 years a_nd thu; it generates pr_oces_sing burden on

shows the illustrations of computation time forfeient ~ @PPlications using RSA. To avoid this burden, we

no of users at storage 64 kbps. proposed Elliptic Curve Digital Signature algorithm
The Computation time increases since the key sizefor verification scheme. o .

is increased. Increasing the key size will lead to ~ Our proposed scheme shows that it is private agains

increase in memory usage and it is showFiin 6. the TPA since the data is encrypted before it is
A case study has been done on considering theoutsourced. Through our theoretical and experinhenta

various storage size and different number of ugers analysis our proposed protocol is proved to beiefi.

0+

b
,

Traditional in ms Proposed in ms

Fig. 4. Comparison of Traditional and Proposed ECDSA

T T T
"Computation.dat" using 1:3

Time (ms)

13000 L 1 1 1 1 1 1

100 150 200 250 300 350 400 450 500
Number of users

Fig. 5. Shows computation time for Different no of userstarage 64 kbps

////4 Science Publications 2085 JCS



Sumathi, D.

and Ramachandra V. Pujeri / Journ&larhputer Science 10 (10): 2077-2087, 2014

O 00035 T T T T T T T
"ComputationS.dat” using 1:4 ——
0.0003 + E
o 0.00025F 1
X
g‘ 0.0002 - .
=
= ~
= 0.00015F 1
0.0001 |- —
Se005F o -
0 1 1 1 1 1 1 L
100 150 200 250 300 350 400 450 500
Number of users
Fig. 6. Shows Memory usages for Different no of usersarbage 128 kbps
Table 3. Comparisons of proposed algorithm with existingtpcols
Probabilistic
S-PDP(2) Proposed
probabilistic/ 9 22 DPDP Zhuo Hao algorithm
Type of guarantee deterministic deterministic (&yet al.,, 2009) 23,24 25 deterministic  deterministic
With the help of TPA No No Yes No Yes Yes No Yes
Public verifiability yes no Yes No Yes Yes Yes Yes
Data dynamics Append Only Yes Yes Yes Yes Yes Yes esY
Server computation O(c) O(n) O(clogn) O(cioy O(c¢) O('s) O(n) O(c)
Verifier computation O(c) O(n) O(clogn) O(agln) O(c) O(c+s) O(n) O(c)

n is the block number, c is the sampling block nerdnd s is the number of sectors in a block
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