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ABSTRACT

Patient health monitoring devices are flexible. Bdul ECG acquisition system is used at anytime and
anywhere in the patient monitoring system. Thedasing feasibility and convenience of mobile health

has already introduced several significant chalsnig hospitals, healthcare providers, policy msieerd
patients. This study provides adaptive humming kigbrithm of light weight cryptography. This metho
has higher level of security over health care @pfibn with adaptive Humming Bird Algorithm for ECG
acquisition systems which enables Intensive Caraitdong. This study provides a key agreement sehem
that allows neighboring nodes in BAN to share tbenmon keys generated by electrocardiogram signal.
The proposed ECG-humming bird key agreement schemables the secure communication over the
WBAN. The experimental results are presented, widbhbw that the proposed scheme provide better
security performance in terms of false acceptaateand false rejection rate than other approaches.

Keywords. Wireless Body Area Network, Electrocardiogram &ign

1. INTRODUCTION ECG-Humming bird which uses ECG signals for
generating the keys. The proposed schemes avojar¢he
In Wireless body area networks are networks ofkey distribution overhead. Humming bird is an
wireless wearable sensors placed on the human bodguthenticating encryption primitive. It has beesigeed
(Cherukuri et al., 2003). The WBAN offers great particularly for resource-constrained devices suash
benefits to patients and healthcare providers ded a wireless sensors, RFID tags, smart meters and finalus
improve the quality of life style. The WBAN is uséar controllers. Humming bird can be implemented inyver
monitoring patients at homes and also work placessmall hardware or software footprint and it is able
without going to the hospital. Data security shobkl  for providing security in low-cost ubiquitous deg&
important concern in WBAN. The unauthorized useyst A considerable body of research has been focused on
to access and modify the healthcare informatiore Th providing cryptographic functionality to resource
lack of security features not only affect the pattie constrained devices, while scarce computational and
security and privacy and also the compromise tliemia  storage capabilities of low-cost smart devices mtie
safety (Ethalaet al., 2013; Kalyani and Chellappan, problem challenging (Wangt al., 2011; 2012). This
2012). Because the eavesdroppers Authenticatedemerging research area is usually referred tayhsneight
encryption algorithm provides confidentiality and cryptography which has to deal with the tradeoffoag
integrity protection of messages using a single security, cost and performance. The rest of theepap
processing step. The security mechanisms ensure therganized as follows. Section Il introduces exiti@gurity
confidentiality, integrity and availability of WBANIn solution that applicable to WBAN. Section Il dakes the
this study, we present a new key agreement scheméealthcare architecture and describes the propB€H8-
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Humming bird scheme for secure communication over 3. PROBLEM FORMULATION
WBAN. In section IV performance analysis of

proposed algorithm is evaluated based on false3.1. Overview of WBAN

acceptance rate and false rejection rate parameters
Finally conclusions are given in section V.

2. RELATED WORKS

The BSN architecture presented in this article
includes several key components; the basic streicbfir
BSN is shown inFig. 1, where wireless physiological
sensors are used to measure the status of thentpatie
However, relying only on the physiological data can
often involve false detections due to motion actsaand
changes of physiological/emotional stress. For gem
sudden heart rate changes increases due to exercise
rather than arrhythmia.

To capture the context aware sensors are
incorporated into the design of the BSN, relevant
episodes and the mobile phone.

A typical topology of WBANSs includes multiple
types of medical sensors that can be wirelessinected
to other medical sensors or to the control nodes.,(e
Smart phones), which could interface with otheret/pf
networks such as WiMAX or WiFI to further delivéret
collected medical information to the informationmnter
(Ab-Rahmarnet al., 2013; Ariset al., 2011). Much great
effort has been devoted to develop secure
communication schemes between the internet andatont 3.2, Proposed ECG-Humming Bird Scheme
nodes (Barnét al., 2011). Thus, our studies focus on the ) _
securing inter sensor communication over the bodg.a We propose an ECG-Humming bird scheme for
In WBAN (Miao et al., 2009; Baoet al., 2005), key secure communlgz_mon over WBAN. The sender and
distribution is always vulnerable to man in the di  receiver have ability to get ECG signals from human
attack. The threats can be categorized: Activelattmd ~ body. The extracted feature can be used as key for
passive attack. The active attackers can able op dr €encryption and decryption. In the proposed scheane,
messages and replay old messages, modify messaget@_e sender, the feature extracted from ECG signal t
The passive attackers capable of listening theform a key for encryption.
communication over WBAN. A comprehensive survey In the receiver side, it decrypts the message ubieg
on wireless body area networks is given in (Chieal., key extracted from the ECG signal. Thig. 2 shows the
2011). Besides the transitional key distributiohesoes,  proposed ECG-Humming bird scheme.
there are several on-going research works thatimeht . . .
the key distribution using biometric features. Fhezy ~ 3-3- Humming Bird Algorithm

vault scheme was proposed by Jules and Sudan fidu @~ Hymming Bird (HB) is a rotor based encryption
Kwak, 2010). This approach generates the p0|yn0m'alalgorithm designed for resource constrained devices
that encodes th_e information. Th_e security qf VaUtHumming bird is an ultra-lightweight cryptographic
depends on adding extra chaff points which brifgs t initive for encryption and authentication in sesly

corr]nmunliatul)n Evfrr]healf' Th|sdmeth|odkustis ﬂ{fzyftviu' resource-constrained environments. We propose an
scheme to loc € key and unioc e vau 0ECG—Humming bird scheme for secure

regenerate the key at receiver side. Liu and Kv2ald Q; I

Babu and Singh, 2013) proposed hybrid SecurityCor|n_|mun|_cat|g_ndoyer WBAbN' . f a block cioh q
mechanism for secure communication over WBAN. The umming bir ,'S a combination of & block cipher an
asymmetric cryptography only employed for node stream cipher with:
association process (Poah al., 2006; Raghiniet al., _ .
2013). The symmetric cryptography is used for lmkel ~ °  16-bit block size

security. The traditional asymmetric cryptographgsh *  256-bit key size

heavy exponential calculations and also size and® 80-bit internal state

computation capabilities. The authors (Kauel., 2010;

Duraisamy and Ragavendran, 2013) proposed a Humming bird encrypts 16-bit blocks of data using
watermarking-based ECG signal tempering identiicat a 256-bit key. The underlying architecture of
approach. A low frequency 15-digit chirp code iedded ~ Humming bird is original and hybrid (with elements
in wirelessly transmitted ECG signal. That schearealso ~ of block and stream ciphers).The encryption and
completely remove chirp code watermarks from decryption procedurd={g. 3 and 4) can be represented as
reconstructed ECG signal to minimize ECG visudtirat a continuously working rotor-based machine. Four
distortion (Zhangt al., 2012). identical internal block ciphers play a role oftwal rotors.
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They perform a set of operations on short 16-bit encryption includes updating of the state registss
data blocks. The step operation can be used th fee  well as the LFSR.
peak signals from the ECG data in one instancectat
also be generated in another instance possesseng th 4. EXPERIMENTAL RESULTS
same key. It can also be used to obscure the durren
state within an instance of HB while still keepitwo We validated the proposed ECG-Humming bird scheme
instances in synchronization. This can be usefubrwh for secure communication over WBAN. We begin by
the plaintext and the cipher text are being semtaasof ~ discussing the collection procedure and evaluate
authentication. The STEP operation can be used tgerformance of proposed algorithm based on false
advance the state of a HB instance so that the statacceptance rate and false rejection rate paraméibes
directly after the encrypt is obscured in the ewiait ECG signals are downloaded from MIT-BIH databas® an
the instance is compromised. apply FFT transform to the ECG signal. The peakesl
The encryption process for the Humming bird can be identified. The extracted features can leel as
cryptographic algorithm, included simply for thekea key. The peak values can be used to differentiate t
of completeness. Humming bird is a block cipher mot Mmeasurement of one patient from other one. Fige 5
stream cipher but the rotor machine equipped withshows the feature extraction process of ECG signal.
novel rotor-stepping rules. It has a Hybrid struetof ~ False acceptance rate and false rejection rate wsze
block cipher and stream cipher with 80-bit internal to characterize the proposed scheme.
state, 16-bit block size and 256-bit key size. p-tevel The false rejection rate can be defined as the two
description of the Humming bird encryption consists ~ features from the different persons were matchedi an
four 16-bit block ciphers Ek1, Ek2, Ek3 and Ek4 dinel false acceptance rate can be defined as the tviardea
four 16-bit internal states registers RS1, RS2, RB@  from the same person at same time were unmatctied. T
RS4 and 16-stage Linear Feedback Shift Registeralf total error rate can be calculated by HTERARF+
(LFSR). PTi represents the i-th plaintext block &3ib FRR/2. When t value increases, the false acceptatee
represents the corresponding i-the cipher text kloc also increased and when the t value increasesatbe
The 256-bit key K is divided into four 64-bit suleys  rejection rate also decreased.
k1, k2, k3 and k4 are used in the four correspapdin ~ The False Acceptance Rate (FAR), False Rejection
block ciphers. The encryption process for the Hungmi  Rate (FRR) and Half Error Total Rate (HETR)
bird cipher is a four stage process. It is veryilsimto performance evaluated by ECG data and tolerancesal

the initialization process in structure and theuatt are discussed inTable 1 and plotted inFig. 6.
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Fig. 6. (a) FAR Vs FRR (b) FRR comparison (c) FAR comparisorH#JR comparison

Tablel. FAR and FRR performance

1JS ECG-Humming bird
Tollerance FAR FRR HETR FAR FRR HETR
1 0.0000 0.027 0.2350 0.0000 0.0242 0.0121
2 0.0022 0.130 0.0672 0.0019 0.1047 0.0533
3 0.0044 0.030 0.0194 0.0048 0.0362 0.0205
4 0.0089 0.010 0.0139 0.0087 0.0186 0.0136
5 0.0156 0.010 0.0206 0.0155 0.0133 0.0144

to person it is highly motivated to extract the lpealued
features and to apply intelligent encryption altfori for
This study proposes a sufficiently matured humming a secured transmission. High quality randomneshef
bird encryption algorithm for secured bio-healtliesce ECG signals results in a widely expanded key space
applications based on the Electro Cardio Gram (ECG)which would be an ideal key generator for data
signals. As the ECG signals will be varying fronrgon encryption. Here, authorized personnel follow a

5. CONCLUSION
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decryption algorithm in such a way to maintain #eeo
data loss. The analysis of the ECG signal is irgelnit

be more important in bio-health science applicatioks

an extendable future enhancement there is a plitysibi
of using PPG signal to generate the key and algo us
energy efficient light weight security mechanism.
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