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Abstract: Maturity models contribute considerably to the continuous
improvement of the various business processes. However, the most
important challenge for these tools after assessing maturity is how to define
effective and efficient improvement plans especially in the case of an
organization having multiple Information Systems (IS). This study presents
an algorithm for optimizing the deployment of the overall maturity
improvement plan for risk management of information systems. The purpose
is to help decision makers identify which actions should be accomplished for
each information system, with optimizing efforts needed to reach the global
maturity level fixed by the top-down improvement strategy. The application
of the proposed algorithm made it possible to define the improvement actions
to be undertaken by a company in an optimized way for each of its IS to reach an
overall target maturity. The calculation of the number of steps to be taken through
the maturity matrix shows the effort gained. That gain can be the human and
financial cost for the completion of the various necessary tasks to implement the
objectives of control.
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Introduction

Information systems governance is nowadays critical
for companies’ management success and effectiveness.
As introduced in (Elmaallam and Kriouile, 2012), the
information system governance is the identification and
achievement of the required action plans and means, to reach
its objectives. Risk management is one of its main pillars.

Based on the generic definition proposed by (ISO,
2009-a), information system risk management is all
activities coordinated with the aim of managing and
piloting IS against risk. The latter is “the effect of
uncertainty on objectives” (ISO, 2009a).

In the Internet age, information systems face rapid
and unpredictable changes; the frequency of attacks and
abuses is not constant, it varies along with time and skills
of users and hackers, hence the importance of protecting
the information system from attacks and abuses and
suggesting countermeasures that allows IS to protect itself in
an efficient way and with minimal costs (Arogundade et al.,
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2020). In addition, organizations are nowadays carrying
out their activities within complex economic and
environmental circumstances which make implementing
risk monitoring strategies imperative, because of the
intrinsic link between risks and business activities as
stated in (Settembre-Blundo et al., 2021).

Information  system risk  management s
consequently a vital activity in the life of the company.
Indeed, it helps managers to make the right decisions,
protects the company against threats causing different
types of losses and contributes to the optimal allocation
of resources. (Salvati, 2008).

The benefits of IS risk management, as mentioned,
make this discipline not only a necessity for IS
governance but also a key factor for its success. Therefore,
the evaluation and improvement of this activity has
become a necessity. This improvement should be done
according to a well-defined framework ensuring cost
control of its implementation and ensuring its continuity.
Hence the interest of maturity models to assess the level
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of maturity of this discipline within companies and
conclude the necessary actions for its improvement.

In a previous work, we proposed a design process
(Elmaallam and Kriouile, 2014a). Using this process,
we have implemented a maturity model devoted to IS
risk management. Subsequently, we were interested in
the definition of treatment plans by proposing an
algorithm to list all the actions required to attain a
desired maturity level for a single information system
(Amraoui et al., 2019). Nevertheless, the latter is only
useful when the adopted improvement strategy is a
Bottom- up type. In the present work, we are interested
in a Top-down strategy. To the best of our knowledge,
we are not aware of any existing work tackling this
aspect. We know no algorithm proposing, given a risk
management maturity level for a global information
system, the required risk management maturity level
for each information system while optimizing
required effort.

Background
Risk Management Process for Information Systems

According to (Alter, 2008) A work system is a
system in which human participants and/or machines
perform work (processes and activities) using the
information, technology and other resources to produce
specific products and/or services for internal or
external customers. In spite of the multitude of IS
definitions (Carvalho, 2000), this one is the most
complete for our research context.

Risk management aims to identify, analyze, assess
risks and then select the best strategy and more
effective actions to deal with them. This process should
consider the risk appetite defined by the enterprise. The
methods and processes devoted to IS risk treat only some
aspects like security or IS project management. Therefore,
we adopt the 1SO 31000 process (ISO, 2009-b) since it is
generic and consistent with our research topic.

According to I1SO 31000, the risk management
process defines five principal activities (ISO, 2009-b):

e Scope, Context, Criteria in which the process context
is defined

e Risk assessment in which the risks are identified,
analyzed and evaluated

e Risk treatment in which the strategies and actions to
deal with risk are defined

e Communication and consultation to make all
stakeholders involved and informed during the process

e Monitoring and review to ensure that the risk
management principles are followed and consider
any changes that can impact the process

e Recording and reporting all the important facts and
results of the process

Maturity Model Architectures

Maturity models contribute to the self-assessment of
the company. They also offer the latter a benchmark
against its competitors and help it to improve according to
its strategy, its objectives and its means. Professionals as
well as researchers are increasingly interested in these
models (Poeppelbuss et al., 2011).

Maturity models are usually represented as levels
or stages (Roglinger et al., 2012). These levels give the
state of maturity of the company in relation to a given
activity (Rosemann and de Bruin, 2005). The maturity
models should also guide the company in defining its
maturity improvement plan (Iversen et al., 1999).

The literature defines three types of architecture
representing maturity models. The first two are called
“fixed level architectures” and are: The staged and the
continuous architectures. One of the typical examples
of a fixed-level model is the CMMI. The third
architecture is called "Focus Area architecture™ (FA)
(Koomen and Pol, 1999). Next section details the latter
given its accordance with our research context.

Focus Area Model

The FA architecture is based on two principles: Each
domain in the FA model can have its own improvement
and the interdependence between domains is considered.

Table 1 illustrates this architecture. The enterprise has
level 2. But each area or domain has its own level. The
area 1 has level m. the area 2 has level 2. Etc.

“Focus Area (FA)” (Steenbergen et al., 2010) is a
maturity model design approach developed using the
DSR (Design Science Research) process (Peffers et al.,
2008). FA Maturity models aim to support the
continuous and progressive improvement of software
testing (Koomen and Baarda, 2006).

The design of a maturity model based on the FA
architecture gives rise to a maturity matrix (Elmaallam et al.,
2019). Figure 1 gives an example. This latter contains 6
areas and 8 levels. The letters A, B, C, D and E are the
required objectives of control for each level.

In this example, an enterprise reaches an overall
maturity level '2' (column with header 2) if:

e All capacities located in the column corresponding to
the level 2" are verified

e All capacities located in the left of the column
corresponding to the level '2” (columns 0 and 1) are
verified

e There s at least one capacity on the right of the column
corresponding to the level '2' that is unverified
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The Isr3m Model for Assessing the Information
Systems Risk Management Maturity

In this section, we present the model used for the
application of our algorithm which will be defined in the next
section: The “Information Systems Risk Management
Maturity Model (ISR3M)” (Elmaallam et al., 2019). The
objective of the latter is assessing the maturity of IS risk
management. This model defines an information system as
particular case of a work system (Alter and Sherer, 2004) and
uses the 1ISO 31000 framework and the generic management
cycle (Sienou, 2009) for the risk management process
(Elmaallam et al., 2019). The architecture adopted is FA
architecture (Elmaallam et al., 2019).

Figure 2 presents the ISR3M maturity matrix. The
model proposes 12 maturity levels and 18 areas
(Elmaallam et al., 2019):

RM (Risk Management) Principles (PRM)
Mandate and commitment (ME)
Framework design (CCO)

Risk management implementation (MOE)
Monitoring and reviews (SRC)
Continual improvement (ACC)
External context (ECX)

Internal context (ECI)

Process context (ECP)

Risk management criteria (ECC)

Risk identification (API)

Risk analysis (APA)

Risk evaluation (APV)

Selection of treatment option (TSO). -
of Treatment Plan (TEP)
Implementing of treatment plan (TMP)
Process monitoring and review (SR)
Recording (Eng)

Elaboration

Figure 3 presents an example of an assessment (in
blue) of the maturity of a risk management information
system, while Fig. 4 gives the control objectives (in green)
to be achieved after the improvement process.

Each organization has a set of different information
systems which have different goals, importance and
contribution (weight) in strategic objectives. The
global risk management maturity of an information
system is the consolidation of its information systems

Table 1: Focus Area architecture

risk management maturities. This consolidation is
given by one of the three calculation methods: The
weighted average (according to each IS weight), the
maximum IS maturities values and the minimum IS
maturities values. To improve the IS risk management
maturity, the organization can opt for one of two
approaches: Bottom- up or Top-down.

In the first approach, we define for each IS the target
maturity levels and then the control objectives required
to reach them (Amraoui et al., 2019). Improving the
overall maturity results from improving the maturities
of each information system and aggregating the local
achievements into global one.

The other approach consists in defining the target
maturity level as coded in the global maturity matrix and
then dividing it into the local maturity matrix of each
information system.

To solve this issue, we propose the algorithm
described in Table 3.

We focus on this second approach. The problem is to
define for each target control objective which control
objective we have to improve and in which level taking
into consideration the dependence of CO and the
minimization of the improvement effort. To the best of
our knowledge, no existing work addresses this issue.

Optimized Deployment of the Global Improvement
Plan

The aim of this section is to present the “Optimized-
declination-improvement™ algorithm. This latest defines
for each information system the control objectives to
reach, starting from global target control objectives while
minimizing improvement efforts.

To explain the algorithm, we provide an example on the
area called “APA risk analysis” for nine information systems
(from IS 1 to IS 9). The control objectives (for APA area)
reached by those information systems are given in Table 2.

By “Global”, we mean measure consolidation of the
different information systems. In this case, this measure is
the weighted average of the nine information systems
capabilities (levels corresponding to the control
objectives) for this area. An information system weight is
calculated using its proportion of charge, cost and
contribution in strategic objectives of the organization. The
obtained global capability is APA.A which means that the
risk analysis is done in terms of causes, consequences and
probabilities but the analysis method is not formalized.

Level 1 Level 2 Level m
Areal X X X X
Area2 X
Area 3 X X X
X X X
Area k X X X
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Table 2: Example of an initial configuration of an IS to be improved

IS1 IS 2 IS 3 IS4 IS5 IS6 IS7 IS 8 IS9 Global
APA APA APA APA APA APA APA APA APA APA.
.B A A A A A A A A A

Table 3: The « Optimized-declination-improvement » algorithm.

Algorithm: « Optimized-declination-improvement »

Purpose: To define control targets per information system from a global control target while optimizing improvement efforts.

We consider the following problem: Given a global control target of a set of information systems, we aim to define for each element in the set a control
target such that the weighted sum of control targets of the elements in the set is greater than or equal the global control target of the set under the
constraint that the improvement effort should be minimal.

The problem can be modeled as:

. Minimize the (linear) value: z = (a1 X x1) + (az X x2) + --+ + (an X xn) Where:

n is the number of considered information systems

z represents the needed effort to reach the targeted improvement

For each Information System IS, x:is an integer representing the gap between the current value of the control target and the target value.
aiis a weight representing additional efforts in terms of duty and cost for realizing the step x; for the information system IS;

e Under the (linear) constraints:
o (p1. (Neort+ x1)) + (P2 (Necoz + x2)) + ++ + (Pn. (Ncon + Xn)) >V
e  For each i, p:is the weight of the information system IS; no.: is the CO;rank in the maturity matrix
e  Foreach i, i< (ne + x:) < vmax;, where v;is the current maturity level of IS; and i

™ the maximum level that can be reached by the control target n., (control targets belong to well defined closed ranges)

e visthe global target control objective.

This is a linear minimization problem under linear constraints to resolve.

oO|1(2|3|4|5|6|7|38

Area 1l A|B

Area 2 A|lB|C

Area 3 AlB|C

Area 4 A|B C

Area 5 A|B C D

Area 6 A B C|D E

Fig. 1: Example of FA model maturity matrix

165



Fatima Ezzahra Ettahiri et al. / Journal of Computer Science 2022, 18 (3): 162.171
DOI: 10.3844/jcssp.2022.162.171

N° Area 0|1]|2[3|4|5|6[7|8|9]|10]11|12
1 | RM Principles (PRM) AlB|C
Organizational Framework
2 Mandate and Commitment (ME) AlB
3 Framework Design (CCO) A|B|C|D|E
4 Risk Management Implementation (MOE) A B|C
5 Monitoring and Review (SRC) A B|C
6 Continual Improvement (ACC) A B|C
Process
Establishment of Context
External context (ECX) AlB|C
8 Internal context (ECI) AlB|C
Process context (ECP) A B|(C|D

10 Risk management Criteria (ECC) A B|C

Risk Assessment
11 Risk Identification (API) A B|C[D|E
12 Risk Analysis (APA) A B|C
13 Risk Evaluation (APV) A B|C

Treatment
14 Selection of Treatment Option (TSO) A B|C
15 Elaboration of Treatment Plan (TEP) A B|C
16 Implementing of Treatment Plan (TMP) A B |C
17 | Process Monitoring and Review (SR) A B |C
18 | Recording (Eng) AlB|C

Fig. 2: ISR3M maturity matrix (Elmaallam & Bensaid & Kriouile, 2019)

=
°

Area 12
RM principles (PRM)
Mandate and commitment (ME)

Design of framework (CCO)

Risk Management Implementation (MOE)
Monitoring and Review (SRC)

Continual Improvement (ACC)
External context (ECX)
Internal context (ECI)
Process context (ECP)

O [0 [N [ [ (& (W (N[

-
o

Risk management Criteria (ECC)
Risk Identification (API)

Risk Analysis (APA)

Risk Evaluation (APV)

Selection of Treatment Option (TSO)
Elaboration of Treatment Plan (TEP)
Implementing Treatment Plan (TMP)

—_
-

-
N

-
w

—_
~

e
o

-
[e2]

-
~

Monitoring and Review (SR)

—_
[oe)

Recording (Eng)

Fig. 3: ISR3M maturity matrix: example for an initial configuration (EImaallam & Bensaid & Kriouile, 2019)
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Area

RM principles (PRM)

Mandate and commitment (ME)

Design of framework (CCO)

Risk Management Implementation (MOE)

Monitoring and Review (SRC)

Continual Improvement (ACC)

External context (ECX)

Internal context (ECI)

W |0 (N | O & W N =

Process context (ECP)

-
o

Risk management Criteria (ECC)

—
-

Risk Identification (API)

-
n

Risk Analysis (APA)

-
w

Risk Evaluation (APV)

-
=

Selection of Treatment Option (TSO)

-t
o

Elaboration of Treatment Plan (TEP)

Py
(=]

Implementing Treatment Plan (TMP)

-
-~

Monitoring and Review (SR)

-
o

Recording (Eng)

011(2[3]|4|5|6 |7 [8[9[10][11]12
C
C|D|E
A C
A C
B|C
B|[C
A B
B[C|D
B
B
B
B
B
A B
AlB

Fig. 4: ISR3M Maturity matrix: Example for a target configuration (Elmaallam et al., 2019)

In the context of a “Top-Down” improvement
strategy, we aim to improve the global maturity level of
the APA domain from APA.A to APA.B mainly to reach
a level of maturity where the organization can:

Use tools and techniques for risk analysis

Be able to obtain analytical results to assess the risks
Make sure to contribute to the choice of treatment
strategies and methods during the analysis

Consider and communicate to the stakeholders, the
degrees of confidence in the determination of the
level of risk and its sensitivity to preconditions and
assumptions

Mention and highlight factors such as: The difference
in opinion between experts, the uncertainty, the
availability, the quality, the quantity and the validity
of the relevance of the information, while optimizing
the improvement of each information system

The problem is how to reach this global maturity level
through the improvement of each information system
maturity for this area, while minimizing the needed effort.

Application

The studied organization is a Moroccan public
establishment. It has more than 300 employees. It attaches
a great importance to IS and considers it as its biggest
competitive advantage. IS risk management has been
implemented within this organization for almost four
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years. It concerns both operational risk management and
IS security risks. An IS urbanization mission gives the
description of the studied IS in Table 4. The latest lists for
each information system the nouns, the activities, the
proportion of the global charge and cost, the contribution
in the strategic objectives SO.1, SO2, SO.3 and SO.4 (1
for Weak contribution (W), 2 for Medium contribution
(M) and 3 for High contribution (H)).

Figure 5 presents the overall result of the consolidated
evaluations of the different information systems according to
the three calculation methods: Weighted average (according
to each IS weight), maximum values and minimum values of
the studied information systems.

Following the analysis, the improvement strategy
adopted by the evaluation team is the "Top-Down" approach
with an improvement "by control objectives”. The targets are
defined through the “average values” of the previously
defined control objectives with an improvement in some
areas. This planned improvement is described in Table 5
through the target control objectives. The area PRM, ME,
CCO, MOE, SRC and ACC are not concerned by this
improvement. They maintain the same maturity levels.

We apply the improvement algorithm consisting in
defining the targets by Sl by optimizing the efforts and
then defining for each IS the prerequisites for reaching
these targets. It should be noted that the efforts made to
achieve a CO; control objective is in our case study the
same for all information systems (a: = 1).
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The results using the matrix levels are given in objectives required to achieve the global target control
Table 6 (the symbol “T” for “target” and “I” for objective with effort minimization.
“Initial”). The latter describes for each IS the values of According to the results presented above in Table 6

the target levels corresponding to the target control and the ISR3M matrix (Fig. 2), Table 7 gives the target
control objectives for each information system.

Area 0123456789101112|01234567891011120123456789101112

RM principles (PRM) B|C AlB|C
Mandat and commitment (ME) B AlB
Design of framework (CCO) B|C|D|E A[B|C|D|E
Risk Management Implementation (MOE) Al [B|C A (=
Monitoring and Review (SRC) Al B|C A B|C
Continual Improvement (ACC) Al B|C Al B|C
External context (ECX) A(B|C AlB|C
Internal context (ECI) AlB|C AlB|C
Process context (ECP) B|C|D Al [B|C|D
Risk Management Criteria (ECC) A B|C A B|C
Risk Identification (API) B|C|D|E A| |B|C|D|E
Risk Analysis (APA) B|C A| |B|C
Risk Evaluation (APV) B|C A B|C
Selection of treatment option (TSO) A B|C A B|C
Elabration of treatment Plan (TEP) A B|C A B|C
Implementing Treatment Plan (TMP) Al B |C C A B [C
Monitoring and Review (SR) Al B |C B |C A B |C
Recording (Eng) A(B|C AlB|C

Method minimum values average values maximum values

Fig. 5: Overall result of the consolidated evaluations for the studied information systems

Table 4: Description of studied information systems

IS Weight (%)

Charge-+cost
Global.SO.Co nt. Globale.cont).

Information System Activities Charge (%) Cost(%) SO.1 SO.2 S03 S04 Y'Soi & Soi/ SOi/y, (Charge
Business Information - All business 25% 30% H H 6 16% 24%
System (Bu_IS) activities
Customer Relationship - Customer relationship
Management Information - Complaints request 5% 5% H 3 8% 6%
System (CRM_IS)
Piloting Information - Monitoring of strategic
System (Pil_IS) objectives 10 5 H M 5 14% 10%

- Project management

- Action plan

- Actuarial

- Management Control

(cost accounting,..)
Control Information - Quality 15 10 M M M 6 16% 14%
System (Ctl_IS) - Risks

- Audit

- Security
Development Information - Marketing 10 15 H 3 8 11%
System SI (Dev_IS) - Commercial

- Communication

New product

development

- Research
Accounting Information General accounting 5 10 W M 3 8 7%
System (Acc_IS)
Logistic Information - Stock 10 5 M M 4 11 9%
System (Log_IS) - Purchase

- Parks Management

- Physical security
Human resources - Recruitment 10 10 H 3 8% 9%
Information - Career
System (HR_IS) - Training

- Mobility

- Social Affairs

- pay
Juridical Information - Legal monitoring 10 10 M M 4 11 10
System (Jurid_IS) - Juridical assistance

- Litigation

- Conformity
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Table 5: Global targets control objectives

Area PRM ME  CCO MOE SRC ACC ECX ECI ECP ECC APl APA APV TSO TEP TMP SR Eng
Initial A A A - - - A B B A B A A A A A - -
Target A A A - - - C C D C D B B B B B B B
Table 6: Target levels by area for the studied information systems
Bu_IS CRM_IS Log_IS HR_IS Dev_IS Pil_IS Acc_IS Ctl_IS Jurid_IS gl"igirlilty level
T I T I T I T I T I T 1 T I T I T 1 T 1
ECX 3 2 3 2 3 1 3 1 3 0o 3 1 3 1 3 1 3 3 3 1
ECI 3 3 3 2 3 2 3 1 3 0o 3 1 3 2 3 2 3 2 3 2
ECP 5 5 5 4 5 3 5 1 5 1 5 1 5 3 5 4 5 4 5 3
ECC 6 2 6 2 6 2 6 2 6 2 6 0 6 0 6 0 6 2 6 1
APl 8 7 6 5 6 3 6 3 8 3 8 3 4 3 8 5 8 6 7 5
APA 7 6 5 4 5 4 5 4 7 4 7 4 5 4 7 4 7 4 6 4
APV 8 7 5 4 6 4 6 4 8 4 8 4 5 4 8 4 8 4 7 5
TSO 9 8 5 4 9 8 9 8 9 0 9 4 1 0 9 4 9 4 8 5
TEP 10 4 4 4 10 4 10 4 10 4 10 4 1 0 0 4 10 4 9 4
T™MP 11 6 6 6 11 6 11 6 11 6 11 6 1 0 1 6 11 6 10 6
SR 12 6 6 6 12 0 12 0 12 0o 12 0 3 0 2 6 12 6 11 3
Eng 3 1 1 0 1 0 1 0 3 0 3 0 1 0 3 0 3 0 2 0
Table 7: Target control objectives for the studied information systems
Bu_IS CRM_IS Log_IS HR_IS Dev_IS Pil_IS Acc_IS CtlL_IS Jurid_IS
ECX C C C C C C C Cc Cc
ECI C C C C C C C Cc Cc
ECP D D C A D B C D D
ECC C A B B C C -- C C
API E o A A E A A E D
APA o A A A C C A C C
APV o A A A C C A C C
TSO o A C C C C -- C C
TEP C A B B C C -- C Cc
TMP C A A A C C -- C Cc
SR C A C C C C -- C Cc
Eng C A A A C Cc A C C
Table 8: Improvement results needed to reach the consolidated target configuration Applying the same method leads to values in Table 9
IS1 IS2 1S3 IS 4 IS5 IS6 IS7 IS 8 1S9
Initial
matrix level 6 6 6 6 6 6 0 6 6
values (ILV)
Algorithm Matrix 11 6 11 11 11 11 1 11 11
level results
(ARV)
Identical 10 10 10 10 10 10 10 10 10 Global Algorithm
improvement effort Gain for TMP
values(11V) (IIV- 4 4 4 4 4 4 10 4 4 > MV-1LV) 6
=42
(ARV- ILV) 5 0 5 5 5 5 1 5 5 Y (ARV-ILV) = 36
Table 9: Algorithm global effort gain
> (ARV-ILV) > (V- ILV) Algorithm effort gain
ECX 15 15 0
ECI 12 12 0
ECP 19 19 0
ECC 42 42 0
API 24 27 3
APA 17 19 2
APV 23 26 3
TSO 29 34 5
TEP 43 49 6
TMP 36 42 6
SR 69 75 6
ENG 18 20 2
Global effort gain 34
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Discussion

In order to analyze the results of the algorithm we
compare them with those of an improvement strategy
distributed identically on the nine information systems
i.e., if we want for example to reach a global capacity
TMP.B for the TMP area, we will need to reach this
capacity for each IS. For this area, the algorithm effort
gain is 1 level (Table 8).

The overall gain obtained is the effort to achieve 34
steps in the maturity matrix i.e., the human and financial
cost for the completion of the various actions required to
achieve the control objectives described in each level.

Conclusion

Maturity models are important tools for evaluating the
effectiveness and efficiency of the IS risk management
system within organizations. They ensure that the
integration of this discipline generates more profit than
cost. Nevertheless, the results of this evaluation can only
be beneficial and exploitable if it clearly defines the best
improvement plan to reach the maturity levels for Bottom-
up or Top-down treatment strategies.

Following the work in which we implemented the
definition of a treatment plan for the Bottom-up strategy
using the “Path Prerequisites” algorithm (Elmaallam et al.,
2018), we have presented in this paper an optimization
algorithm for the definition of an improvement plan in the
case of a Top-down strategy. Thus, the organization can
define the axis of overall improvements for its information
system risk management and use this algorithm to optimally
deduce the actions to be performed for each IS.

This approach is beneficial for organizations since
they deploy less effort and gain in terms of human and
financial costs for improving their information system
risk management maturity.

In perspective, we plan to improve the optimization
solution by integrating the dependency parameters
between the risk management maturities of the different
studied information systems.
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