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innovative and promising approach to address security _ ) o ) _
challenges (Williams et al., 2016). This approach focuses Fig. 1: Complaints by type of crime in Metropolitan Lima

on analyzing large volumes of historical and real-time (IDL, 2021)

data to identify hidden patterns, correlations, and trends . . . . L
that can be used to predict areas or times of increased theft _ This predictive capability allows citizens to identify
risk (Wang et al., 2020; Zhang et al., 2020). high-risk areas and avoid them or take preventive measures

Predictive monitoring, one of the key facets of this ~ (Weisburd et al., 2010). By reducing opportunities for
system, uses machine learning algorithms to analyze criminals and anticipating risky situations, the machine

collected data (Bennett Moses and Chan, 2018). These learning-based security management system can help deter
algorithms are trained on historical data and can identify criminals and ultimately reduce the recurrence of robberies
complex relationships between variables, enabling them  in the districts of Metropolitan Lima. In addition, analyzing
to predict potential crime incidents. the behavioral patterns of known offenders, such as the
7/ SCIE NCE © 2026 Hugo Vega Huerta, Javier Vilca Velasquez, Nicolas Anicama Espinoza, Luis Guerra Grados Jorge Pantoja Collantes,
/ PU b“caﬁons Oscar Benito Pacheco, Juan Carlos Lazaro Guillermo and Rubén Gil Calvo. This open-access article is distributed under a

Creative Commons Attribution (CC-BY) 4.0 license.



Hugo Vega Huerta et al. / Journal of Computer Science 2026, 22 (2): 649.659
DOI: 10.3844/jcssp.2026.649.659

areas where they will offend or their forms of crime, can
help identify potential repeat offenders and enable early
interventions to prevent new crimes (Gerber, 2014).
However, it is important to emphasize that the
implementation of this system cannot be considered a
single solution to address citizen security. It would be of
great importance to complement it with other measures,
such as the increase in police officers to safeguard order,
prevention and awareness campaigns, and reorganization of
urban infrastructure. These combined strategies can lay the
foundation for a safer environment and improve the quality
of life for the inhabitants of the Lima metropolitan area.

Related Work

Lie (2017) patented a public safety application that
uses a tracking device and a client device that has multiple
security functionalities, as seen in Fig. 2.

Daniel (2022) patented a method to extract safety data
from multiple data sources and, from the analysis of this
data, generate an action to be performed by the
autonomous data machine. Meijer and Wessels (2019)
mentions that predictive policing consists of advanced
hotspot identification models and risk terrain analysis to
forecast where criminal activity is most likely to occur.
On the other hand, Chainey et al. (2008) specify that there
are predictive surveillance techniques such as point
mapping, thematic mapping of geographical areas, spatial
ellipses, thematic mapping of grids, and kernel density
estimation. In addition, he indicated that CrimeRank
yields better results in the analysis of the PAI (Predictive
Accuracy Index) compared to other algorithms such as
Random Forest, Hawkes, and GLM (Mohler et al., 2020).
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Fig. 2: App Features (Lie, 2017)
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According to Martinez-Plumed et al. (2021),
Brzozowska et al. (2023); Bokrantz et al. (2024), the
CRISP-DM (Cross-Industry Standard Process for Data
Mining) model is the predominant methodological
standard in data engineering for structuring data mining
and data science projects. Its sequential and iterative
approach, based on six phases from business understanding
to implementation has proven to be highly adaptable to
different domains, including complex urban environments.
In this work, CRISP-DM provides the structural framework
for the development of a smart mobile solution aimed at
geospatial prediction of areas with high crime rates in
Metropolitan Lima, as shown in Fig. 3.

According to Mohler et al. (2020); Wheeler and Reuter
(2020), the Prediction Accuracy Index (PAl) is calculated
by dividing the percentage of the hit rate by the percentage
of the area. On the other hand, Alves et al. (2018) mention
that the Random regressor forest allows predicting crime
and quantifying the influence of urban indicators on
homicides.

One of the most effective approaches between Lexicon
and Machine Learning was determined by Sudar et al.
(2024). Such an approach includes Random Forest,
Logistic Regression (LR), Naive-Bayes, and Support
Vector Machine (SVM), demonstrating that Naive-Bayes
was the best among the evaluated models. According to
Putro and Sensuse (2022), there are 13 threats and 16
vulnerabilities identified in the security principles of
critical information infrastructures, and only 25% of the
principles have all the security characteristics. Deep
neural networks facilitate efficient planning and optimally
address a wide range of scenarios (Maqguen-nifio et al.,
2023a-b; DelaCruz-VdV et al., 2023).
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Fig. 3: Accuracy metrics for each of the different prediction
models (DelaCruz-VdV et al., 2023)
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The Random Forest (RF) algorithm builds multiple
decision trees and aggregates their outputs to improve
predictive accuracy (Schonlau and Zou, 2020). Its
robustness in handling high-dimensional, nonlinear data
has been successfully applied in geospatial modeling
(Mutale et al., 2024) and geotechnical predictions (Zhang
et al., 2021). In the context of our CRISP-DM-based
mobile application for crime hotspot prediction in Lima,
RF provides an ideal framework for managing
heterogeneous urban crime data while enhancing
generalization in spatial risk modeling.

Gradient boosting is a machine learning technique that
has proven to be very effective in selecting features to
optimize data engineering in the agricultural industry. For
example, gradient boosting algorithms such as CatBoost
and LightGBM have been used to select optimal
wavelengths in Near-Infrared (NIR) spectroscopy to
predict moisture and protein in multi-country corn kernels
via NIR spectroscopy (Zheng et al., 2024). In addition, the
extreme gradient boosting (XGBoost) algorithm has been
successfully applied in predicting the Remaining Lifespan
(RUL) of lithium-ion batteries in energy storage systems.
It has been observed that, unlike physical models of
failures, XGBoost is more flexible and non-linear,
offering greater accuracy and efficiency in predicting
large-scale battery degradation using the extreme gradient
boosting algorithm (Brillianto Apribowo et al., 2024).
This approach could strengthen research on crime
prediction in Lima by allowing for a more robust feature
selection for the model and could be explored in the study
to improve the flexibility and accuracy of the crime
prediction model, outperforming traditional linear models.

The most important factor for the success of an
application is the optimal organization of its data (Yauri et
al., 2023 Arrieta-Espinoza et al., 2023; DeLaCruzVdv et
al., 2023; Velez-villanueva et al., 2023; Sanchez-tello et al.,
2023; Melgarejo Solis et al., 2023; Rivera-Alvino et al.,
2023)

Recent studies highlight that the KDD methodology
complements CRISP-DM by integrating citizen participation
and real-time geospatial data analysis. This combination
enhances predictive accuracy and promotes sustainable
public safety management, allowing decision-makers to
identify risk areas proactively and implement effective urban
security strategies (Vega-Huerta et al., 2025).

Methods

The CRISP-DM methodology has been considered
due to its systematic structure and well-defined
approach to the data mining process. This methodology
provides a step-by-step guide that allows us to
effectively organize the project, from understanding
the business to implementing the solution (Poh et al.,
2018), which is fundamental in our project of
identifying areas of high incidence of crime in
Metropolitan Lima. This methodology is carried out in
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several stages, as can be seen in Fig. 4.

Below, the activities carried out in the project will be
broken down for each of the phases of the CRISP-DM
methodology.

Understanding the Business

In the capital Lima, over the years, there has been an
alarming increase in the incidence of criminal acts, which
represents a growing concern for the community and local
authorities, which is why the objective of the app is
efficiency in the detection of the most dangerous areas of
the districts of Metropolitan Lima.

Understanding the Data

The dataset used in this article was extracted from an
INEI dataset, which contains information on criminal acts
that occurred in Peru during 2022 and 2024.

The dataset consisted of a single source of
information, the data from the National Institute of
Statistics and Informatics (INEI), as it represents an
official and reliable source for identifying frequent crimes
committed in Metropolitan Lima. The INEI data
guarantees quality standards, temporal consistency, and
geographic coverage that are essential for the
development of reliable predictive models. The use of
latitude and longitude coordinates from this source allows
for precise georeferencing of actual criminal events,
which constitutes a guarantee of methodological rigor and
reliability of the results obtained.

In Table 1, we see the most important columns of the
dataset and their respective descriptions.

The following categories of crimes were also
considered, which can be seen in Table 2.

Once the data has been described, the content of the
data is explored using graphs. Fig. 5 shows the number of
crimes in some districts of Metropolitan Lima, with San
Juan de Lurigancho being where the most criminal acts
occur during 2022-2023.

3
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Fig. 4: Methodology CRISP-DM (Cortina, 2015)
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Table 1: Columns in the collected data

Column Description

X It is the latitude of where the criminal act
occurred

v It is the longitude of where the criminal
act occurred

GENERICO Type of crime committed

NOMBDEP Department in which the criminal act
occurred

NOMBPROV The province in which the criminal act
occurred

NOMBDIST District in which the criminal act
occurred

Table 2: Categories of crime

Category Description

ROBBERY The act of_ seizing someo_ne_elge S property,
usually with violence or intimidation
The act of seizing someone else's property

THEFT - oo S mm b
without using violence or intimidation

ATTEMPTE  Attempt to cause the death of another

D MURDER  person

HOMICIDE The act of deliberately killing another
person

Number of Crimes by District in Metropolitan Lima
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Fig. 5: Number of Crimes by District in Lima
Data Preparation

At this stage, the columns of interest were chosen; in
this case, 2 were selected, which can be seen in Table 3.

As can be seen in Figure 5, the cases with the highest
incidence were registered in the district of San Juan de
Lurigancho, whose coordinates are X: -77.009587, Y: -
11.9970785.

As could be seen in the Verify data quality stage, no
nulls were found in the columns of interest, so we will not
preprocess the data.

In the data, there are no cases in which there was no
crime, so random latitudes and longitudes were generated
within the range of Metropolitan Lima, validating that they
are not the same as those obtained for criminal acts. Once
these latitude and longitude values have been obtained for the
cases in which there was no crime, a column will be added,
which will represent whether or not there was a crime, which
will take values of 1 and 0, respectively. By selecting these
as simulation parameters, we will be directly addressing the
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elements necessary to model and predict crime incidence
based on geographic location and crime occurrence.

Table 3: List of columns of interest
Column
X (Latitude)
Y (Longitude)

Modeling

The classification algorithms of Random Forest, Support
Vector Machine (SVM), Gradient Boosting, and XGBoost
were selected based on the reviewed literature. For the first
algorithm, Random Forest, several parameters were
configured: n_estimators, which defines the number of
decision trees comprising the ensemble max_depth, which
controls the maximum depth of each tree to prevent
overfitting; min samples split, which specifies the minimum
number of samples required to split an internal node;
min_samples_leaf, which determines the minimum number
of samples needed to form a leaf; and random state, which
ensures the reproducibility of the results by setting a constant
random seed, as shown in Fig. 6.

For the second algorithm, the implemented Support
Vector Machine (SVM) model employs an RBF kernel and
data standardization through StandardScaler. To optimize its
performance, GridSearchCV was implemented, an
exhaustive search technique that systematically evaluates
hyperparameter combinations defined in param_grid: C
(regularization), gamma (kernel coefficient), and class
weight (class balancing). The process performed 3-fold
cross-validation, optimizing the F1 Score rather than
accuracy to address the class imbalance inherent in crime
datasets. GridSearchCV automatically identified the optimal
configuration, allowing selection of the model with superior
balance between precision and recall for crime prediction, as
illustrated in Figure 7.

For the third algorithm, the following parameters were
configured in the Gradient Boosting (Gradient Boosting
Classifier) model: N estimators, which defines the number
of decision trees trained sequentially to improve the
model’s performance; max depth, which controls the
maximum depth of each tree to prevent overfitting; and
random_state, which ensures the reproducibility of results
by setting a constant random seed. These parameters
contribute to optimizing the learning process and
maintaining the model’s stability, as shown in Figure 8.

Finally, Figure 9 presents the parameters configured for
the XGBoost (XGBClassifier) classification model:
n_estimators, which determines the number of decision trees
used in the boosting process; max depth, which controls the
maximum depth of each tree to prevent overfitting; use label
encoder, which disables the old label encoder and avoids
unnecessary warnings; eval_metric, which sets the
evaluation metric using logarithmic loss, suitable for binary
classification problems; and random_state, which sets a
constant random seed.



Hugo Vega Huerta et al. / Journal of Computer Science 2026, 22 (2): 649.659
DOI: 10.3844/jcssp.2026.649.659

modelo rf = RandomForestClassifier(
n_estimators=208,
max_depth=3,
min samples split=2,
min_samples_leaf=1,
random_state=42

)
Fig. 6: Random Forest Model

from collections import Counter

class_counts = Counter(y_train)

weight_for_@ = len(y_train) / (2 * class_counts[@])
weight_for_1 = len(y_train) / (2 * class_counts[1])
class_weight dict = {@: weight_for_ e, 1: weight for_1}

param_grid = {

'c': [1, 5, 1@, 50],

"gamma': ['scale', @.e01, ©.01, ©.1],

"kernel': ['rbf'],

"class_weight': ['balanced', class_weight_dict]
}

svm_base = SVC(probability=True, random_state=42, cache_size=1000)

grid search = @ridsearchcv(
estimator=svm_base,
param_grid=param_grid,
scoring="f1",
cv=3,
verbose=2,
n_jobs=-1

Fig. 7: Support Vector Machine Model

modelo_gb = GradientBoostingClassifier(
n_estimators=200,
max_depth=3,
random state=42)

Fig. 8: Gradient Boosting Model

modelo_xgb = XGBClassifier(
n_estimators=200,
max_depth=3,
use_label_encoder=ralse,
eval_metric="logloss’,
random_state=42

)
Fig 9: XGBoosting Model

Evaluation

In the Random Forest model, better results were
obtained. This can be observed in its confusion matrix, for
which it correctly detected 1297 cases in which there were
no crimes and 32 false positives, and correctly detected
1,448 crimes, with 422 false negatives. This is observed
in Figure 10.

In the Support Vector Machine (SVM) model,
optimized through GridSearchCV, superior results were
obtained compared to Random Forest. This improvement
can be observed in its confusion matrix, for which it
correctly detected 1237 cases in which there were no
crimes and only 2 false positives, and detected 1500 cases
in which there were crimes and 437 false negatives, as
shown in Figure 11.
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In the Gradient Boosting model, good results were also
obtained. This can be observed in its confusion matrix, for
which it correctly detected 1252 cases in which there were
no crimes and 77 false positives, and detected 1617 cases
in which there were crimes and 253 false negatives. This
is observed in Figure 12.

Finally, in Figurel3 the results obtained by the
XGBoost model are visualized in its confusion matrix,
where 1248 cases in which there were no crimes were
correctly detected, and 81 false positives; in addition,
1655 cases in which crimes did occur were identified, and
215 false negatives.

Confusion Matrix - Random Forest

True Labels

Predictions.

Fig. 10: Random Forest Confusion Matrix

Confusion Matrix - Best SVM (GridSearchCV)

True Labels

Predictions

Fig. 11: SVM Confusion Matrix

Confusion Matrix - Gradient Boosting

True Labels

Predictions

Fig. 12: Gradient Boosting Confusion Matrix
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Confusion Matrix - XGBoost

True Labels

Predictions
Fig. 13: XGBoosting Confusion Matrix

Deployment

The solution has multiple functionalities: Permissions
of two types. Figure 14 shows in detail the use cases of
the implemented system.

Figure 15 shows the technological architecture used by
Node for communication with servers, Postman for the
development and testing of APIs, and Python for artificial
intelligence algorithms.

Figure 16 shows the deployment model. The Android
device acts as the host for the server, which is divided into
two parts: The mobile application and the database. In
addition, within the mobile app, an external API is
integrated for additional functions and remote data access.

Figure 17 shows the prototype of the mobile app's start
and main menu, which offers an intuitive and accessible
interface for users. The clear design and user-friendly
navigation elements enhance the user experience and
make it easier to access the app's various functionalities.

In the prototype shown in Figure 18, the "View Map"
function is emphasized through a clear arrangement of
elements that allow users to visually explore and
understand the geographical distribution of criminal acts.
The inclusion of zoom controls and interaction with
markers on the map improves the user experience by
providing detailed information about specific locations.

Figure 19 shows an interface focused on the validation
of crimes and the analysis of statistics. The simple and
clear design provides a comfortable and easy-to-navigate
user experience, highlighting the core functionality of the
system.

Figure 20 shows the options for configuring alerts and
logging reports. The interface offers its functionalities to
users in a simple and friendly way.

Figure 21 shows an interface of key visualizations,
including scatter plots, histograms, and pie charts, with
patterns detected using the predictive model. The
prediction of future crimes with 90% accuracy is also
appreciated, providing a visual representation of the areas

with high probability of crime in the metropolitan Lima area.
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Fig. 18: Prototype Map Display
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Results

In order to present the results of this research, the four
models were compared through their obtained metrics as
visualized in Fig. 22. The Random Forest model achieved
an Accuracy of 0.86, indicating that 86% of the total
predictions were correct; its AUC of 0.92 demonstrates a
good capacity to distinguish between positive and
negative classes; the F1 Score of 0.86 reflects a balance
between precision and recall; however, its Recall of 0.77
was the lowest among the four models, meaning that it
only correctly detected 77% of the actual crime cases,
leaving 23% of false negatives unidentified.

The Support Vector Machine (SVM) model exhibited
an Accuracy of 0.86, indicating that 86% of its predictions
were accurate, matching the Random Forest model; its
AUC of 0.90 demonstrates a solid discriminative
capability between criminal and non-criminal events,
though slightly lower than the other boosting models; the
F1 Score of 0.87 reflects a good balance between
precision and recall, and its Recall of 0.77 was equal to
Random Forest's, meaning it correctly identified 77% of
actual crimes while missing 23% of positive cases.

On the other hand, the Gradient Boosting model
showed better performance than the previous ones,
obtaining an accuracy of 0.90, that is, 90% of its
predictions were correct; its AUC of 0.96 indicates an
almost optimal capacity to discriminate between crimes
and non-crimes; the F1 Score of 0.91 demonstrates a
balance between the precision of positive predictions and
the ability to detect all positive cases; and its Recall of
0.86 indicates that it correctly identified 86% of actual
crimes, reducing false negatives compared to Random
Forest and SVM.

Finally, the XGBoost model presented the best results,
achieving an accuracy of 0.91, which means it was correct
in 91% of all its predictions; it matched Gradient Boosting
with an AUC of 0.96, confirming its classification
capability; it stood out with the highest F1 Score of 0.92,
evidencing the best balance between precision and
thoroughness; and it obtained the highest Recall of 0.89,
which implies that it correctly detected 89% of all crimes
that occurred, minimizing false negatives to only 11%.

Ci 1 of Metrics Between Models

096

Random Forest M Gradient Boosting

Models

#GBaoSt

m—ccuracy  EEE AUC  EEE FY Score Recall

Fig. 22: Comparison of metrics
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This last characteristic is particularly relevant in public
safety applications, where it is important to identify as
many actual crimes as possible to allow effective
preventive interventions. Therefore, XGBoost positioned
itself as the most efficient and reliable model for crime
prediction in this study.

Discussion

The results obtained in this research demonstrate the
effectiveness of machine learning models for crime
prediction in Metropolitan Lima, particularly when
structured under the CRISP-DM methodology. As
established by Martinez-Plumed et al. (2021),
Brzozowska et al. (2023); Bokrantz et al. (2024), CRISP-
DM provides a robust structural framework for data
mining projects in complex urban environments, which
was validated in this study through the systematic
development and evaluation of three models.

The XGBoost model emerged as the most effective
approach, achieving the highest metrics across all
evaluated parameters: Accuracy of 0.91, AUC of 0.96, F1
Score of 0.92, and recall of 0.89. These results are
consistent with the research by Brillianto Apribowo et al.
(2024), who found that XGBoost's extreme gradient
boosting algorithm provides superior accuracy and
efficiency due to its flexibility and non-linear modeling
capabilities. The recall of 0.89 is particularly significant,
as it means that 89% of actual crimes were correctly
identified, minimizing false negatives to only 11%. This
characteristic is essential in public safety applications, as
emphasized by Lie (2017); Daniel (2022), who patented
systems that require accurate security data analysis to
determine appropriate preventive actions.

Comparing our results with previous studies, Mohler
et al. (2020) reported that CrimeRank yielded better
results in Predictive Accuracy Index (PAI) analysis
compared to algorithms such as Random Forest. While
our study did not use CrimeRank, the superior
performance of XGBoost suggests that advanced
ensemble methods can achieve comparable or potentially
superior results in crime prediction tasks. Additionally,
Sudar et al. (2024) found that Naive-Bayes outperformed
other machine learning models, including Random Forest,
SVM, and Logistic Regression, in their context. However,
our findings demonstrate that gradient boosting methods,
particularly XGBoost, can surpass traditional algorithms
when applied to geospatial crime prediction with properly
structured urban data.

Furthermore, the predictive capabilities demonstrated
by these models complement the existing crime prediction
techniques mentioned by Meijer and Wessels (2019);
Chainey et al. (2008), such as hotspot identification
models and risk terrain analysis. The high AUC values
(0.96 for both Gradient Boosting and XGBoost) indicate
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excellent discriminatory capacity between high-risk and
low-risk areas, which is fundamental for the geospatial
prediction objectives of this mobile application.

The results validate that XGBoost represents an
efficient and reliable approach for crime prediction in
Metropolitan Lima. These findings contribute to the
growing body of evidence supporting the use of advanced
machine learning methods in public safety applications,
while demonstrating the practical applicability of the
CRISP-DM methodology in complex urban crime
prediction scenarios.

Since the predictive variables are restricted to spatial
coordinates, the model functions primarily as a hotspot
identification tool rather than a causal predictor of future
crimes. Future versions should integrate temporal and
socioeconomic indicators to enhance generalization.

The integration of validated and standardized datasets
significantly enhances Al predictive performance,
improving diagnostic reliability in complex analytical
systems (L6pez-Cérdova et al., 2025).

Conclusion

This research developed and evaluated a crime
prediction system for Metropolitan Lima using machine
learning models structured under the CRISP-DM
methodology. The comparative analysis of four machine
learning algorithms Random Forest, Support Vector
Machine, Gradient Boosting, and XGBoost demonstrates
that they can effectively predict the occurrence of crimes
in urban environments.

The findings conclusively establish that XGBoost is
the most effective model for crime prediction in this
context, achieving superior performance across all
evaluated metrics with an accuracy of 0.91, AUC of 0.96,
F1 Score of 0.92, and, most importantly, a recall of 0.89.
This detection rate of 89% of actual crimes, with only
11% false negatives, represents an important
characteristic for public safety applications where failing
to identify actual crimes can have serious consequences
for preventive interventions and community safety.

The performance progression from Random Forest
(recall: 0.77) and SVM (recall: 0.77) to Gradient Boosting
(recall: 0.86) and XGBoost (recall: 0.89) demonstrates a
clear trajectory of improvement, validating the hypothesis
that boosting methods provide greater predictive accuracy
and reliability. The consistently high AUC values of 0.96
for Gradient Boosting and XGBoost confirm their
discriminatory capacity between high-risk and low-risk
areas, which is fundamental for effective geospatial crime
prediction.

The implementation of the CRISP-DM methodology
proved essential for structuring the data mining process,
from business understanding to model deployment,
ensuring a systematic and reproducible approach to
developing the predictive system.
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This study validates that XGBoost, combined with the
CRISP-DM methodology, represents an efficient,
reliable, and practical approach for crime prediction in
urban environments. The results demonstrate that data-
driven predictive systems can play a vital role in modern
crime prevention strategies and that the selection of
appropriate algorithms, particularly gradient boosting
methods over traditional approaches, significantly
impacts the effectiveness of crime detection and
prevention efforts.

Limitation and Future Work

Continued collaboration with security and technology
experts is recommended to maintain the effectiveness and
accuracy of the application. In addition, it is advisable to
explore the feasibility of integrating emerging
technologies and expanding data sets to improve the
predictive capability of the application. Finally, it is
suggested to conduct periodic evaluations and updates of
the application to ensure its long-term relevance and
effectiveness.
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